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BeBeaeHue

KnueHTbl, KOTOpble CTPOAT cBoe cooTBeTcTBMe CTaHAapTy 6€30NacHOCTU AaHHbIX MHAYCTPMK naaTexHbiX KapT (PCl DSS) Ha 6a3e

komnoHeHToB Yandex.Cloud, 4onHbl NCNONb30BATb HACTOALLMNA AOKYMEHT.

JJOKYMEHT ONnCbIBaeT pa3aeneHne oTBETCTBEHHOCTU 3a BbiNosiHeHMe TpebosaHuii PCI DSS. Yactb TpeboBaHMM BbINOAHAET
nnatdopma Yandex.Cloud, yactb gonkeH BbINoAHUTb KnneHT, yactb TpeboBaHMn aBnAeTcAa 06004HOM OTBETCTBEHHOCTbLIO
CTOPOH.

Pa3aeneHne OTBETCTBEHHOCTM 3a BbINOMIHEHUE BONbLUMHCTBA TpeboBaHMM Kaxkaoro pa3gena PCl DSS B 3aBucMmocTtu ot
ncnonb3ayemon moaenn obnayHbIX CepBMCOB MOKA3aHOo B TabauLe.

HaGop TpeGoBanmii PCI DSS — Pasgenenue :;‘aB:TCTBeHHOCTVI —
1 Install and maintain a firewall configuration to protect cardholder data ObotoaHan ObotoaHan Yandex.Cloud
2 Do not use vendor-supplied defaults for system passwords and other Ob6otoaHan ObotogHan Yandex.Cloud
security parameters
3 Protect stored cardholder data ObotoaHan Ob6otogHan Yandex.Cloud
4 Encrypt transmission of cardholder data across open, public networks Knuent ObotoaHan Yandex.Cloud
5 Protect all systems against malware and regularly update anti-virus Knueut ObotoaHan Yandex.Cloud
software or programs
6 Develop and maintain secure systems and applications OboloaHan ObotoaHan Ob6otoaHan
7 Restrict access to cardholder data by business need to know ObotogHan ObotogHan ObotogHan
8 Identify and authenticate access to system components Ob6otoaHas ObotogHan Ob6otoaHan
9 Restrict physical access to cardholder data Yandex.Cloud Yandex.Cloud Yandex.Cloud
10 | Track and monitor all access to network resources and cardholder data Ob6otogHas Ob6otogHan Yandex.Cloud
11 | Regularly test security systems and processes Ob6otoaHasn Ob6otoaHas Yandex.Cloud
12 | Maintain a policy that addresses information security for all personnel ObotoaHan ObotoaHan ObotoaHan




Appendix Al: Additional PCI DSS Requirements for Shared Hosting Yandex.Cloud Yandex.Cloud Yandex.Cloud
Providers

Appendix A2: Additional PCI DSS Requirements for Entities using SSL/early Knuent KnueHt Knuent
TLS

ﬂ,OKYMeHT noAroToB/seH C yd4eTom cneayroumnx JOKYMEHTOB!

e PCIDSSv3.2.1 — May 2018: https://www.pcisecuritystandards.org/documents/PCl DSS v3-2-1.pdf
e Information Supplement: PCI SSC Cloud Computing Guidelines:
https://www.pcisecuritystandards.org/pdfs/PCl SSC Cloud Guidelines v3.pdf

NocnepoBaTenbHOCTb AENUCTBUMN ANA AOCTUXKEHUA cooTBeTCcTBUA TpeboBaHuam PCl DSS

— WM3y4nTb HacTOALWMM OOKYMEHT

— MocTpounTtb NHPPACTPYKTYpy, 06pabaTbiBatoLyto AaHHble NaaTexxHbiXx KapT (CDE) Ha nnatdopme Yandex.Cloud. Ccbinka Ha
rang no noctpoenuto PCl DSS KoHTypa.

— BbinonHuTb TpeboBaHua PCl DSS B 30He 0TBETCTBEHHOCTU KNneHTa

— BbibpaTtb QSA-ayanTopa u NnpoBecTn ayanT MHPPaACTPYKTYPbI, pa3BepHyTon Ha nnatpopme Yandex.Cloud, Ha
cooTtBeTcTBUE TpeboBaHuam PCl DSS

O6nactb oueHku PCI DSS

Mnatpopma Yandex.Cloud cootrBeTtcTByeT Bcem TpeboBaHumam PCI DSS 3.2.1 Kak Level 1 Service Provider. KnneHTtbl moryT
ncnonb3oBaTtb cepBuckl naathopmol Yandex.Cloud ans noctpoeHna nHpacTpyKTypbl, oTBevarowen TpedbosaHmam PCl DSS.

B o6nacTb oueHKKU BxoaAT 6a3oBan MHPpacTpyKTypa nnatpopmbl Yandex.Cloud, a TakKe cepBUCbl HAa €€ OCHOBE:




Infrastructure & Network

e Yandex Compute Cloud (https://cloud.yandex.ru/services/compute)

e Yandex Object Storage (https://cloud.yandex.ru/services/storage)

e Yandex Virtual Private Cloud (https://cloud.yandex.ru/services/vpc)

e Yandex Network Load Balancer (https://cloud.yandex.ru/services/load-balancer)
e Yandex Cloud Interconnect (https://cloud.yandex.ru/services/interconnect)

e Yandex Instance Groups (https://cloud.yandex.ru/services/instance-groups)

e Yandex API Gateway (https://cloud.yandex.ru/services/api-gateway)

Containers

e Yandex Container Registry (https://cloud.yandex.ru/services/container-registry)
e Yandex Managed Service for Kubernetes® (https://cloud.yandex.ru/services/managed-kubernetes)

Security

e Yandex Identity and Access Management (https://cloud.yandex.ru/services/iam)
e Yandex Certificate Manager (https://cloud.yandex.ru/services/certificate-manager)
e Yandex Key Management Service (https://cloud.yandex.ru/services/kms)

Data Platform

e Yandex Managed Service for PostgreSQL (https://cloud.yandex.ru/services/managed-postgresql)
e Yandex Managed Service for ClickHouse (https://cloud.yandex.ru/services/managed-clickhouse)
e Yandex Managed Service for MongoDB (https://cloud.yandex.ru/services/managed-mongodb)

e Yandex Managed Service for MySQL® (https://cloud.yandex.ru/services/managed-mysql)




e Yandex Managed Service for Redis™ (https://cloud.yandex.ru/services/managed-redis)

e Yandex Data Proc (https://cloud.yandex.ru/services/data-proc)

e Yandex Managed Service for Apache Kafka® (https://cloud.yandex.ru/services/managed-kafka)

e Yandex Managed Service for Elasticsearch (https://cloud.yandex.ru/services/managed-elasticsearch)
e Yandex Database (https://cloud.yandex.ru/services/ydb)

Serverless

e Yandex Message Queue (https://cloud.yandex.ru/services/message-queue)
e Yandex Cloud Functions (https://cloud.yandex.ru/services/functions)

e Yandex API Gateway (https://cloud.yandex.ru/services/api-gateway)

e Yandex Database (https://cloud.yandex.ru/services/ydb)

e Yandex Object Storage (https://cloud.yandex.ru/services/storage)

Operations

e Yandex Resource Manager (https://cloud.yandex.ru/services/resource-manager)

lNMonesHble CCbINKU

e Co3gaHue rpynnbl 6e30NacHOCTH

e llindposaHue cekpetos B Yandex Managed Service for Kubernetes
o LlindposaHue no cxeme envelope encryption

e PekomeHAauUMu no ynpasaeHuto aoctynom K Yandex.Cloud

e Wcnonb3oBaHne SAML-coBmecTMMbIX deaepaumnin yaoCToBEPEHUN




Martpuua pasgeneHua orsetrcteeHHoctu PCl DSS

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

PCI DSS Requirements

Yandex.Cloud

KnuneHnrt

1.1 Establish and implement firewall and router configuration
standards that include the following:

1.1.1 A formal process for approving and testing all network
connections and changes to the firewall and router configurations.

1.1.2 Current diagram that identifies all networks, network devices, and
system components, with all connections between the CDE and other
networks, including any wireless networks.

1.1.3 Current network diagram that shows all cardholder data flows
across systems and networks.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
obecneyeHne 6€30MNaCHOCTM COrNAcHO
TpeboBaHuam PCl DSS ana cepsucoB B
06/1aCTN OLEHKM.

Mnatdopma Yandex.Cloud
obecneynBaeT peannsaLmio ONOPHOM
n SDN-ceTel, a TaKKe npoueayp
yNpaB/IEHNA UMW B COOTBETCTBUU C
TpeboBaHuamm PCl DSS.

B nHdpactpyKkType nnatdopmbl
Yandex.Cloud ncnonb3syetca
MeKceTeBoe 3KkpaHupoBaHue (M3) Ha
Pa3HbIX YPOBHSAX.

1.1.4 Requirements for a firewall at each Internet connection and
between any demilitarized zone (DMZ) and the internal network zone.

Mnatdopma Yandex.Cloud
obecneynBaeT A4N1a CEPBUCOB B
061aCcTN OLEHKM MeXKceTeBoe
3KpaHMpPOBaHME N NPOLECChI
ynpaB/iEHNA UM B COOTBETCTBUM C
TpeboBaHuamm PCl DSS.

B HdppacTpyKkType naatdopmbl
Yandex.Cloud Bce coegmMHeHuA ¢
ceTaMM BHe 061acTM OLLEHKM
npoxoaAat ¢puabTpaumio Yyepes M>.

1.1.5 Description of groups, roles, and responsibilities for management
of network components

KnueHT oTBEYaeT 3a peanmsaumio
NPOLLECCOB M Npoueayp B
cooTBeTcTBMMU € TpebosaHmuamK PCl DSS
AN KOMNOHEHTOB, PA3BEPHYTbIX HA
nnatpopme Yandex.Cloud, a umeHHo:
® NoAroToBKY HEOb6xoANMOM
BHYTPEHHEN AOKYMEHTaUUM B
4acTu ynpaBieHua
MmeXKceTeBbIMU 3KpaHamu (M3)
N ceTeBbiM 060pPYyA0BaHNEM;
® KOHPUrypaumo HacTpoekK
ceTeBblX KOMMNOHEHTOB
Yandex.Cloud;
® ynpaB/ieHWNe KNIMEHTCKMMU
BUPTYa/IbHbIMU CETAMMU;
e ynpasaeHne M3 u
MapLpyTU3aTOpPamMu;
® ynpas/ieHWe rpynnamu
6e3onacHoOCTW.
[na cuctemHoro ynpasneHua
npasunamm M3 pekomeHayeTca
MCNO/1b30BaTb rpynnbl 6e30nacHoOCTy.




1.1.6 Documentation of business justification and approval for use of all
services, protocols, and ports allowed, including documentation of
security features implemented for those protocols considered to be
insecure.

1.1.7 Requirement to review firewall and router rule sets at least every
six months

Mnatdopma Yandex.Cloud oTseyaet 3a
obecneyeHne 6€30MNaCHOCTM COrNAcHO
TpeboBaHuam PCl DSS ansa cepsucos B
06/1aCTN OLEHKMU.

Mnatdopma Yandex.Cloud
obecneymBaeT peannsaLmo ONOPHOM
n SDN-ceTeM, a TaKkXKe npoueayp
ynpaBaeHUs UMU B COOTBETCTBUM C
TpeboBaHuamm PCI DSS.

1.2 Build firewall and router configurations that restrict connections
between untrusted networks and any system components in the
cardholder data environment.

1.2.1 Restrict inbound and outbound traffic to that which is necessary
for the cardholder data environment, and specifically deny all other
traffic.

1.2.2 Secure and synchronize router configuration files.

1.2.3 Install perimeter firewalls between all wireless networks and the
cardholder data environment, and configure these firewalls to deny or,
if traffic is necessary for business purposes, permit only authorized
traffic between the wireless environment and the cardholder data
environment.

1.3 Prohibit direct public access between the Internet and any system
component in the cardholder data environment.

1.3.1 Implement a DMZ to limit inbound traffic to only system
components that provide authorized publicly accessible services,
protocols, and ports.

1.3.2 Limit inbound Internet traffic to IP addresses within the DMZ.

Mnatdopma Yandex.Cloud
obecneuynBaeT ANA CEPBUCOB B
061aCTV OLEHKN MexceTeBoe
3KpaHMpPOBaHMeE 1 Npouecchbl
ynpaBaeHWAa UM B COOTBETCTBUM C
TpeboBaHuamm PCl DSS.

B nHdpactpyKType nnatdopmol
Yandex.Cloud

KOHTPO/Ib UCXOAALLETO U BXOAALLETO
TpaduKa peannsosaH cpeacrsamm M3
C KOHTPO/IEM COCTOAHWUA COeAUHEHUN.

KnneHTt oTBevaeT 3a peanmsauyuto
npoweccos 1 npoueayp B
cooTBeTcTBMMU € TpebosaHuamK PCl DSS
ONA KOMMNOHEHTOB, PAa3BEPHYTbIX Ha
nnatdopme Yandex.Cloud:
® APXUTEKTYPY NPOEKTa U
KOHPUTYypauuIo HaCTPOEK
ceTeBblX KOMMNOHEHTOB
Yandex.Cloud;
® ynpas/iEHUE KNUEHTCKUMMU
BUPTYa/IbHbIMU CETAMMU;
e ynpasnaeHue M3 u
MapLpyTnusaTopamu;
® 1CnoNb3yemblii Habop
CEepPBUCOB, MPOTOKOJI0B U
nopToB.




1.3.3 Implement anti-spoofing measures to detect and block forged
source IP addresses from entering the network.

1.3.4 Do not allow unauthorized outbound traffic from the cardholder
data environment to the Internet.

1.3.5 Permit only “established” connections into the network.

1.3.6 Place system components that store cardholder data (such as a
database) in an internal network zone, segregated from the DMZ and
other untrusted networks.

KnneHT oTBeyvaerT 3a
KOHOUIypUpOBaHME KANEHTCKUX ceTen
TakMm obpasom, yTobbl cepBepbl 6a3
AaHHbIX, B KOTOPbIX MOTYT XPaHUTbCA
AaHHbIe NAAaTEXKHbIX KapT,
pa3meLLaInCb BO BHYTPEHHUX
CermeHTax BUPTYa/ibHbIX cpea,
HEeAOCTYNHbIX HANPAMYHO 13
HeAoBepPEHHbIX CeTeM.

1.3.7 Do not disclose private IP addresses and routing information to
unauthorized parties.
Note: Methods to obscure IP addressing may include, but are not
limited to:
e Network Address Translation (NAT),

e Placing servers containing cardholder data behind proxy
servers/firewalls,

e Removal or filtering of route advertisements for private networks
that employ registered addressing,

e Internal use of RFC1918 address space instead of registered
addresses.

Mnatdopma Yandex.Cloud oTseyaet 3a
peanusauuto onopHoi u SDN-cetels, a
TaKXe npoueayp ynpasaeHna UMM B
cooTBeTCTBMU Cc TpebosaHuamun PCl
DSS.

KnneHTt oTBevaeT 3a peanmsauyumto

npoLeccoBs 1 npoueayp 8

cooTBeTCTBMU Cc TpebosaHuamun PCl

DSS:

® APXUTEKTYPY NPOEKTa 1
KOHOUIypaLMIO HACTPOEK CeTEBbIX
KomnoHeHToB Yandex.Cloud;

® yNpaB/ieHME KAUEHTCKMMMU
BUPTYaNbHbIMU CETAMMU;

e ynpasneHue M3 u
MapLLpPYyTU3aATOPAMMU.

1.4 Install personal firewall software or equivalent functionality on any
portable computing devices (including company and/or

Mnatdopma Yandex.Cloud oTseyaeT 3a
6e3onacHoCcTb paboumx cTaHUMi

KnueHT oTBevaeT 3a yCTaHOBKY U
ynpas/ieHne nepcoHanbHbix M3 n/mnm




employee/owned) that connect to the Internet when outside the
network (for example, laptops used by employees), and which are also
used to access the CDE. Firewall (or equivalent) configurations include:

e Specific configuration settings are defined.

e Personal firewall (or equivalent functionality) is actively running.

e Personal firewall (or equivalent functionality) is not alterable by
users of the portable computing devices.

nonb3oBaTesiel, UMeLWMX A0CTyN K
KOMMNOHEeHTam NaaTpopmbl
Yandex.Cloud.

APYruX cpeacTs 3almnTbl UHGOPMaLMK
ans Bcex pabounmx mect
nosb3oBaTeniei, KOTopble UMetoT
AO0CTYN K KOMMNOHEHTaM NAaTthopmbl
Yandex.Cloud, 3ageiicTBoBaHHbIM B
06paboTKe AaHHbIX NAATEXHbIX KapT.

1.5 Ensure that security policies and operational procedures for
managing firewalls are documented, in use, and known to all affected
parties.

Mnatdopma Yandex.Cloud
obecneynBaeT aNa CEPBUCOB B
06/1aCcT OLEHKM BbINOIHEHWNE BCEX
HeobXoANMbIX J,OKYMEHTOB U
npoueayp cornacHo TpebosaHuam PCl
DSS.

KnneHt oTBeyvaer 3a
AOKYMEHTUPOBAHUE U BbINOIHEHME
HeobxoanMbIX Npoueayp ANA
KOMMOHEeHTOoB, 06pabaTbiBatoLLINX
AaHHble NNaTeXHbIX KapT.




Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters
PCI DSS Requirements Yandex.Cloud KnueHt
MNnatdopma Yandex.Cloud oTBeyaeT 3a | KnmeHT oTBeyaeT 3a M3MeEHeHUe

2.1 Always change vendor-supplied defaults and remove or disable
unnecessary default accounts before installing a system on the network.

BbiNnosHeHMe TpebosaHuii PCl DSS B
4acTu HacTpoek 6esonacHocTK ana
BCEX KOMMOHEHTOB, 0becneymBatoLLNX
OYHKUMOHUPOBAHME CEPBUCOB B
06/1aCTN OLEHKMU.

napameTpoB MO YMOAYaHUIO  AONS
KOMMNOHEHTOB, pa3BepPHYTbIX Ha
nnatdopme Yandex.Cloud:

® OMnepauuoOHHbIX CUCTEM;

e 0a3 AaHHbIX (32 UCKNOYEHUEM
PAAS-cepBucoB: Yandex
Managed Service for
Kubernetes®, PostgreSQl,
ClickHouse, MongoDB,
MySQL®, Redis™,  Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);

e npwuknagHoro MO;

® apyrux KOMMOHEHTOB n
CepBM1COB, BK/IHOYEHHbIX
KnneHTom B 061aCTb OLEHKN.

2.1.1 For wireless environments connected to the cardholder data
environment or transmitting cardholder data, change ALL wireless
vendor defaults at installation, including but not limited to default
wireless encryption keys, passwords, and SNMP community strings.

TpeboBaHWe HENPUMEHUMO.
Mnatdopma Yandex.Cloud He
ncnonb3yet 6ecnpoBogHble ceTn AnA
nepegayun AaHHbIX NONb30BaTeNEN.

KnueHT oTBEYaeT 3a HaCTPOMKY
napameTpoB 6€30MacHOCTH
NCNo/sib3yeMbix 6ecnpoBoAHbIX CPea.

2.2 Develop configuration standards for all system components. Assure
that these standards address all known security vulnerabilities and are
consistent with industry-accepted system hardening standards.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
BbINONHEHMe rpynnbl TpeboBaHui 2.2
PCI DSS anAa KOMNOHEHTOB,

KnneHT oTBeYaeT 3a umnaemeHTaumio
HaCTpoOEK 6esonacHoCTH Aana




Sources of industry-accepted system hardening standards may include,
but are not limited to:

e Center for Internet Security (CIS)

e International Organization for Standardization (I1SO)

e SysAdmin Audit Network Security (SANS) Institute

e National Institute of Standards Technology (NIST)

2.2.1 Implement only one primary function per server to prevent
functions that require different security levels from co-existing on the
same server. (For example, web servers, database servers, and DNS
should be implemented on separate servers.)

2.2.2 Enable only necessary services, protocols, daemons, etc., as
required for the function of the system.

2.2.3 Implement additional security features for any required services,
protocols, or daemons that are considered to be insecure

2.2.4 Configure system security parameters to prevent misuse.

2.2.5 Remove all unnecessary functionality, such as scripts, drivers,
features, subsystems, file systems, and unnecessary web servers.

obecneymBatowmnx
dYHKUMOHUPOBAHWE CEPBUCOB B
06/1aCTN OLEHKMU.

KOMMNOHEHTOB, Pa3BepPHYTbIX HA
nnatdopme Yandex.Cloud:

onepaunoHHbIX CUCTEM;
6a3 AaHHbIX (33 UCKAOYEHUEM
PAAS-cepBucoB: Yandex
Managed Service for
Kubernetes®, PostgreSQl,
ClickHouse, MongoDB,
MySQL®, Redis™,  Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);
npuknagHoro MNo;

APYTrMX KOMMNOHEHTOB U
CEePBMCOB, BKIOYEHHbIX
KnneHTom B 061aCTb OLEHKN.

KnneHT oTBeYaeT 3a pasaeneHue
pecypcoB, peanusyowmx GyHKLMK
Pa3NIMYHbIX YPOBHEM 3aLnTbl, ANA
KOMMNOHEHTOB, PAa3BEPHYTbIX HA
nnatpopme Yandex.Cloud.
[JOKyMeHTauunA No HacTpolike
OTAEe/NbHbIX CEPBUCOB:

Yandex Managed Service for

PostgreSQL (Cepsuc
YnpasneHus ans PostgreSQL).

Yandex Managed Service for
ClickHouse (Cepsuc
Ynpasnenus gns ClickHouse).




e Yandex Managed Service for
MongoDB (Cepsuc YnpaBneHus
ana MongoDB).

e Yandex Managed Service for
MySQL® (Cepsuc YnpasneHus
ana MySsQl).

e Yandex Managed Service for
Redis™ (CepBuc YnpaBneHus
ans Redis).

e Yandex Data Proc (Cepsuc
YnpaBneHuna gaHHoimu Data
Proc).

e Yandex Managed Service for
Apache Kafka® (Cepsuc
ynpasneHua gna Apache
Kafka®)

e Yandex Managed Service for
Elasticsearch (Cepsuc gns
ynpaBAeHus Knactepamm
Elasticsearch u Kibana)

e Yandex Managed Service for
Kubernetes® (Cepsuc
YnpasnexHus ans Kubernetes)

e Yandex Database (Cepsuc
Yandex Database)

2.3 Encrypt all non-console administrative access using strong
cryptography.

Mnatdopma Yandex.Cloud
obecneuunsaet wWndpposaHune nbOro
HEKOHCONbHOrO aAMMUHUCTPATUBHOIO
A0CTyNa ANA KOMMNOHEHTOB,

KAneHT oTBeYaeT 3a UMNAeMeHTauMIo
6e30nacHbIX MPOTOKO/I0B U CTOMKOM
Kpuntorpadpuun ana Aoctyna K




obecneymBatowmnx
dYHKUMOHUPOBAHWE CEPBUCOB B
06/1aCTN OLEHKMU.

KOMMNOHEeHTaMm, pa3BepPHYTbIM Ha
nnatdopme Yandex.Cloud.

2.4 Maintain an inventory of system components that are in scope for
PCI DSS.

Mnatdopma Yandex.Cloud
obecneymBaeT BbINOJIHEHME NpoLeayp
yyeTa gNa KOMMNOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
061aCTN OLEHKM.

KnneHT oTBeYaeT 3a BegeHMe KypHana
y4yeTa KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatpopme Yandex.Cloud n BxoaaLumx
B 061aCTb OLLEHKN COOTBETCTBUA
ctaHgapty PCl DSS.

2.5 Ensure that security policies and operational procedures for
managing vendor defaults and other security parameters are
documented, in use, and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneynBaeT A4Na CEPBUCOB B
061acTN OLEHKM BbINOJIHEHWNE BCEX
HeobXo0AMMbIX 4O0KYMEHTOB U

npoueayp.

KNneHT oTBeYaeT 3a BbINO/IHEHUE
HeobxoanMbIX Npoueayp ANA
KOMMOHEeHTOoB, 06pabaTbiBatoLLINX
AaHHble NNaTeXHbIX KapT.

2.6 Shared hosting providers must protect each entity’s hosted
environment and cardholder data. These providers must meet specific
requirements as detailed in Appendix A1: Additional PCI DSS
Requirements for Shared Hosting Providers.

Mnatdopma Yandex.Cloud
obecneynBaeT A4NA CEPBUCOB B
061acTN OLEHKM BbINOIHEHWNE
TpeboBaHM NpunoxeHusa Al
cTtaHpgapta PCI DSS.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb
NPUMEHMMO ANA KIUEHTOB, KOTOPbIE
ABNAOTCA NOCTABLLMKAMM YCAYT, B
paMKax NpeaocTaBieHUA CBOUX
CepBucoB




Requirement 3: Protect stored cardholder data

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

3.1 Keep cardholder data storage to a minimum by implementing data-
retention and disposal policies, procedures and processes that include at
least the following for all CHD storage:

e Limiting data storage amount and retention time to that which is
required for legal, regulatory, and/or business requirements.

e Specific retention requirements for cardholder data

e Processes for secure deletion of data when no longer needed.

A quarterly process for identifying and securely deleting stored
cardholder data that exceeds defined retention.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNIbHO He obpabaTbiBaeT
AaHHbIe NAATEXKHbIX KapT.

KNneHT oTBevaeT 3a npoLecchl
06paboTKM, XPaHEHWNA N YHUUTOXKEHUS
CBOMX AAHHbIX, B TOM YMCNE AaHHbIX
NAaTeXHbIX KapT.

3.2 Do not store sensitive authentication data after authorization (even
if encrypted). If sensitive authentication data is received, render all data
unrecoverable upon completion of the authorization process.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNIbHO He obpabaTbiBaeT
AaHHble NNaTeXHbIX KapT.

KnneHT oTBeyvaeT 3a npoLieccol
06paboTKM, XPaHEHMA N YHUYTOXKEHUSA
CBOWX AaHHbIX, B TOM Ymcne SAD.

3.2.1 Do not store the full contents of any track (from the magnetic
stripe located on the back of a card, equivalent data contained on a chip,
or elsewhere) after authorization. This data is alternatively called full
track, track, track 1, track 2, and magnetic-stripe data.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNIbHO He obpabaTbiBaeT
AaHHbIe NAATEXKHbIX KapT.

KNneHT oTBevaeT 3a npoLecchl
06paboTKM, XPaHEHWNA N YHUUTOXKEHUS
CBOMX AaHHbIX, B TOM Yuncne track.

3.2.2 Do not store the card verification code or value (three-digit or four-
digit number printed on the front or back of a payment card) used to
verify card-not-present transactions after authorization.

TpeboBaHWMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocTosATeNbHO He obpabaTbiBaeT
AaHHble NAaTeXHbIX KapT.

KnneHTt oTBevaeT 3a npoueccol
06paboTKU, XPaHEHMA N YHUUTOXKEHMUA
CBOUX AaHHbIX, B TOom yncne CVC/CVV.

3.2.3 Do not store the personal identification number (PIN) or the
encrypted PIN block after authorization.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
CamocCToATeNIbHO He obpabaTbiBaeT
AaHHbIE NAATEXKHbIX KapT.

KnneHTt oTBevaeT 3a npoueccol
06paboTKU, XPaHEHMA N YHUUTOXKEHMA
CBOUX AaHHbIX, B TOm ymncne PIN.




3.3 Mask PAN when displayed (the first six and last four digits are the
maximum number of digits to be displayed), such that only personnel
with a legitimate business need can see more than first six/last four
digits of the PAN.

3.4 Render PAN unreadable anywhere it is stored (including on portable
digital media, backup media, and in logs) by using any of the following
approaches:

e One-way hashes based on strong cryptography, (hash must be of
the entire PAN).

e Truncation (hashing cannot be used to replace the truncated
segment of PAN).

¢ Index tokens and pads (pads must be securely stored).

e Strong cryptography with associated key-management processes
and procedures.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNIbHO He obpabaTbiBaeT
AaHHbIe NAATEXKHbIX KapT.

KnneHT oTBeYaeT 3a npoLieccol
06paboTKK, XPaHEHMA N YHUYTOXKEHUSA
CBOMX AaHHbIX, B TOM Yyncne PAN.

3.4.1 If disk encryption is used (rather than file- or column-level
database encryption), logical access must be managed separately and
independently of native operating system authentication and access
control mechanisms (for example, by not using local user account
databases or general network login credentials). Decryption keys must
not be associated with user accounts.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
camocToaTeNIbHO He obpabaTbiBaeT
OAHHbIE NNATEXHbIX KapT.
Mnatdopma Yandex.Cloud
npegoctasaseT KnneHtam cepsuc
Yandex Key Management Service ans
wndpoBaHMa aaHHbIX. CepBuc KMS
BbinonHAeT TpebosaHumaA PCl DSS.

KnneHTt oTBevaeT 3a npoueccol
06paboTKU, XPaHEHUA N YHUUTOXKEHMA
CBOWX AAHHbIX, B TOM 4Yucne
MCNoNb30BaHMe WNUPPOBAHUS.
KnneHTt oTBevaeT 3a npoueaypsl
ynpaBAeHUA Knto4amm WnpposBaHUA
OaHHbIX.

KNMEeHT MOoXKeT Mcnonb3oBaTb CEPBUC
Yandex Key Management Service ans
3aWNTbl AaHHbIX NAATEXHbIX KapT Npu
XpPaHeHUMN.

3.5 Document and implement procedures to protect keys used to secure
stored cardholder data against disclosure and misuse:

TpeboBaHWe HENPUMEHUMO.
Mnatdopma Yandex.Cloud




3.5.1 Additional requirement for service providers only: Maintain a

documented description of the cryptographic architecture that includes:

e Details of all algorithms, protocols, and keys used for the protection
of cardholder data, including key strength and expiry date

e Description of the key usage for each key.

¢ Inventory of any HSMs and other SCDs used for key management

3.5.2 Restrict access to cryptographic keys to the fewest number of
custodians necessary.

3.5.3 Store secret and private keys used to encrypt/decrypt cardholder

data in one (or more) of the following forms at all times:

« Encrypted with a key-encrypting key that is at least as strong as the
data-encrypting key, and that is stored separately from the data-
encrypting key.

« Within a secure cryptographic device (such as a hardware/host
security module (HSM) or PTS-approved point-of-interaction device).

« As at least two full-length key components or key shares, in
accordance with an industry-accepted method.

3.5.4 Store cryptographic keys in the fewest possible locations.

camocToaTeNIbHO He obpabaTbiBaeT
OaHHble NNATEXKHbIX KapT.
Mnatdopma Yandex.Cloud
npepocrtasnaet KnneHtam cepsuc
Yandex Key Management Service ans
wndpoBaHma aaHHbIX. CepBuc KMS
BbiNnonHAeT TpebosaHua PCI DSS.

TpeboBaHMe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb
NPUMEHMMO ANA KIUEHTOB, KOTOPbIE
ABNAOTCA NOCTABLLMKAMM YCAYT, B
paMKax NpeaocTaBNeHUA CBOUX
CepBucoB

KnueHT oTBeyaeT 3a npoueccol
06paboTKU, XPaHEHMA N YHUUTOXKEHMUA
CBOWUX AAHHbIX, B TOM Yucae
MCNo/ib30BaHWe WKPpPOoBaHUA.
KnneHT oTBevaeT 3a npoueaypsl
ynpas/ieHuUs Katovyamm WwndpoBaHms
OAHHbIX.

KAWeHT morKeT Mcnonb3oBaTb CepBmC
Yandex Key Management Service ans
3aLWMTbl AaHHbIX MIATEXHbIX KApT Npu
XpaHeHuu.

3.6 Fully document and implement all key-management processes and
procedures for cryptographic keys used for encryption of cardholder
data, including the following:

3.6.1 Generation of strong cryptographic keys.

TpeboBaHWe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
CamocCToATeNIbHO He obpabaTbiBaeT
AaHHbIE NAATEXKHbIX KapT.

KnueHT oTBeyvaeT 3a npoueccol
06paboTKK, XPaHEHMA N YHUUTOXKEHMUA
CBOMX AAHHbIX, B TOM YMc/e
Mcnosb3oBaHMe WNhpPoBaHUA.




3.6.2 Secure cryptographic key distribution.

3.6.3 Secure cryptographic key storage.

3.6.4 Cryptographic key changes for keys that have reached the end of
their cryptoperiod (for example, after a defined period of time has
passed and/or after a certain amount of cipher-text has been produced
by a given key), as defined by the associated application vendor or key
owner, and based on industry best practices and guidelines (for
example, NIST Special Publication 800-57).

3.6.5 Retirement or replacement (for example, archiving, destruction,
and/or revocation) of keys as deemed necessary when the integrity of
the key has been weakened (for example, departure of an employee
with knowledge of a clear-text key component), or keys are suspected
of being compromised.

Mnatdopma Yandex.Cloud
npepocrtasnaet KnneHtam cepsuc
Yandex Key Management Service ans
wndpoBaHma aaHHbIX. CepBuc KMS
BbiNnonHsAeT TpebosaHua PCI DSS.

KnneHT oTBeYvaeT 3a npoueaypbl
ynpaB/ieHUA KatovYamm WwndposBaHma
OAHHbIX.

KNneHT MOoXKeT ncnonb3oBaTb CepBUC
Yandex Key Management Service ans
3aLWMTbI AaHHbIX NAATEXHbIX KapT Npu
XpPaHeHUM.




3.6.6 If manual clear-text cryptographic key-management operations
are used, these operations must be managed using split knowledge
and dual control.

3.6.7 Prevention of unauthorized substitution of cryptographic keys.

3.6.8 Requirement for cryptographic key custodians to formally
acknowledge that they understand and accept their key-custodian
responsibilities.

3.7 Ensure that security policies and operational procedures for
protecting stored cardholder data are documented, in use, and known to
all affected parties.

Mnatdopma Yandex.Cloud
obecneynBaeT A4N1a CEPBUCOB B
061aCcTN OLEHKM BbINOJIHEHWNE BCEX
HeobXoAMMbIX O0KYMEHTOB U

npoueayp.

KNneHT oTBeYaeT 3a BbINO/IHEHUE
HeobxoanMbIX Npoueayp ANs
KOMMOHEeHTOoB, 06pabaTbiBatoLLINX
AaHHble NNaTeXHbIX KapT.




Requirement 4:

Encrypt transmission of cardholder data across open, public networks

PCI DSS Requirements

Yandex.Cloud

KnueHnrt

4.1 Use strong cryptography and security protocols to safeguard
sensitive cardholder data during transmission over open, public
networks, including the following:

e Only trusted keys and certificates are accepted.

e The protocol in use only supports secure versions or
configurations.

e The encryption strength is appropriate for the encryption
methodology in use.

Mnatdopma Yandex.Cloud ncnonbayer
6e3onacHble KpunTtorpadpuyeckme
NpoTOKOAbI, 06ecneymBatoLme
3aWMTY AaHHbIX NpY Nepegaye.

KnueHT oTBEYaeT 3a npouecchbl
6e3onacHoM nepeaaym AaHHbIX
NAaTEXHbIX KapT, BKAtOYaA
Mcnonb3oBaHMe 6e3onacHbIX
NPOTOKON0B U WndpoBaHUA.
KnueHT goneH ncnonb3osBatb
KOMMOHEHTbI, MOAAEPKMBAIOLLMNE
npoTokobl TLS 1.2 n Bblwe.
Yandex.Cloud pekomeHayet
MCNob30BaTb WKdpoBaHNE AAHHDBIX
NAaTEXHbIX KapT BO BCEX CNYYaAX,
BK/IOYAA Nepesayvy BHYTpU
KNIMEHTCKUX CeTEN M nepeaayy B
06LWe0CTYNHbIX CETAX.

4.1.1 Ensure wireless networks transmitting cardholder data or
connected to the cardholder data environment, use industry best
practices to implement strong encryption for authentication and
transmission.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Yandex.Cloud He
ncnonblyet 6ecnpoBogHble ceTn Ana
nepeaayn AaHHbIX NONb30BaTENEN.

KAneHT oTBEYaeT 3a HaCTPOMKY
napameTpoB WnppoBaHMA NpU
ayTeHTUPUKaLmMm B ciyyae
Mcnonb3oBaHMA HecnpoBOAHbIX ceTel
ONA CBA3WU C KOMNOHEHTaMMU
nnatdopmbl Yandex.Cloud, KoTopble
06pabaTbiBalOT AaHHbIE NAATEXHbIX
KapT.

4.2 Never send unprotected PANs by end-user messaging technologies
(for example, e-mail, instant messaging, SMS, chat, etc.).

TpeboBaHWe HENPUMEHUMO.
Mnatdopma Yandex.Cloud
CamMoCTOATeNIbHO He obpabaTbiBaeT
AaHHbIE NNATEXKHbIX KApT U He
nepeaaeT AaHHble NO/b30BaTeNEN B
OTKPbITOM BUAE.

KnueHT oTBeyvaeT 3a npusegeHne PAN
B HEUMTAEMbIV BUA B C/lydae
NCNO/Ib30BaHNA TEXHONOMMNI 0bmeHa
MTHOBEHHbIMW COOBLLEHUAMM.




4.3 Ensure that security policies and operational procedures for
encrypting transmissions of cardholder data are documented, in use,
and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneynBaeT A4Na CEPBUCOB B
061aCcTN OLEHKM BbINOIHEHWNE BCEX
HeobXo0AMMbIX JO0KYMEHTOB U

npoueayp.

KNneHT oTBeYaeT 3a BbINO/IHEHUE
HeobxoanMbIX Npoueayp ANs
KOMMOHEeHTOoB, 06pabaTbiBatoLLINX
AaHHble NNaTeXHbIX KapT.




Requirement 5:

Protect all systems against malware and regularly update anti-virus software or programs

PCI DSS Requirements

Yandex.Cloud

KnuneHnt

5.1 Deploy anti-virus software on all systems commonly affected by
malicious software (particularly personal computers and servers).

5.1.1 Ensure that anti-virus programs are capable of detecting,
removing, and protecting against all known types of malicious
software.

5.1.2 For systems considered to be not commonly affected by
malicious software, perform periodic evaluations to identify and
evaluate evolving malware threats in order to confirm whether such
systems continue to not require anti-virus software.

5.2 Ensure that all anti-virus mechanisms are maintained as follows:
e Are kept current.
e Perform periodic scans.

Generate audit logs which are retained per PCI DSS Requirement 10.7.

5.3 Ensure that anti-virus mechanisms are actively running and cannot
be disabled or altered by users, unless specifically authorized by
management on a case-by-case basis for a limited time period.

Mnatdopma Yandex.Cloud oTseyvaet 3a
bYHKLMOHUPOBaHWE QHTUBUPYCHOTO
nporpammHoro obecneyeHusa ans
KOMMOHEHTOB, obecne4YymnBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
061aCTN OLEHKM.

KnneHT oTBEYaeT 3a NpoLecchbl 3aLmThbl
oT BpegoHocHoro MO ana
KOMMNOHEHTOB, Pa3BEPHYTbIX HA
nnatpopme Yandex.Cloud u
noABep»KEeHHbIX BUPYCHOMY
3apakeHuto.

5.4 Ensure that security policies and operational procedures for
protecting systems against malware are documented, in use, and known
to all affected parties.

Mnatdopma Yandex.Cloud
obecneynBaeT A4Na CEPBUCOB B
06/1aCTN OUEHKU BbINOJHEHME BCEX
HeobXxoAMMbIX LOKYMEHTOB U

npoueayp.

KnueHT oTBeYaert 3a BbINoAHEHUE
HeobxoaMMbIX nNpoueayp AnA
KOMMOHEeHTOB, 0b6pabaTbiBatoLLNX
AaHHble NNaTeXHbIX KapT.




Requirement 6:Develop and maintain secure systems and applications

PCI DSS Requirements

Yandex.Cloud

KnuneHnt

6.1 Establish a process to identify security vulnerabilities, using
reputable outside sources for security vulnerability information, and
assign a risk ranking (for example, as “high,” “medium,” or “low”) to
newly discovered security vulnerabilities.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
npouecchl ynpaBieHMa yasBUMOCTAMM
A1 KOMNOHEHTOB, 0becneyYnBatoLWmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBEYaeT 3a npouecchl
ynpaBaeHUs ya3sBUMOCTAMM ANA
KOMMNOHEHTOB, Pa3BepPHYTbIX HA
nnatdopme Yandex.Cloud:

® OMNepauNOHHbIX CUCTEM;

e 6a3 AaHHbIX (33 UCKAOYEHMEM
PAAS-cepBucos: Yandex
Managed Service for
Kubernetes®, PostgreSQL,
ClickHouse, MongoDB,
MySQL®, Redis™, Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);

e npuknagHoro MNO;

® [1pyrMx KOMMNOHEHTOB U
CEePBUCOB, BK/IIOYEHHbIX
KnneHTom B 06/1aCTb OLLEHKW.

6.2 Ensure that all system components and software are protected from
known vulnerabilities by installing applicable vendor-supplied security
patches. Install critical security patches within one month of release.

Mnatdopma Yandex.Cloud oTseyvaet 3a
npoLecchl YCTaHOBKM 0OHOBAEHUI
6e30nacHOCTM A4/19 KOMNOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
061aCTN OLEHKM.

KnueHT oTBeyaeT 3a yCTaHOBKY
0bOHOBAEHWUI AN KOMINIOHEHTOB,
pa3BepHyTbIX HA NaaTtdopme
Yandex.Cloud:

® OMnepaunoHHbIX CUCTEM;

e 6a3 AaHHbIX (33 UCKAOYEeHMEM
PAAS-cepBucos: Yandex
Managed Service for
Kubernetes®, PostgreSQL,




ClickHouse, MongoDB,
MySQL®, Redis™, Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);

e npuknagHoro MNO;

® [1pyrMx KOMMNOHEHTOB U
CEePBUCOB, BK/IOYEHHbIX
KnneHTom B 06/1aCTb OLLEHKW.

6.3 Develop internal and external software applications (including web-
based administrative access to applications) securely, as follows:

e Inaccordance with PCI DSS (for example, secure authentication
and logging).
e Based on industry standards and/or best practices.

e Incorporate information security throughout the software
development life cycle.

6.3.1 Remove development, test and/or custom application accounts,
user IDs, and passwords before applications become active or are
released to customers.

6.3.2 Review custom code prior to release to production or customers in
order to identify any potential coding vulnerability (using either manual
or automated processes) to include at least the following:

« Code changes are reviewed by individuals other than the originating
code author, and by individuals knowledgeable about code review
techniques and secure coding practices.

« Code reviews ensure code is developed according to secure coding
guidelines.

Mnatdopma Yandex.Cloud oTseyvaet 3a
cobnopeHne TpebosanHuit PCI DSS ana
npoueccos pa3paboTKM KOMMNOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
06/1aCTN OLEHKMU.

KAneHT oTBEYaeT 3a BbINONHEHUNE
TpebosaHuin PCl DSS ans npoueccos
pa3paboTtku ceoero MO.




« Appropriate corrections are implemented prior to release.

« Code review results are reviewed and approved by management prior

to release.

6.4 Follow change control processes and procedures for all changes to
system components. The processes must include the following:

6.4.1 Separate development/test environments from production
environments, and enforce the separation with access controls.

6.4.2 Separation of duties between development/test and production
environments.

6.4.3 Production data (live PANs) are not used for testing or
development.

6.4.4 Removal of test data and accounts from system components
before the system becomes active / goes into production.

6.4.5 Change control procedures must include the following:

6.4.5.1 Documentation of impact.

6.4.5.2 Documented change approval by authorized parties.

6.4.5.3 Functionality testing to verify that the change does not adversely

impact the security of the system.

6.4.5.4 Back-out procedures.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
BbiNnoaHeHune TpebosaHuii PCl DSS ana
npoLeayp KOHTPONA NSMEHEHUM
KOMMNOHEHTOB, 0becneynBaroLLmnX
bYHKLMOHUPOBaHME CEPBMCOB B
061aCTN OLEHKM.

KnueHT oTBEYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B oTHOLLIEHWU
BCEX MU3MEHEHWI B KOMMNOHEHTAX,
pa3BepPHYTbIX Ha Naatdopme
Yandex.Cloud.




6.4.6 Upon completion of a significant change, all relevant PCI DSS
requirements must be implemented on all new or changed systems and
networks, and documentation updated as applicable.

6.5 Address common coding vulnerabilities in software-development
processes as follows:

e Train developers at least annually in up-to-date secure coding
techniques, including how to avoid common coding vulnerabilities.

e Develop applications based on secure coding guidelines.

6.5.1 Injection flaws, particularly SQL injection. Also consider OS
Command Injection, LDAP and XPath injection flaws as well as other
injection flaws.

6.5.2 Buffer overflow.

6.5.3 Insecure cryptographic storage.

6.5.4 Insecure communications.

6.5.5 Improper error handling.

6.5.6 All “high risk” vulnerabilities identified in the vulnerability
identification process (as defined in PCI DSS Requirement 6.1).

6.5.7 Cross-site scripting (XSS).

6.5.8 Improper access control (such as insecure direct object references,
failure to restrict URL access, directory traversal, and failure to restrict
user access to functions).

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHune TpebosaHuit PCI DSS npu
pa3paboTKe KOMMNOHEHTOB,
obecneymBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnueHT oTBEYaeT 3a BbINOAHEHNE
TpebosaHuin PCI DSS ans npoueccos
pa3paboTku ceoero MO.




6.5.9 Cross-site request forgery (CSRF).

6.5.10 Broken authentication and session management.

6.6 For public-facing web applications, address new threats and
vulnerabilities on an ongoing basis and ensure these applications are
protected against known attacks by either of the following methods:

e Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools or
methods, at least annually and after any changes.

e [nstalling an automated technical solution that detects and
prevents web-based attacks (for example, a web-application
firewall) in front of public-facing web applications, to continually
check all traffic.

Mnatdopma Yandex.Cloud oTseyvaeT 3a
cobnopeHne TpebosaHua PCI DSS B
4acTu 3aLnTbl 06LLEeA0CTYNHbIX BE6-
NPUNOXKEHUIM AN KOMNOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnueHT oTBeyvaeT 3a 3awmty
cobcTBEHHbIX 06LEN0CTYMHbIX BEO-
NPUNOXKEHWUIN, Pa3BEPHYTbIX HA
nnatpopme Yandex.Cloud.

6.7 Ensure that security policies and operational procedures for
developing and maintaining secure systems and applications are
documented, in use, and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneymBaeT AN CEPBUCOB B
061aCTM OLEHKM BbINOJIHEHME BCEX
HeobXoAMMbIX LOKYMEHTOB U

npoueayp.

KnueHT oTBeyvaeT 3a BbINOAHEHUNE
HeobxoaMMbIX npoueayp AnA
KOMMOHEeHTOB, 0b6pabaTbiBatoLLINX
AaHHble NNaTeXHbIX KapT.




Requirement 7: Restrict access to cardholder data by business need to know

PCI DSS Requirements

Yandex.Cloud

KnuneHnr

7.1 Limit access to system components and cardholder data to only
those individuals whose job requires such access.

7.1.1 Define access needs for each role, including:

« System components and data resources that each role needs to access
for their job function.

« Level of privilege required (for example, user, administrator, etc.) for
accessing resources.

7.1.2 Restrict access to privileged user IDs to least privileges necessary
to perform job responsibilities.

7.1.3 Assign access based on individual personnel’s job classification and
function.

7.1.4 Require documented approval by authorized parties specifying
required privileges.

7.2 Establish an access control system(s) for systems components that
restricts access based on a user’s need to know, and is set to “deny all”
unless specifically allowed.

This access control system(s) must include the following:

7.2.1 Coverage of all system components.

7.2.2 Assignment of privileges to individuals based on job classification
and function.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTW KOHTPOAA U yNpaBieHnn
AO0CTYNOM /19 KOMMNOHEHTOB,
obecneumBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBEYaeT 3a npouecchl
KOHTPOAA U yNpaBAeHUA AOCTYNOM K
KOMMNOHEeHTaM, pa3BepPHYTbIM Ha
nnatdopme Yandex.Cloud.




7.2.3 Default “deny-all” setting.

7.3 Ensure that security policies and operational procedures for
restricting access to cardholder data are documented, in use, and known
to all affected parties.

Mnatdopma Yandex.Cloud
obecneymBaeT AN CEPBUCOB B
061aCTM OLEHKM BbINOIHEHME BCEX
HeobXoAMMbIX LOKYMEHTOB U

npoueayp.

KnneHT oTBEYaeT 3a BbINONHEHNE
HeobxoaMMmbIx Npoueayp AN
KOMMNOHEeHTOoB, 0b6pabaTbiBatoLLMX
AaHHbIE NAATEXKHbIX KapT.




Requirement 8:ldentify and authenticate access to system components

PCI DSS Requirements

Yandex.Cloud

KnuneHnr

8.1 Define and implement policies and procedures to ensure proper user
identification management for non-consumer users and administrators
on all system components as follows:

8.1.1 Assign all users a unique ID before allowing them to access system
components or cardholder data.

8.1.2 Control addition, deletion, and modification of user IDs,
credentials, and other identifier objects.

8.1.3 Immediately revoke access for any terminated users.

8.1.4 Remove/disable inactive user accounts within 90 days.

8.1.5 Manage IDs used by third parties to access, support, or maintain
system components via remote access as follows:

« Enabled only during the time period needed and disabled when not in
use.

« Monitored when in use.

8.1.6 Limit repeated access attempts by locking out the user ID after not
more than six attempts.

8.1.7 Set the lockout duration to a minimum of 30 minutes or until an
administrator enables the user ID.

8.1.8 If a session has been idle for more than 15 minutes, require the
user to re-authenticate to re-activate the terminal or session.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTW KOHTPOAA U yNpaBieHnn
AO0CTYNOM /19 KOMMNOHEHTOB,
obecneumBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBEYaeT 3a npouecchl
KOHTPOAA U yNpaBAeHUA AOCTYNOM K
KOMMNOHEeHTaM, pa3BepPHYTbIM Ha
nnatdopme Yandex.Cloud.




8.2 In addition to assigning a unique ID, ensure proper user-
authentication management for non-consumer users and administrators
on all system components by employing at least one of the following
methods to authenticate all users:

e Something you know, such as a password or passphrase.

e Something you have, such as a token device or smart card.

e Something you are, such as a biometric.

8.2.1 Using strong cryptography, render all authentication credentials
(such as passwords/phrases) unreadable during transmission and
storage on all system components.

8.2.2 Verify user identity before modifying any authentication
credential—for example, performing password resets, provisioning new
tokens, or generating new keys.

8.2.3 Passwords/passphrases must meet the following:
e Require a minimum length of at least seven characters.
« Contain both numeric and alphabetic characters.

Alternatively, the passwords/passphrases must have complexity and
strength at least equivalent to the parameters specified above.

8.2.4 Change user passwords/passphrases at least once every 90 days.

8.2.5 Do not allow an individual to submit a new password/passphrase
that is the same as any of the last four passwords/passphrases he or she
has used.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTu ayTeHTMOUKALNKU U yNpaBAEHUA
AOCTYNOM /19 KOMMNOHEHTOB,
obecneymBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBevaeT 3a BbINO/IHEHUE
TpeboBaHuit PCI DSS B yactu
MCNO/Ib30BaHNA MEXAaHU3MOB
ayTeHTUPUKaUMM U ynpasBieHunn
[OCTYyNOM A1 KOMMNOHEHTOB,
pa3BepHyTbIX Ha NaaTtdopme
Yandex.Cloud.

[na ueHTpaAn30BaHHOIO ynpaBAeHUsA
YYETHbIMWU AQHHBIMU PEKOMEHAYETCA
ncnonbsosatb SAML-coBmecTMMble
denepaumu yaocTtoBepeHun.




8.2.6 Set passwords/passphrases for first-time use and upon reset to a
unique value for each user, and change immediately after the first use.

8.3 Secure all individual non-console administrative access and all
remote access to the CDE using multi-factor authentication

8.3.1 Incorporate multi-factor authentication for all non-console access
into the CDE for personnel with administrative access.

8.3.2 Incorporate multi-factor authentication for all remote network
access (both user and administrator, and including third party access for
support or maintenance) originating from outside the entity’s network.

Mnatdopma Yandex.Cloud oTseyvaet 3a
cobntopeHne TpebosaHuii PCI DSS B
4acTn MHOrodaKTOPHOWM
ayTeHTUGUKaLMN U yNpaBieHnn
AOCTYNOM /19 KOMMNOHEHTOB,
obecneumnBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINoAHEHUE
TpebosaHuit PCI DSS B yactu
MCMNONb30BaHMA MHOTODaKTOPHOM
ayTeHTUPUKaLMM AN KOMMOHEHTOB,
pa3BepHyTbIX Ha nhaTtdopme
Yandex.Cloud.

8.4 Document and communicate authentication policies and procedures
to all users including:
e Guidance on selecting strong authentication credentials.

e Guidance for how users should protect their authentication
credentials.

e Instructions not to reuse previously used passwords.

e Instructions to change passwords if there is any suspicion the
password could be compromised.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTu ayTeHTMOUKALNKU U yNpaBAEHUA
AOCTYMOM [1/191 KOMMOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
06/1aCTN OLEHKM.

KnueHT oTBEYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B yactu
MCNO/Ib30BaHUA MEXaHM3MOB
ayTeHTUPUKaALMN U yNpaBieHUA
AO0CTYNOM /17 KOMMNOHEHTOB,
pa3BepHyTbIX HA NaaTtdopme
Yandex.Cloud.

8.5 Do not use group, shared, or generic IDs, passwords, or other
authentication methods as follows:
e Generic user IDs are disabled or removed.
e Shared user IDs do not exist for system administration and other
critical functions.
e Shared and generic user IDs are not used to administer any
system components.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTu ayTeHTMOUKALUM U yNpaBAEHUA
AO0CTYNOM /19 KOMMNOHEHTOB,
obecneumBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B yactu
MCNO/Ib30BaHUA MEXaHM3MOB
ayTeHTUPUKALUM M yNpaBAeHuUA
OOCTYNOM 4151 KOMMOHEHTOB,
pa3BepPHYTbIX Ha Naatdopme
Yandex.Cloud.




8.5.1 Additional requirement for service providers only: Service
providers with remote access to customer premises (for example, for
support of POS systems or servers) must use a unique authentication
credential (such as a password/phrase) for each customer.

Mo yMONYaHWUIO COTPYAHUKHN
Yandex.Cloud He nmetoT gocTyna K
pecypcam KnneHToB, pacnonoXeHHbIM
Ha nnaTdopme Yandex.Cloud.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb

NMPUMEHNMO OANA KTINEHTOB, KOTOpble

ABNIAKOTCA NOCTAaBLMKaMU yChyr, B
PamMmKax npenocraBaieHna CBOUX
cepsucos

8.6 Where other authentication mechanisms are used (for example,
physical or logical security tokens, smart cards, certificates, etc.) use of
these mechanisms must be assigned as follows:

e Authentication mechanisms must be assigned to an individual
account and not shared among multiple accounts.

e Physical and/or logical controls must be in place to ensure only
the intended account can use that mechanism to gain access.

Mnatdopma Yandex.Cloud oTseyvaet 3a
cobntopeHne TpebosaHuii PCI DSS B
YyacTu ayTeEHTUDMKALMM N yNPaBAEHUS
AOCTYNOM A/19 KOMMNOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
06/1aCTN OLEHKM.

KnneHT oTBEYaeT 3a BbINONHEHNE
TpebosaHuit PCI DSS B yactu
MCNONb30BaHNA MEXaHM3MOB
ayTeHTUPUKaALMN U yNpaBieHUA
AO0CTYNOM /17 KOMMNOHEHTOB,
pa3BepHyTbIX HA NaaTtdopme
Yandex.Cloud.

8.7 All access to any database containing cardholder data (including
access by applications, administrators, and all other users) is restricted
as follows:

e All user access to, user queries of, and user actions on databases
are through programmatic methods.

e Only database administrators have the ability to directly access
or query databases.

e Application IDs for database applications can only be used by the
applications (and not by individual users or other non-application
processes).

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTu ayTeHTMOUKALNM U yNpaBAEHUA
AOCTYNOM /19 KOMMNOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
06/1aCTN OLEHKMU.

KnneHT oTBEYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B yactu
MCNO/Ib30BaHUA MEXaHM3MOB
ayTeHTUPUKaALUM M ynpaBaeHuUA
A0CTYNOM A7 KOMMNOHEHTOB,
pa3BepHyTbIX HA NaaTtdopme
Yandex.Cloud.

8.8 Ensure that security policies and operational procedures for
identification and authentication are documented, in use, and known to
all affected parties.

Mnatdopma Yandex.Cloud
obecneynBaeT A4Na CEPBUCOB B
061aCcTN OLEHKM BbINOIHEHWNE BCEX

KNneHT oTBeYaeT 3a BbINO/IHEHUE
HeobxoanMbIX Npoueayp ANs
KOMMOHEeHTOoB, 06pabaTbiBatoLLINX
AaHHbIe NNATEXKHbIX KapT.




HEeobXoAMMbIX AOKYMEHTOB U
npoueayp




Requirement 9:Restrict physical access to cardholder data

PCI DSS Requirements

Yandex.Cloud

KnuneHnt

9.1 Use appropriate facility entry controls to limit and monitor physical
access to systems in the cardholder data environment.

9.1.1 Use either video cameras or access control mechanisms (or both)
to monitor individual physical access to sensitive areas. Review collected
data and correlate with other entries. Store for at least three months,
unless otherwise restricted by law.

9.1.2 Implement physical and/or logical controls to restrict access to
publicly accessible network jacks.

9.1.3 Restrict physical access to wireless access points, gateways,
handheld devices, networking/communications hardware, and
telecommunication lines.

Mnatdopma Yandex.Cloud
obecneunBaeT GU3NYECKYIO
6€e30nacHOCTb AaTa-LEeHTPOB, B
KOTOPbIX PACNON0MKEHbI KOMMNOHEHTHI,
obecneuunsatowme
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

TpeboBaHWe HENPUMEHMMO, eC/U
OAHHble He NepefaloTca 3a Npegensl
nnatdopmbl Yandex.Cloud. Ecnam
OAHHble NepenaroTca 3a npegenol
nnatdopmbl, To KnMeHT oTBeYaeT 3a
BbiNnosHeHune TpebosaHuii PCI DSS B
4yacTu ynpaBaeHma puUsnyecknm
AO0CTYNOM AN1a Bcex mecT 06paboTku
OAHHbIX NNATEXHbIX KapT.

9.2 Develop procedures to easily distinguish between onsite personnel
and visitors, to include:

e |dentifying onsite personnel and visitors (for example, assigning
badges).
e Changes to access requirements.

e Revoking or terminating onsite personnel and expired visitor
identification (such as ID badges).

Mnatdopma Yandex.Cloud
obecneunBaeT pM3nNYECKYIO
6e30MacHOCTb AaTa-LEeHTPOB, B
KOTOPbIX PACNON0MKEHbI KOMMNOHEHTHI,
obecneyunBatoumne
bYHKLMOHUPOBaHME CEPBMCOB B
06/1aCTN OLEHKM.

TpeboBaHWe HEMPUMEHUMO, eCN
AaHHble He nepejalTca 3a npeaensl
nnatdopmol Yandex.Cloud. Ecam
AaHHble NepeaatoTca 3a npeaenbl
nnatdopmbl, To KAMeHT oTBeYaeT 3a
BbliNnonHeHMe TpebosaHmin PCI DSS B
YyacTu ynpasieHua GpU3nyecKkum
AOCTYNOM A5 Bcex MmecT 06paboTku
AAHHbIX NNATEXHbIX KapT.




9.3 Control physical access for onsite personnel to sensitive areas as
follows:
e Access must be authorized and based on individual job function.

e Access is revoked immediately upon termination, and all physical
access mechanisms, such as keys, access cards, etc., are returned
or disabled.

Mnatdopma Yandex.Cloud
obecneuynBaeT GU3NYECKYIO
6e30nacHOCTb AaTa-LEeHTPOB, B
KOTOPbIX PACNON0MKEHbI KOMMNOHEHTbI,
obecneuunsatowme
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

TpeboBaHWe HENPUMEHUMO, eC/U
OAHHble He NepefaloTca 3a Npegensl
nnatdopmbl Yandex.Cloud. Ecnam
OaAHHble NepenatoTca 3a npegenol
nnatdopmbl, To KnMeHT oTBeYaeT 3a
BbiNnoaHeHune TpebosaHuii PCl DSS B
4yacTu ynpaBaeHma puUsnyecknm
AO0CTYNOM ANa Bcex mecT 06paboTku
OAHHbIX NNATEXHbIX KapT.

9.4 Implement procedures to identify and authorize visitors.

Procedures should include the following:

9.4.1 Visitors are authorized before entering, and escorted at all times
within, areas where cardholder data is processed or maintained.

9.4.2 Visitors are identified and given a badge or other identification that
expires and that visibly distinguishes the visitors from onsite personnel.

9.4.3 Visitors are asked to surrender the badge or identification before
leaving the facility or at the date of expiration.

9.4.4 A visitor log is used to maintain a physical audit trail of visitor
activity to the facility as well as for computer rooms and data centers
where cardholder data is stored or transmitted.

Document the visitor’s name, the firm represented, and the onsite
personnel authorizing physical access on the log.

Retain this log for a minimum of three months, unless otherwise
restricted by law.

Mnatdopma Yandex.Cloud
obecneunBaeT pM3nNYECKYIO
6e30MacHOCTb AaTa-LEeHTPOB, B
KOTOPbIX PACNONOMKeHbI KOMMNOHEHTbI,
obecneyunBatoumne
bYHKLMOHUPOBaHME CEPBMCOB B
06/1aCTN OLEHKMU.

TpeboBaHWe HENPUMEHUMO, eCNun
AaHHble He nepejalTca 3a npeaensl
nnatdopmol Yandex.Cloud. Ecam
AaHHble NepeaatoTca 3a npeaenbl
nnatpopmeol, TO KnneHT oTBevaeT 3a
BbliNnonHeHWe TpebosaHmn PCI DSS B
4acTu ynpasaeHuA GU3nYecKum
[0CTYyNom AnAa Bcex mect 06paboTkum
AaHHbIX NNATEXHbIX KapT.

9.5 Physically secure all media.




9.5.1 Store media backups in a secure location, preferably an off-site
facility, such as an alternate or back-up site, or a commercial storage
facility. Review the location’s security at least annually.

9.6 Maintain strict control over the internal or external distribution of
any kind of media, including the following:

9.6.1 Classify media so the sensitivity of the data can be determined.

9.6.2 Send the media by secured courier or other delivery method that
can be accurately tracked.

9.6.3 Ensure management approves any and all media that is moved
from a secured area (including when media is distributed to individuals).

Mnatdopma Yandex.Cloud
obecneynBaeT BbINOSHEHME
TpeboBaHuit PCI DSS B yactu
du3mnyeckoi besonacHocTn aaTta-
LEHTPOB N HOCUTENEN MHopMaLUW,
coaepKawmx aaHHble KaneHTos, ans
KOMMNOHEHTOB, 0becneynBaroLLmnX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KAneHT oTBEYaeT 3a 3aLnTy
HoCUTenen gaHHbIX (Hanpumep,
aBTOMaTU3NPOBAHHbIX Ppabounx mecT
(APM) nonb3oBaTeneit, CbeMHbIX
3/IEKTPOHHbIX HOCcUTenel, bymarKHbIX
YyeKoB, bYMarKHbIX OTYETOB U PaKcoB),
€C/IN TaKne NPUMeHAITCA B npoueccax
06paboTKM AaHHbIX NATEXKHbIX KapT.

9.7 Maintain strict control over the storage and accessibility of media.

9.7.1 Properly maintain inventory logs of all media and conduct media
inventories at least annually.

9.8 Destroy media when it is no longer needed for business or legal
reasons as follows:

9.8.1 Shred, incinerate, or pulp hard-copy materials so that cardholder
data cannot be reconstructed. Secure storage containers used for
materials that are to be destroyed.

9.8.2 Render cardholder data on electronic media unrecoverable so that
cardholder data cannot be reconstructed.

Mnatdopma Yandex.Cloud
obecneynBaeT BbINOSHEHME
TpebosaHuit PCI DSS B yactu
dusmnyeckoi besonacHocTn garta-
LEHTPOB U HOCUTeNnen MHGopmaumu,
coaepKalmx gaHHble KnmeHTtos, ana
KOMMOHEHTOB, obecne4YymnBatoLmx
bYHKLMOHUPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnueHT oTBeYaeT 3a KOHTPONb
XPaHEHMUA/YHUUTOXKEHNA U
ynpaBieHne A0CTYNOM K HOCUTENAM
AaHHbIX (Hanpumep, APM
no/sib3oBaTesiei, CbeMHbIM
3N1eKTPOHHbIM HOCUTENAM, BYMaXKHbIM
yekam, BymarkHbIM OT4ETaM U
dbakcam), ecnu TakMe NPUMEHSIOTCA B
npoteccax 06paboTKU AaHHbIX
nAaTeXKHbIX KapT.




9.9 Protect devices that capture payment card data via direct physical
interaction with the card from tampering and substitution.

9.9.1 Maintain an up-to-date list of devices. The list should include the

following:

« Make, model of device.

« Location of device (for example, the address of the site or facility
where the device is located).

« Device serial number or other method of unique identification.

9.9.2 Periodically inspect device surfaces to detect tampering (for
example, addition of card skimmers to devices), or substitution (for
example, by checking the serial number or other device characteristics
to verify it has not been swapped with a fraudulent device).

9.9.3 Provide training for personnel to be aware of attempted tampering

or replacement of devices. Training should include the following:

« Verify the identity of any third-party persons claiming to be repair or
maintenance personnel, prior to granting them access to modify or
troubleshoot devices.

« Do not install, replace, or return devices without verification.

« Be aware of suspicious behavior around devices (for example,
attempts by unknown persons to unplug or open devices).

« Report suspicious behavior and indications of device tampering or
substitution to appropriate personnel (for example, to a manager or
security officer).

TpeboBaHWe HEMNPUMEHUMO.

KnneHT oTBEYaeT 3a 3amTy YCTPOICTB,
CYMTBIBAIOLLMX AAHHbIE C NNATEXHbIX
KapT NyTem nNpsmoro ¢p13nmyeckoro
B3aMMOENCTBMA C KapToOM.

9.10 Ensure that security policies and operational procedures for
restricting physical access to cardholder data are documented, in use,
and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneynBaeT BbINOJIHEHME BCEX
HeobXoAMMbIX JO0KYMEHTOB U

KNneHT oTBeYaeT 3a BbINO/IHEHUE
HeobxoanMbIX Npoueayp ANA
KOMMOHEeHTOoB, 06pabaTbiBatoLLINX
AaHHble NNaTeXHbIX KapT.




npoueayp Ana cepBMcoB B 061acTu
OL,EHKM.




Requirement 10: Track and monitor all access to network resources and cardholder data

PCI DSS Requirements

Yandex.Cloud

KnuneHnt

10.1 Implement audit trails to link all access to system components to
each individual user.

Mnatdopma Yandex.Cloud oTseyvaet 3a
cobntopeHne TpebosaHuii PCI DSS B
4acTu perucTpaunmn coboiTuii ana
KOMMOHEHTOB, obecne4YymnBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
061aCTN OLEHKM.

KnneHT oTBeYaeT 3a BbINONHEHNE
TpeboBaHuit PCI DSS B 4yacTtv BeaeHus
KYPHaANoB perucrpaumm cobbitnii gna
KOMMNOHEHTOB, Pa3BEPHYTbIX HA
nnatpopme Yandex.Cloud.

KnneHT moxeT BUAeTb onepaunm Hag,
pecypcamu B web-KoHconn
Yandex.Cloud.

KnueHT moxkeT 06patuTbeA B CyXOy
NoAAeP*KKU ANA NONyYeHUn
AOMNONHUTENBHON MHPOPMaLUN U3
KYPHaNoB perucTpaumnmn cobbitni
Yandex.Cloud.

10.2 Implement automated audit trails for all system components to
reconstruct the following events:

10.2.1 All individual user accesses to cardholder data.

10.2.2 All actions taken by any individual with root or administrative
privileges.

10.2.3 Access to all audit trails.

10.2.4 Invalid logical access attempts.

10.2.5 Use of and changes to identification and authentication
mechanisms—including but not limited to creation of new accounts and

Mnatdopma Yandex.Cloud oTseyvaeT 3a
cobntopeHne TpebosaHuii PCI DSS B
4acTu permcTpaumm HeobxoaAnMMbIX
TUNOB COObLITUM AN KOMMOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
06/1aCTN OLEHKM.

KnueHT oTBeYaeT 3a BbINoAHEHUE
TpebosaHuit PCI DSS B yactu
perucTpaymMm HeobxoaMMbIX TUNOB
CObbITUI ANA KOMMOHEHTOB,
pa3BepHyTbIX HA NaaTtdopme
Yandex.Cloud, a umeHHo:

® OMnepaunoHHbIX CUCTEM;

e 6a3 AaHHbIX (33 UCKAOYEeHMEM
PAAS-cepBucos: Yandex
Managed Service for
Kubernetes®, PostgreSQL,
ClickHouse, MongoDB,
MySQL®, Redis™, Apache




elevation of privileges—and all changes, additions, or deletions to
accounts with root or administrative privileges.

10.2.6 Initialization, stopping, or pausing of the audit logs.

10.2.7 Creation and deletion of system-level objects

Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);
e npwuknagHoro MO;
® [pYyrMx KOMNOHEHTOB U
CEePBMCOB, BK/IOYEHHbIX
KnneHTom B 061aCTb OLEHKN.

10.3 Record at least the following audit trail entries for all system
components for each event:

10.3.1 User identification

10.3.2 Type of event

10.3.3 Date and time

10.3.4 Success or failure indication

10.3.5 Origination of event

10.3.6 Identity or name of affected data, system component, or resource

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YacTW perucTpaunmn napameTpos
COO6bITUI AN KOMNOHEHTOB,
obecneumBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBevyaeT 3a BbINOJIHEHME
TpeboBaHmnn PClI  DSS B 4actm
perncTpauuMmM napameTpoB cobbITui
AN KOMMOHEHTOB, pPa3BepHYTbIX Ha
nnatdopme Yandex.Cloud:

® OnepauuoHHbIX CUCTEM;

e 0a3 AaHHbIX (32 UCKNOYEHUEM
PAAS-cepBucoB: Yandex
Managed Service for
Kubernetes®, PostgreSQl,
ClickHouse, MongoDB,
MySQL®, Redis™,  Apache
Kafka®, Elasticsearch, Yandex
Data Proc, Yandex Database);

e npwuknagHoro MO;

® apyrux KOMMOHEHTOB n
CepBM1COB, BK/IIOYEHHbIX
KnneHTom B 061aCTb OLEHKN.

10.4 Using time-synchronization technology, synchronize all critical
system clocks and times and ensure that the following is implemented
for acquiring, distributing, and storing time.

10.4.1 Critical systems have the correct and consistent time.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YacTU CUHXPOHU3ALUN BPEMEHUN ANA
KOMMNOHEHTOB, 0b6ecneynBaroLLmnX

KnueHT oTBEYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B yactu
CUHXPOHM3aLLMM BPEMEHU ANA
KOMMOHEHTOB, pa3BepPHYTbIX Ha
nnatdopme Yandex.Cloud. Cm.




10.4.2 Time data is protected.

10.4.3 Time settings are received from industry-accepted time sources.

dYHKUMOHUPOBAHWE CEPBUCOB B
06/1aCTN OLEHKMU.

peKkomeHAaLmMm No HaCTPOMKe
CUHXPOHM3ALUUN BPEMEHMU C
mncnonb3oBaHnem NTP.

10.5 Secure audit trails so they cannot be altered.

10.5.1 Limit viewing of audit trails to those with a job-related need.

10.5.2 Protect audit trail files from unauthorized modifications.

10.5.3 Promptly back up audit trail files to a centralized log server or
media that is difficult to alter.

10.5.4 Write logs for external-facing technologies onto a secure,
centralized, internal log server or media device.

10.5.5 Use file-integrity monitoring or change-detection software on
logs to ensure that existing log data cannot be changed without
generating alerts (although new data being added should not cause an
alert).

Mnatdopma Yandex.Cloud oTseyvaeT 3a
cobnopeHne TpebosaHuit PCI DSS B
YacTM 3aLUUTBI XKYPHAIOB perncTpaumm
CObbITUIA ANA KOMMOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBeYaeT 3a BbINONHEHNE
TpeboBaHuit PCI DSS B YacTh 3awwuTbl
KYPHaNoB perucrpaumm cobbitnii gna
KOMMNOHEHTOB, Pa3BEPHYTbIX HA
nnatpopme Yandex.Cloud.

10.6 Review logs and security events for all system components to
identify anomalies or suspicious activity.

10.6.1 Review the following at least daily:

« All security events

« Logs of all system components that store, process, or transmit CHD
and/or SAD

« Logs of all critical system components

« Logs of all servers and system components that perform security
functions (for example, firewalls, intrusion-detection

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTu NPOBEPKM M aHaNM3a
3aperncTpMpPOBaHHbIX COObLITUIN ANnn
KOMMNOHEHTOB, 0becneynBaroLLmnX
dYHKLMOHNPOBaHME CEPBMUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBEYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B YacTu npoBepKM
W aHaM3a 3aperncTPUpPOBaHHbIX
CO6bITUI AN KOMNOHEHTOB,
pa3BepPHYTbIX Ha Naatdopme
Yandex.Cloud.




systems/intrusion-prevention systems (IDS/IPS), authentication
servers, e-commerce redirection servers, etc.).

10.6.2 Review logs of all other system components periodically based on
the organization’s policies and risk management strategy, as determined

by the organization’s annual risk assessment.

10.6.3 Follow up exceptions and anomalies identified during the review

process.

10.7 Retain audit trail history for at least one year, with a minimum of
three months immediately available for analysis (for example, online,

archived, or restorable from backup).

Mnatdopma Yandex.Cloud oTseyvaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YacTu XpaHeHUs 3apPerncTPUPOBaHHbIX
CObbITUI ANA KOMMOHEHTOB,
obecneuymBatoWwmnx
dYHKUMOHUPOBAHWE CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBeYaeT 3a BbINOJHEHUE
TpeboBaHuit PCI DSS B 4acTu xpaHeHus
3aperncTpMpPOBaHHbIX COObLITUI ANnn
KOMMOHEHTOB, pa3BePHYTbIX Ha
nnatdopme Yandex.Cloud.

10.8 Additional requirement for service providers only: Implement a
process for the timely detection and reporting of failures of critical
security control systems, including but not limited to failure of:

Firewalls

IDS/IPS

FIM

Anti-virus

Physical access controls

Logical access controls

Audit logging mechanisms
Segmentation controls (if used)

Mnatdopma Yandex.Cloud oTseyvaet 3a
cobntopeHne TpebosaHuii PCI DSS B
YyacTu pUKcaLMn 1 BblBNIEHMA OTKA30B
cucTem KoHTpons 6esonacHoCTn ana
KOMMOHEHTOB, obecne4YymnBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
06/1aCTN OLEHKM.

TpeboBaHWMe HENPUMEHUMO.

*TpeboBaHME MOXKET bbITb
NPUMEHMMO ANA KIUEHTOB, KOTOPbIE
ABNAOTCA NOCTaBLINKAMM YCAYT, B
paMKax NpeaocTaBieHmsa CBOUX
cepBuMcoB




10.8.1 Additional requirement for service providers only: Respond to
failures of any critical security controls in a timely manner. Processes for

responding to failures in security controls must include:

Restoring security functions

Identifying and documenting the duration (date and time start to
end) of the security failure

Identifying and documenting cause(s) of failure, including root
cause, and documenting remediation required to address root cause

Identifying and addressing any security issues that arose during the
failure

Performing a risk assessment to determine whether further actions
are required as a result of the security failure

Implementing controls to prevent cause of failure from reoccurring
Resuming monitoring of security controls

10.9 Ensure that security policies and operational procedures for
monitoring all access to network resources and cardholder data are
documented, in use, and known to all affected parties.

Mnatdopma Yandex.Cloud
obecneynBaeT A4Na CEPBUCOB B
06/1aCTN OUEHKU BbINOJHEHME BCEX
HeobXxoAMMbIX LOKYMEHTOB U

npoueayp.

KnueHT oTBeYaert 3a BbINoAHEHUE
HeobxoaMMbIX nNpoueayp AnA
KOMMOHEeHTOB, 0b6pabaTbiBatoLLNX
AaHHble NNaTeXHbIX KapT.




Requirement 11: Regularly test security systems and processes

PCI DSS Requirements

Yandex.Cloud

KnuneHnt

11.1 Implement processes to test for the presence of wireless access
points (802.11), and detect and identify all authorized and unauthorized
wireless access points on a quarterly basis.

11.1.1 Maintain an inventory of authorized wireless access points
including a documented business justification.

11.1.2 Implement incident response procedures in the event
unauthorized wireless access points are detected.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4yacTn obHapyKeHuAa n
NAeHTUPMKaLLMN aBTOPMU30BAHHbIX U
HeaBTOPM30BaHHbIX 6ecnpoBOAHbIX
TOYEK A0CTyna AN KOMNOHEHTOB,
obecneumBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnueHT oTBEYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B yactu
0o6HapyXeHuA U naeHTuPUKaLmm
aBTOPU30BAHHbIX U
HeaBTOPM30BaHHbIX 6ecnpoBOAHbIX
TOYEeK [0CTyNa 4NA CBOEro nepumeTpa
6e3onacHocTy.

11.2 Run internal and external network vulnerability scans at least
quarterly and after any significant change in the network (such as new
system component installations, changes in network topology, firewall
rule modifications, product upgrades).

11.2.1 Perform quarterly internal vulnerability scans. Address
vulnerabilities and perform rescans to verify all “high-risk” vulnerabilities
are resolved in accordance with the entity’s vulnerability ranking (per
Requirement 6.1). Scans must be performed by qualified personnel.

11.2.2 Perform quarterly external vulnerability scans, via an Approved
Scanning Vendor (ASV) approved by the Payment Card Industry Security
Standards Council (PCI SSC). Perform rescans as needed, until passing
scans are achieved.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YacTu PErynapHoOro NpoBegeHnn
BHelWHMX ASV-CKaHMPOBaHUN,
BHYTPEHHMX CKaHUPOBAHUM
6€30nacHOCTH, a TaKXKe yCTPaHeHun
HaNAEeHHbIX yA3BUMOCTEN Ans
KOMMOHEHTOB, obecne4YymnBatoLLmx
bYHKLMOHUPOBaHME CEPBUCOB B
061aCTN OLEHKM.

B 06nacTb exkekBapTaibHbIX BHELIHUX
ASV-CKaHMPOBaHUI BKAKOYEHDI, Cpeau
npoyero, ny6anyHoie APl nnatdpopmbl
Yandex.Cloud.

KnneHT oTBeYaeT 3a BbINOJHEHUE
TpeboBaHuit PCI DSS B yactu
perynapHoro NnpoBeaeHma BHELWHNX
ASV-CKaHMPOBaHUM, BHYTPEHHUX
CKaHWpOBaHM 6@30MacHOCTY, a TaKKe
YCTPaHEHUA HaAEHHbIX YA3BUMOCTEMN
ONA KOMNOHEHTOB, PAa3BEPHYTbIX Ha
nnatpopme Yandex.Cloud.

KnneHT Tak»Ke oTBevaeT 3a
nposeaeHne CKAaHMPOBAHMIN BHELLHMUX
IP-agpecoB. CKaHMPOBAHMA A0NXKHbI
BbIMO/IHATLCA COrNacHO
ony61MKoBaHHOMY AOKYMEHTY
MpaBu/ia NpoBeAEHNA BHELLHNX
CKaHUpPOBaHMI He3onacHOCTH




11.2.3 Perform internal and external scans, and rescans as needed, after
any significant change. Scans must be performed by qualified personnel.

11.3 Implement a methodology for penetration testing that includes at

least the following:

Is based on industry-accepted penetration testing approaches
(for example, NIST SP800-115).

Includes coverage for the entire CDE perimeter and critical
systems.

Includes testing from both inside and outside of the network.

Includes testing to validate any segmentation and scope
reduction controls.

Defines application-layer penetration tests to include, at a
minimum, the vulnerabilities listed in Requirement 6.5.

Defines network-layer penetration tests to include components
that support network functions as well as operating systems.
Includes review and consideration of threats and vulnerabilities
experienced in the last 12 months.

Specifies retention of penetration testing results and remediation
activities results.

11.3.1 Perform external penetration testing at least annually and after
any significant infrastructure or application upgrade or modification
(such as an operating system upgrade, a sub-network added to the
environment, or a web server added to the environment).

11.3.2 Perform internal penetration testing at least annually and after
any significant infrastructure or application upgrade or modification

Mnatdopma Yandex.Cloud oTseyvaet 3a
cobntopeHne TpebosaHuii PCI DSS B
4acTu peryiAapHOro nposeaeHns
BHELIHMX U BHYTPEHHUX TECTUPOBAHUM
Ha NPOHWKHOBEHME, A TaKXKe
YCTPaHeHWUA HalAeHHbIX He0CTaTKOB
ANA KOMNOHEHTOB, obecneynBatoLWwmx
GYHKUMOHUPOBAHWE CEPBUCOB B
06/1aCTN OLEHKMU.

KnueHT oTBeYaeT 3a BbINoAHEHUE
TpebosaHuit PCI DSS B yactu
perynapHoro NpoBeAeHUsA BHELHUX U
BHYTPEHHMX TECTUPOBAHMM Ha
NPOHMKHOBEHME, a TaKKe YCTPAHEHUA
HaWAEeHHbIX HeA0CTAaTKOB ANA
KOMMNOHEHTOB, Pa3BepPHYTbIX HA
nnatdopme Yandex.Cloud.




(such as an operating system upgrade, a sub-network added to the
environment, or a web server added to the environment).

11.3.3 Exploitable vulnerabilities found during penetration testing are
corrected and testing is repeated to verify the corrections.

11.3.4 If segmentation is used to isolate the CDE from other networks,
perform penetration tests at least annually and after any changes to
segmentation controls/methods to verify that the segmentation
methods are operational and effective, and isolate all out-of-scope
systems from systems in the CDE.

11.3.4.1 Additional requirement for service providers only: If
segmentation is used, confirm PCI DSS scope by performing penetration
testing on segmentation controls at least every six months and after any
changes to segmentation controls/methods.

11.4 Use intrusion-detection systems and/or intrusion-prevention
techniques to detect and/or prevent intrusions into the network.
Monitor all traffic at the perimeter of the cardholder data environment
as well as at critical points in the cardholder data environment, and alert
personnel to suspected compromises.

Keep all intrusion-detection and prevention engines, baselines, and
signatures up-to-date.

Mnatdopma Yandex.Cloud oTseyvaet 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acTM UCNO/Ib30BaHMA METOAO0B U
cuctem
obHapyKeHUs/npeaoTBpaLLeHUs
BTOPKEHMUI AN KOMMNOHEHTOB,
obecneuymBatoWwmnx
dYHKUMOHUPOBAHWE CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBeYaeT 3a BbINOJHEHUE
TpeboBaHuit PCI DSS B yactu
MCNO/Ib30BaHUA METOLOB U CUCTEM
obHapyKeHUs/npeaoTBpaLLeHUs
BTOPKEHWUI A1 KOMNOHEHTOB,
pa3BepPHYTbIX Ha Naatdopme
Yandex.Cloud.

11.5 Deploy a change-detection mechanism (for example, file-integrity
monitoring tools) to alert personnel to unauthorized modification
(including changes, additions and deletions) of critical system files,
configuration files, or content files; and configure the software to
perform critical file comparisons at least weekly.

Mnatdopma Yandex.Cloud oTseyvaeT 3a
cobntopeHne TpebosaHuii PCI DSS B
4acTW UCNOJIb30BAHUA MEXAHU3MOB
KOHTPOAs uenocTtHoctn ¢annos ana
KOMMOHEHTOB, obecne4YymnBatoLmx

KnueHT oTBeYaerT 3a BbINoAHEHUNE
TpebosaHuit PCI DSS B yactu
MCNO/Ib30BaHNA MEXaHM3MOB
KOHTPOAS uenoctHoctn ¢annos gna




11.5.1 Implement a process to respond to any alerts generated by the
change-detection solution.

dYHKUMOHUPOBAHWE CEPBUCOB B
06/1aCTN OLEHKMU.

KOMMNOHEHTOB, Pa3BepPHYTbIX HA
nnatdopme Yandex.Cloud.

11.6 Ensure that security policies and operational procedures for
security monitoring and testing are documented, in use, and known to
all affected parties.

Mnatdopma Yandex.Cloud
obecneymBaeT AN CEPBUCOB B
06,1aCcT OLEHKM BbINOIHEHWNE BCEX
HeobXoANMMbBIX L,OKYMEHTOB U

npoueayp.

KAneHT oTBEYaeT 3a BbINONIHEHUNE
HeobxoaMMbIX Npoueayp ANs
KOMMOHEeHTOoB, 06pabaTbiBatoLLINX
AaHHble NNaTeXHbIX KapT.




Requirement 12: Maintain a policy that addresses information security for all personnel

PCI DSS Requirements

Yandex.Cloud

KnuneHnt

12.1 Establish, publish, maintain, and disseminate a security policy.

12.1.1 Review the security policy at least annually and update the policy
when business objectives or the risk environment change.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
BbiNnosHeHMe TpebosaHuii PCl DSS B
yactu pa3paboTku 1 cobnoaeHns
NONTUKM 6E€30MaCHOCTU N APYIUX
npoueayp obecneyeHna Ub ana
KOMMNOHEHTOB, 0becneynBaroLLmnX
OYHKUMOHUPOBAHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBeYaeT 3a BbINOJHEHUE
TpeboBaHuit PCI DSS B yactu
pa3paboTKu K cobaoaeHNA NONANTUKM
6e30nacHOCTU 1 ApYyrux npoLueayp
obecneyenuna Nb ans KOMNOHEHTOB,
pa3BepPHYTbIX Ha Naatdopme
Yandex.Cloud.

12.2 Implement a risk assessment process, that:

e |s performed at least annually and upon significant changes to
the environment (for example, acquisition, merger, relocation,
etc.),

e |dentifies critical assets, threats, and vulnerabilities, and

e Results in a formal, documented analysis of risk.

Mnatdopma Yandex.Cloud oTseyvaet 3a
cobnopeHne TpebosaHuit PCI DSS B
YacTu nNpoueayp OLEHKM PUCKOB ANA
KOMMOHEHTOB, obecne4YymnBatoLLmx
bYHKLMOHUPOBaHME CEPBUCOB B
061aCTN OLEHKM.

KnneHT oTBEYaeT 3a BbINONHEHNE
TpebosaHuit PCI DSS B yactu
npoueayp OLEHKN PUCKOB ANA
KOMMNOHEHTOB, Pa3BEPHYTbIX HA
nnatpopme Yandex.Cloud.

12.3 Develop usage policies for critical technologies and define proper
use of these technologies.

Ensure these usage policies require the following:

12.3.1 Explicit approval by authorized parties.

12.3.2 Authentication for use of the technology.

12.3.3 A list of all such devices and personnel with access.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
4acCTW UCNO/Ib30BAHMA KPUTUYHbIX
TEXHONOMMIM ANA KOMMNOHEHTOB,
obecneumBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnneHT oTBEYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B yactu
NCNO/Ib30BaHUA KPUTUYHbIX
TEXHOJIOTUI AN KOMMNOHEHTOB,
pa3BepPHYTbIX Ha Naatdopme
Yandex.Cloud.




12.3.4 A method to accurately and readily determine owner, contact
information, and purpose (for example, labeling, coding, and/or
inventorying of devices).

12.3.5 Acceptable uses of the technology.

12.3.6 Acceptable network locations for the technologies.

12.3.7 List of company-approved products.

12.3.8 Automatic disconnect of sessions for remote-access technologies
after a specific period of inactivity.

12.3.9 Activation of remote-access technologies for vendors and
business partners only when needed by vendors and business partners,
with immediate deactivation after use.

12.3.10 For personnel accessing cardholder data via remote-access
technologies, prohibit the copying, moving, and storage of cardholder
data onto local hard drives and removable electronic media, unless
explicitly authorized for a defined business need. Where there is an
authorized business need, the usage policies must require the data be
protected in accordance with all applicable PCI DSS Requirements.

12.4 Ensure that the security policy and procedures clearly define
information security responsibilities for all personnel.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YyacTu pacnpegeneHuns oba3aHHOCTeN
N OTBETCTBEHHOCTM NO obecneyeHunto
UBb gna KOMMNOHEHTOB,
obecneumBatoLmX
dYHKLMOHNPOBaHME CEPBUCOB B
06/1aCTN OLEHKMU.

KnueHT oTBEYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B yactu
pacnpegenenua obasaHHocTeN K
OTBETCTBEHHOCTM 3a obecneyeHne Ub
ONA KOMMNOHEHTOB, PAa3BEPHYTbIX Ha
nnatdopme Yandex.Cloud.




12.4.1 Additional requirement for service providers only: Executive
management shall establish responsibility for the protection of
cardholder data and a PCI DSS compliance program to include:

e Overall accountability for maintaining PCI DSS compliance

e Defining a charter for a PCI DSS compliance program and
communication to executive management

Mnatdopma Yandex.Cloud oTBeyaeT 3a
BbIMOJIHEHME NPOrPAMMDbI
cooTBeTcTBUA TpeboBaHnam PCl DSS
A1 KOMNOHEHTOB, 0becneyYnBatoLWmX
OYHKUMOHUPOBAHME CEPBUCOB B
06/1aCTN OLEHKMU.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb
NPUMEHMMO ANA KIUEHTOB, KOTOPbIE
ABNAOTCA NOCTABLLMKAMM YCAYT, B
paMKax NpeaocTaBNeHUA CBOUX
CepBucoB

12.5 Assign to an individual or team the following information security
management responsibilities:

12.5.1 Establish, document, and distribute security policies and
procedures.

12.5.2 Monitor and analyze security alerts and information, and
distribute to appropriate personnel.

12.5.3 Establish, document, and distribute security incident response
and escalation procedures to ensure timely and effective handling of all
situations.

12.5.4 Administer user accounts, including additions, deletions, and
modifications.

12.5.5 Monitor and control all access to data.

Mnatdopma Yandex.Cloud oTseyvaeT 3a
cobnopeHne TpebosaHuii PCI DSS B
YyacTu pacnpegeneHuns obaszaHHOCTeN
M OTBETCTBEHHOCTM NO obecneyeHunto
Nb 4nAa KOMNOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBUCOB B
061aCTN OLEHKM.

KnneHT oTBeYaeT 3a BbINOJHEHNE
TpebosaHuit PCI DSS B yactu
pacnpeaeneHns o6a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecneveHne Nb
ONA KOMNOHEHTOB, PAa3BEPHYTbIX Ha
nnatpopme Yandex.Cloud.

12.6 Implement a formal security awareness program to make all
personnel aware of the cardholder data security policy and procedures.

12.6.1 Educate personnel upon hire and at least annually.

Mnatdopma Yandex.Cloud oTBeyaeT 3a
cobnoaeHne TpebosaHuin PCI DSS B
YyacTn obyyeHma COTPYAHUKOB U
NOBbILLIEHNA UX OCBEAOMNEHHOCTM O

KNneHT oTBeYaeT 3a BbINO/IHEHUE
TpeboBaHuit PCI DSS B yacTn obyyeHus
COTPYAHWKOB U NOBbIWEHMA UX
ocBegO0MNEHHOCTM 0 Be3onacHOCTH




12.6.2 Require personnel to acknowledge at least annually that they
have read and understood the security policy and procedures.

6e30MacHOCTM 419 KOMMNOHEHTOB,
obecneuymBatoWwmnx
dYHKUMOHUPOBAHWE CEPBUCOB B
06/1aCTN OLEHKMU.

AN KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatdopme Yandex.Cloud.

12.7 Screen potential personnel prior to hire to minimize the risk of
attacks from internal sources. (Examples of background checks include
previous employment history, criminal record, credit history, and
reference checks.)

Mnatdopma Yandex.Cloud oTseyvaet 3a
cobntopeHne Tpebosanuii PCI DSS B
4acTu NPOBEPKMU MNOTEHLMANBHbBIX
COTPYAHMKOB A0 UX NpMema Ha paboTy
B CEPBWUCbI, BXOAALLME B 061aCTb
OL,EHKM.

KnneHT oTBeYaeT 3a BbINONHEHNE
TpebosaHumi PCl DSS B 4acTn nposepKu
NOTEeHLMaNbHbIX COTPYAHUKOB A0 UX
npuema Ha paboTy ANA KOMNOHEHTOB,
pa3BepHyTbIX HA NaaTtdopme
Yandex.Cloud.

12.8 Maintain and implement policies and procedures to manage service
providers with whom cardholder data is shared, or that could affect the
security of cardholder data, as follows:

12.8.1 Maintain a list of service providers including a description of the
service provided.

12.8.2 Maintain a written agreement that includes an acknowledgement
that the service providers are responsible for the security of cardholder
data the service providers possess or otherwise store, process or
transmit on behalf of the customer, or to the extent that they could
impact the security of the customer’s CDE.

12.8.3 Ensure there is an established process for engaging service
providers including proper due diligence prior to engagement.

12.8.4 Maintain a program to monitor service providers’ PCI DSS
compliance status at least annually.

Mnatdopma Yandex.Cloud He
nepeaaet AaHHble KaneHTos
CTOPOHHUM KOMMNAHUAM.
Yandex.Cloud oTBeyaet 3a
cobnoaeHne TpebosaHuin PCI DSS B
4yacTu B3aMMOAENCTBUA C CEPBUC-
npoBanaepamm, KOTopble MoryT
NoBANATb Ha 6€30MacHOCTb AAHHbIX
KnneHros.

KnneHT oTBEYaeT 3a BbINOAHEHNE
TpeboBaHuit PCI DSS B yactu
B3aMMOAENCTBUA C CEPBUC-
npoBanaepamm, KOTopble MoryT
NoBAMATb Ha 6@30MaCcHOCTb AAHHbIX
NAaTeXHbIX KapT.




12.8.5 Maintain information about which PCI DSS requirements are
managed by each service provider, and which are managed by the
entity.

12.9 Additional requirement for service providers only: Service
providers acknowledge in writing to customers that they are responsible
for the security of cardholder data the service provider possesses or
otherwise stores, processes, or transmits on behalf of the customer, or
to the extent that they could impact the security of the customer’s
cardholder data environment.

Mnatdopma Yandex.Cloud 3akntouaer
¢ KnneHtamm aorosop, B KOTOPOM
ABHO onpeAeneHa OTBETCTBEHHOCTb 33
6€30MacHOCTb AaHHbIX.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMeE MOXKET bbITb
NPUMEHMMO ANA KIUEHTOB, KOTOPbIE
ABNAOTCA NOCTABLLMKAMM YCAYT, B
paMKax NpeaocTaBNeHUA CBOUX
cepBucos

12.10 Implement an incident response plan. Be prepared to respond
immediately to a system breach.

12.10.1 Create the incident response plan to be implemented in the
event of system breach. Ensure the plan addresses the following, at a
minimum:

« Roles, responsibilities, and communication and contact strategies in
the event of a compromise including notification of the payment
brands, at a minimum.

« Specific incident response procedures.

« Business recovery and continuity procedures.

« Data back-up processes.

« Analysis of legal requirements for reporting compromises.

« Coverage and responses of all critical system components.

Reference or inclusion of incident response procedures from the

payment brands.

12.10.2 Review and test the plan at least annually, including all elements
listed in Requirement 12.10.1.

Mnatdopma Yandex.Cloud oTseyvaeT 3a
cobnopeHne TpebosaHuit PCI DSS B
4acTu pearnpoBaHMA Ha UHUMAEHTbI U
TECTUPOBAHMA NIAHOB pPearnpoBaHuA
Ha UHUMAEHTbI AN KOMMOHEHTOB,
obecneyunBatoLmx
bYHKLMOHUPOBaHME CEPBMCOB B
06/1aCTN OLEHKMU.

KnneHT oTBeYaeT 3a BbINONHEHNE
TpebosaHuit PCI DSS B yactu
pearMpoBaHUA HA MHUMAEHTbI U
TECTMPOBAHUA NIAHOB pearnpoBaHmA
Ha MHUWAEHTbI 417 KOMINOHEHTOB,
pa3BepHyTbIX HA NaaTtdopme
Yandex.Cloud.




12.10.3 Designate specific personnel to be available on a 24/7 basis to
respond to alerts.

12.10.4 Provide appropriate training to staff with security breach
response responsibilities.

12.10.5 Include alerts from security monitoring systems, including but
not limited to intrusion-detection, intrusion-prevention, firewalls, and
file-integrity monitoring systems.

12.10.6 Develop a process to modify and evolve the incident response
plan according to lessons learned and to incorporate industry
developments.




12.11 Additional requirement for service providers only: Perform
reviews at least quarterly to confirm personnel are following security
policies and operational procedures. Reviews must cover the following
processes:

Daily log reviews

Firewall rule-set reviews

Applying configuration standards to new systems
Responding to security alerts

Change management processes

12.11.1 Additional requirement for service providers only: Maintain
documentation of quarterly review process to include:

o Documenting results of the reviews

« Review and sign off of results by personnel assigned responsibility
for the PCI DSS compliance program

Mnatdopma Yandex.Cloud oTBeyaeT 3a
nposegeHne Nnepnoanyeckmx
NPOBEPOK BbINOAHEHWS TPeboBaHNI
PCI DSS anAa KOMNOHEHTOB,
obecneymBatoLmX
OYHKUMOHUPOBAHME CEPBUCOB B
06/1aCTN OLEHKMU.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb
NPUMEHMMO ANA KIUEHTOB, KOTOPbIE
ABNAOTCA NOCTABLLMKAMM YCAYT, B
paMKax NpeaocTaBNeHUA CBOUX
CepBucoB




Appendix Al: Additional PCI DSS Requirements for Shared Hosting Providers

PCI DSS Requirements

Yandex.Cloud

KnuneHnr

A1 Protect each entity’s (that is, merchant, service provider, or other
entity) hosted environment and data, per Al.1 through Al.4:

A hosting provider must fulfill these requirements as well as all other
relevant sections of the PCI DSS.

Al.1 Ensure that each entity only runs processes that have access to that
entity’s cardholder data environment.

A1.2 Restrict each entity’s access and privileges to its own cardholder
data environment only.

A1.3 Ensure logging and audit trails are enabled and unique to each
entity’s cardholder data environment and consistent with PCI DSS
Requirement 10.

Al.4 Enable processes to provide for timely forensic investigation in the
event of a compromise to any hosted merchant or service provider.

Mnatdopma Yandex.Cloud otseyvaet
3a cobnoaeHmne TpebosanHnit PCl DSS
B YacTu:

® NpepnoCTaB/leEHNA MEXAHU3MOB
ynpaBaeHuns JOCTyNnom,
obecneumBaoLWMX U30AALNIO
pa3HbIX KAneHTos;

® pasrpaHUYeHus cpen pasHbix
KnveHToB;

e BeAeHUA N XpaHeHUs
KYPHAN0B perncTpaLmnm
cobbiTnin B APl ans Kaxaoro
KnueHra;

e uvHPopmuposaHma KaneHtos B
cny4vae obHapyKeHuAa n
paccnenoBaHUA MHLMAEHTOB
Ub.

TpeboBaHWe HENPUMEHUMO.

*TpeboBaHMe MOXKET bbITb
NPUMEHUMO AN KIMEHTOB, KOTOPbIE
ABNAOTCA NOCTaBLIMKAMM YCAYT, B
paMKax NpeAoCTaB/eHMA CBOMX
cepBucoB

Appendix A2: Additional PCI DSS Requirements for Entities using SSL/early TLS

PCI DSS Requirements

Yandex.Cloud

KnuneHnr

A2.1 Where POS POI terminals (and the SSL/TLS termination points to
which they connect) use SSL and/or early TLS, the entity must either:

TpeboBaHWe HENPUMEHUMO.

KnneHT oTBEYaET 3a BbINO/IHEHUE
TpeboBaHuit PCI DSS B yactu




e Confirm the devices are not susceptible to any known exploits for
those protocols.
Or:

Have a formal Risk Mitigation and Migration Plan in place.

A2.2 Entities with existing implementations (other than as allowed in
A.2.1) that use SSL and/or early TLS must have a formal Risk Mitigation
and Migration Plan in place.

A2.3 Additional Requirement for Service Providers Only: All service
providers must provide a secure service offering by June 30, 2016.

Mnatdopma Yandex.Cloud He
ncnonbayet POS/POl-TepmuHansl.

ncnonb3oBaHMA 6e30nacHbIX BepCcuia
MCNoNb3yeMbIX NPOTOKO/10B TLS.




