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3aknoyeHue 0 COOTBETCTBUU CUCTEMbI 3aL4UThLI NePCOHaNbHbIX AaHHbIX
Tpeb6oBaHuAM Ne152-d3 «O nepcoHanbHbIX AaHHbIX»

000 «Kapa Cek»

(HaumeHoBaHuWe OpraHnu3aLuK-M3roToOBUTENs, (PaMnnus, UMs, OTHECTBO MHAMBUAYANBHOTO NPEANPUHAMATENS, NPUHABLUKWX AEKNapaUuio O COOTBETCTEUM)
(appec, TenedoH, hakc)

JinueHsuna ®CTIK Ha AeATeNbHOCTL N0 TEXHUYECKON 3aLmMTe KoHuaeHuMansHoW nHgopMaumm
NeJ1024-00107-00/00583151 o1 22 Honbpa 2016

B nuue renepanbHoro ampektopa UBaHoBa AnekcaHapa lOpbeBuua
(damunus, uMs, OTYECTBO PYKOBOANTENS OPraHn3aLun, OT MMEHN KOTOPOM NPUHMMAETCS AeKnapauus)

3a8BNAET, YTO B pesynbTaTe NPOBEAEHHOrO ayauTa CUCTEMb 3aluTbl NepcoHanbHbiXx gaHHbix WUCHOH «Mnatdopma
«Anpekc.Obnako» B 0OTHOWEHMU CepBUCOB, NpPOoNUcaHHbIX B MNpunoxenun 1, pasmeLyeHnbix B LOA:

000 «AHgekey» no agpecy r. MbiTyiin, yn. CunukatHas, 4.19;

000 «Anpekc AL Bnagumup» no agpecy r. Bnagumup, yn Mouckosas (Mkp. 3HepreTvk), 4. 1;
000 «Aupekc All» no agpecy yn. MNyuwikvHa, 0.21, r. Cacogo;

000 «Anpekc ALl Kanyra» no agpecy r. Kanyra, 1-ii ABTomMobunbHbIi npoesa. 4. 8

Ha MOMEHT NPOBEAEHNUSA OLEHKNA COOTBETCTBUS GbinK BbINOMHEHLI BCe HEOBXOAUMbIE Mepbl AN HeUTpanu3auuy akTyanbHbIX
yrpo3 6esonacHoctu MAH. Mo pesynbTataM MoLenvMpoBaHus yrpo3 Bbiny NpUsHaHb! akTyanbHbIMU Yrpo3bl TPETHEro TUNa U
HeaKTyanbHbIMW Yrpo3bl NEPBOrO U BTOPOro TUna.

Tarwke ycraHosneHo cooteetcTeue UCMNAH «Mnardopma «Angekc.O6nako» tpeboBaHUAM:

1. N2152-93 «O nepcoHanbHbIX AAHHbLIX» OT 27 utonsa 2006 r.

2. «TpebGoBaHMA K 3auMTe NepcoHanbHbIX AaHHbIX NpU UX 06paboTke B MHOPMaLIMOHHBIX

CUCTeMaXx nepcoHanbHbIX AaHHbIX», yTBepXaeHHble MocTaHoBneHueM MNpaBuTenscTBa POCCUACKON

®enepanum No 1119 or 01.11.2012 r.

3. «CocTaB M copepxaHue TeXHWYECKUX U OpraHM3aLMoHHLIX Mep no obecneyeHno 6e30nacHoOCTH

MepcoHanbHbIX 4aHHbIX NpY UX 06paboTke B MUH(POPMALMOHHBLIX CUCTEMAX NEPCOHANbLHbIX AAHHbIXY,
_yTBepxXAaeHHbIN Mpukazom GCTIK Ne 21 or 18.02.2013 r.

(O603HaueHUe HOPMATUBHDBIX JOKYMEHTOB, COOTBETCTBNE KOTOPLIM NOATBEPXKAEHO AAHHON Aeknapauuvei ¢ ykasaHUeM NyHKTOB, COpepxalunx TpeboBaHua Ana faHHOH
npoayKkLUm)

B UCNAH «Mnardopma «AHaekc.06nako» obecneuvnsaercs: 1-1 ypoBeHb 3awuweHHocTU MOH

KpaTkoe onucaHwe BCTPOEHHbIX 3aluTHbIX MexaHu3amoB MCIMAH «Mnatdopma «AHpekc.0Obnako» n 3alUTHBIX MeEp,
BbINOSIHEHWE KOTOPbIX MO3BOMUT KNMWEHTaM BbINOMHUTL TpeboBaHus 3akoHogjaTenscrsa P K nepsoMy YpPOBHIO
3aWunLeHHOCTN NepcoHanbHbIX 4aHHbIX, NpuBegeHo B MNpunoxenum 2.

Cxema JeknapnpoBaHns CoOOTBETCTBUSA Ha OCHOBaHUM COGCTBEHHbIX AOKa3aTeNnbLCTB
B 000 «Anaekc.0Obnako» NPUHATLI OpraHM3aLMOHHbIEe U TEXHUYeCcKue Mepbl, obecnevyuBalolme COOTBETCTBUE

nenau «Mnardopma «Anpgekc.0O6nako» Tpe6oBaHnamMm Ne152-d3 «O nepcoHanbHbIX 4aHHbLIX» U €70 NOA3aKOHHbIX
aKToB
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MpunoxeHne 1. Cnucok cepBucoB B o6nacTu ayauta cuctemsl 3awmrtsl ICNAH «Mnatdopma
«flnpekc.O6nako»

Yandex ldentity and Access Management
Yandex Resource Manager

Yandex Compute Cloud

Yandex Virtual Private Cloud

Yandex Network Load Balancer

Yandex Object Storage

Yandex Billing

Yandex API Gateway

Yandex Managed Service for (PostgreSQL, MySQL®, MongoDB, ClickHouse, Redis™, Apache Kafka®,
GreenPlum®, ElasticSearch)

10. Yandex DataProc

11. Yandex Container Registry

12. Yandex Cloud Functions

13. Yandex loT Core

14. Yandex Managed Service for Kubernetes®
15. Yandex Datalens

16. Yandex Database

17. Yandex Marketplace

18. Yandex Message Queue

19. Yandex SpeechKit

20. Yandex Translate

21. Yandex DataSphere

22. Yandex Application Load Balancer

23. Yandex DataTransfer

24. Yandex Cloud Organization

25. Yandex Vision OCR

26. Yandex Audit Trails

(HaumeHoBaHwWe, TUR, MapKa NPOAYKLWM, Ha KOTOPYIO pacnpocTpaHaeTcs gexnapauus, koa OK 005-93 u (unu) TH B3 CHIN)

ORIN D O DW=

reHepanbHbil aupektop OO0 «Kapa Cek», MBaHoB A 1O,

(UHuymansl, pamunus)
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anHO)KeHVIe 2. PazneneHue oTBETCTBEHHOCTH 3a 3aluUTy nepcoHanbHbIX AAHHbLIX

KcTouHuk
TpeboBaHus

CopepxaHue mep no obecneuveHuio
6e30nacHOCTU NepCOHaNbLHbIX
OaHHbIX

HTUPUKaAUUSR U aYTEHTUPUKALURA C)

BcTpoeHHbie 3alUTHbIe
MexaHu3Mbl Mnarcpopmel
«AHpekc.Obnako»

PKTOB AocTyna U )] KTOE

3awmTHbIEe Mepbl,

KOTOpble AONXHbI
BbINOSIHUTb KMUEHTbI
ans nocTuxeHus Y3 - 1

—

nons3oBaTenen)

NAD 1 WpeHTudmkaumsa u ayteHTudunkaums Ha ypoeHe: Ha ypoBHEe KMMEHTCKUX
nonb3oBaTenen, ABAKOLLNXCS BUPTYyanbHbIX MaWuH WU
paboTHUKamu onepaTopa * puameckoro KITUEHTCKMX Docker-

obopyAosaHus KOHTEiHepoB
Mnardopmsl;
e CpPEACTB ynpasneHus
cpeaoi BUpTyanusauuu;
® CepBUCHbIX/CRYXeBHbIX
cepeepoe [lnarcdopmbl u©
NPoYnX BUPTYarnbHbIX
YCTPOWCTB;
e cepsucoB [naTthopMbl.

NAD.2 WpeHTtudmkaums n ayteHtucukaums Ha yposHe dusudeckoro | He npumeHsiercs
YCTPOMWCTB, B TOM YMCIe CTaumoHapHbix, | obopyaosaHus Nnatdopmbl
MOBUIIbHBIX U MOPTaTUBHbIX

HUA®D.3 Ynpasnexnue ngentuchukatopamu, B Tom | Ha yposHe: Ha ypoBHEe KNMEHTCKUX
yucre cosgaHue, NpUcBoeHue, BUPTYanbHbIX MalWuH W
YHUUTOXEHNE UOEHTUUKATOPOB * Qusneckoro KITUEHTCKUX Docker-

obopyanosaHus KOHTEIHE
poB

NAD .4 YnpasneHue cpeactsamm MnaTdopmsl;
ayTeHTudUKaumu, B TOM ynicne
XpaHeHue, Bolfava, MHULManusaLms, ¢ cpeacrts yNpasnenus
BrIOKMpOBaHUE CPEACTB Cpeaow eupTyanusaunm,
ayTeHTMdUKAUKKU U NPUHATHE MED B o CEPBUCHBIX/CIYKEBHBIX
Criyyae yTparbl 1 (1nv) KomnpomeTaumm cepsepos [naTopmbl 1
cpeacTs ayTeHTUdUKaumm NpounX BUPTYaNbHbIX

VAD.5 3aluTa 06paTHOM CBA3W Npy BBOAE yCTpOWCTB,
ayTeHTN(UKALIMOHHOMN NHbopMaLiK cepBucos INnatopMmbi.

NAD.6 NaenTudunkaums u ayteHTUdUKaLms Ha vypoesde pgoctyna k| Ha ypoBHEe KNUEHTCKWX
nonb3oBaTeneu, He ABNSAIOWUXCA cepeucam Mnartdopmbi, | BUPTyanbHbIX MalUH U
paboTHUKamMu onepaTopa (BHELHMX npeaoCTaBNsiEMbIM KIMEHTAM | KITMEHTCKUX Docker-

KOHTENHepoB

B Lo b |

MHOPMALIMOHHOW CUCTEMBI, a TaKkKe
MeXAY MHDOPMALMOHHBIMU CUCTEMAMU

o CepBUCHbIX/CNYXEBHbIX

YnpasneHue (3aBefeHue, akTusaLums, Ha yposHe: Ha ypoBHE KNUEHTCKUX
6noKMpoBaHUE M YHUUTOXEHUE) BAPTYanbHbIX MaluH K
y4eTHBIMYU 3aNUCAMM nonbaosaTeneil, B | ® PUsMECKoro KIMEHTCKUX Docker-
TOM YUCIE BHELHWX Nonb3oBartenei oBopyaosakus KOHTElHepoB
Mnatdopmbl;
yrng.2 Peannsauusa HeobxoauMbiX METOO0B
(AMCKPELMOHHBIN, MaHAaTHBIN, ponieso | ® CPEACTE ynpasneHus
UNU MHOI MEeTop), TUNOB (4TeHMe, cpenon smpTyanusauum,
3anuCb, BbIMOMHEHUE MU MHOW TUN) U o CepBUCHBLIX/CTYXEBHBIX
npaewun pasrpaHuyeHuns goctyna cepeepos [natcopmbl
npo4mnx BUPTYarnbHbIX
YCTPONCTB;
¢ cepsucos [natcdopMbl.
yng.3 YnpaeneHue (thunbrpauus, YnpaeneHue ceTeBbiM | YnpaeneHue CeTeBbIM
MapLUpyTU3aLusl, KOHTPOSIb COEAUHEHWIA, | AOCTYMNOM Ha ypOBHE: LOCTYNnomMm:
OAHOHaNpaeneHHan nepeaaya v KHble
CcROCoBbI yNpaBneHus) e (busnyeckoro ® MeXpy  CermeHTamu
MH(OPMAaLMOHHBIMU NOTOKaMKU MeXAy o6opyaoeanns KITMEHTCKOW
yCTPOUCTBAMM, CerMeHTamMm [Mnatdopms!; BUPTYarnbHOM CETH;

e CETEBOrO
KITUEHTCKON

Joctyna K
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Copepxanune Mep no obecneyeruio

BCTpOEHHbIe 3aLlIMTHbIe

3aluTHbie Mepbi,

WcTouHuk KOTOpbi€ AOMKHbI
Tpe6oBaHus 6e30nacHOCTU NepcoHanbHbIX Mexa;usmm g%aubopmu e i o
OaHHbIX «Anpekc.Obnako» AT AR TR YR o]
ceten Mnarcdopmel; BUPTYanbHOW CeTu U3-3a
ee Npeaernos.
e OrpaHuveHue pocryna
MEXay CerMeHTamu cetei
pasnuyHbIX KNMeHTOB
MnaTdopmsi;
e OrpaluMuyeHue poctyna w3
KMUEHTCKUX ceteit B
CepBUCHyIo/cryxebHyio
ceTb.
ynp.4 Paspenexune nonHomounid (ponen) Ha yposHe: Ha ypOBHE KIWEHTCKUX
nonb3osarenei, agMUHACTPaTOPOB U BUPTYanbHbIX MalLMH W
nuu, obecneunBaoLLmMX * (usndeckoro KNMEHTCKMX Docker-
hyHKLMOHUPOBAHUE HCPOPMALIMOHHOM o6opynosaHus KOHTENHEepoB
cuUCTeMbI MNnarcopmbr;
yna.5 HasHaueHne MUHUMATbHO * cpeacrs YNpaenexus
HeoBXOANMBIX NpaB W NPUBMNErii cpeaow supTyanusauum,
nonb3oBaTensm, agMUHUCTpaTopam u o CEPBUCHBIX/CITYXEBHbIX
nuuam, obecneuyvsaownum cepsepoB  natchopMbl 1
PYHKUMOHUPOBaHME UHPOPMALIMOHHON POUMX BUPTYambHbIX
cucTeMbl yCTPOVCTE;
ynpa.e OrpaHuyerune HeycrneLwHbiX NOMbITOK o cepeucos MnaTgopms..
BXOAa B MH(OPMaLIMOHHYIO CUCTEMY
(aocryna K MHOPMAaLIMOHHOR CUCTEME)
yrna.10 BbrnokupoBaHue ceaHca goctyna B
MHpOPMaLMOHHYIO CUCTEMY NOoCne
YCTaHOBMNEHHOro BpemeHu Gesgencreuns
(HeakTMBHOCTW) NonNb3OBaTENSA UK MO
ero 3anpocy
yng.11 Paspeluexue (3anpeT) aericrsemi
rnonb3oBaTenei, paspelleHHbIX A0
naeHTUMKaLMKN 1 ayTeHTUdUKaLum
yng.13 Peanusauus sawuwienHoro yaaneHHoro | Ha ypoeHe goctyna: Ha yposHe yaaneHHoro
poctyna cybbekToB aocTyna k obbekram . [OCTYNa K KINUEeHTCKUM
[I0CTYNa Yepes BHeLLHWe ¢ NONb3oBATENEU K CEPBUCAM | pynryanpHLIM cepeepam 1
MHCOPMALIMOHHO- Mnatchopmbl; knueHTckum Docker-
TENEeKOMMYHUKALNOHHbIE CETH e 8MUHUCTPATUBHOTO KOHTeHepam
goctyna Kk (usmyeckum u
BUPTYarbHbIM
cepBUCHBIM/CIYXEeBHbIM
CUCTEMHBIM KOMMOHEHTaM.
yng.14 PernameHTaums n KOHTPONb He npumeHseTca He npumeHsieTcs
MCNONb30BaKUs B NHEpOPMaLIMOHHON
cucteMe TexHonoruii 6ecnposoaHoro
poctyna
yna.1s PernameHTauus 1 KOHTPOnb He npumenseTcs He npumeHseTcs
MCMONb30BaHMS B MH(POPMALIMOHHOW
cnucteMe MOBUIbHBIX TEXHUYECKNX
cpeacTts
yno.16 YnpaeneHue B3aumMo4eACTBUEM C Ha yposHe lMpu opraHusauumn Takoro
MHPOPMaLIMOHHbIMY CUCTEMaMU cepBUCHbIX/CnyxebHbIX B3aUMOAENCTBUA C
CTOPOHHKX OpraHv3auui (BHeLHWe CUCTEMHBIX KOMMOHEHTOB. KNUEHTCKUMMN
MHGOPMAaLUOHHbBIE CUCTEMBI) BUPTYanbHbIMKA MalUMHaMU
n knueHTckummn Docker-
KOHTEHepami
ynai7 ObecneveHne OBEPEHHON 3arpy3ku Ha yposHe He npumeHseTca
CpPeACTB BbIUMCIATENBHON TEXHUKN cepBUCHBIX/CryXeBHbIX
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UcTouHuK
TpeboBaHus

CopepxaHue Mep no obecneyeHuto
6e30nacHOCTM NepCOHANbHbIX
AAHHbIX

BcTpoeHHbie 3aWUTHbIe
MexaHuamesl MnaTtdopmbl
«AHpekc.Obnako»

3awmrHbie Mepbl,

KOTOpbie AOMKHbI
BbINOSIHUTb KITUEHTbI
ANA QocTUXeHUa Y3 - 1

YnpaBneHue yCTaHOBKOM
(MHCTannAumMen) KOMMOHEHTOB
nporpammHoro obecneyeHus, B Tom
yucne onpeaeneHne KOMNOHEHTOB,
noAnexaiumux yctaHoBKe, HaCTponKa
napameTpoB YCTaHOBKU KOMMOHEHTOB,
KOHTPOIb 32 YCTaHOBKON KOMMOHEHTOB
nporpamMmMHoro obecneveHus

CUCTEMHbIX KOMNOHEHTOB

Ha yposHe:

¢ ¢husndeckoro
obopynoBaHusi
Mnathopmbl;

¢ CepBUCHbIX/CYXebHbIX
cepeepoB [naTchopmbl

Ha ypoBHe KNneHTCKux
BUPTYanbHbIX MALLUKH U
knueHTckmx Docker-
KOHTeHepoB

npounx BUPTYanbHbIX
YCTPOMWCTB.
onc.3 YcTaHoBKa (MHCTannsauWs) TonbKo Ha yposHe: Ha ypoBHe knmeHTckux
pa3peLeHHOoro K MCnoNb30BaHNKD BUPTYanbHbIX MaLvH U
NPOrpaMMHOro obecriedenus u (unu) ero | ® Pusudeckoro knueHTckux Docker-
KOMMOHEHTOB oBopyAosaHus KOHTeitHepoB
MnaTcopmsl;

® CEpPBUCHbLIX/CNYKEBHbIX
cepeepoB [Mnardopmbl U
npounx
YCTPOWCTB.

BUPTYanbHbIX

CTOPOHHWE OpraHn3auuu 4ns peMoHTa
WNW yTUNU3aumn, a Takke KOHTPOrnb
YHUUTOXEHUS (CTUpaHusa) nnm
obeannunBaHus

Onpegnenenue cobbiTuii GesonacHocTy,
noanexaluux perucrpauum, u CpokoB KX
XpaHeHus

PCB.2

Onpepenexune cocTasa u cofepxaHusi
mHdopMaummn o coBbITUAX
6esonacHOCTU, NoanexaLmx
perucTpauun

PCB.3

C6op, 3anucb U xpaHeHne UHopMaLmm
0 cobbiTuax 6e3onacHoOCTH B TeueHne
YCTaHOBNEHHOrO BPEMEHN XpaHEeHUS!

PCB.5

MoHUTOPUHr (NPOCMOTP, aHanua)
pesynbTaToB peructpauuv cobbiTuin
6e3onacHOCTV U pearMpoBaHne Ha HUX

3awwmra rHdopmaLuv o cobbiTuax
GesonacHocTu

3HW.A YyeT MalLnHHbIX HocuTenein Ha  ypoeHe  cusuuyeckux | He npumeHumo
nepcoHanbHbIX AaHHbIX HocuTenem nHOpMaLmK,
NPUMEHsEMbIX B  pamkax
Mnatdopmbl.
3HWN.2 YnpasneHue A0CTYNOM K MaLUUHHbIM Ha ypoBHe ¢husnueckux He npumeHumo
HOCUTENSAM NEPCOHarNbHbIX AaHHbIX HocuTenen nHgopmMaLmu,
MpPUMEHAEMbIX B pamkax
MnatcopMbl.
3HU.8 YHUYTOXEHNE (CTMPaHKe) Unm Ha  ypoBHe  cusuuyeckux | He npumeHumo
obesnnunBaHue NepcoHanbHbIX AaHHLIX | HOCUTENEN nHpopmauuu,
Ha MaLMHHbIX HOCUTENAX NPKU KUX NPUMEHsEeMbIX B  paMkax
nepefaye Mexay nonb3oeaTensmu, B Mnarchopmel.

Ha ypoBHe:

® CEePBUCHbBIX/CYXEBHBIX
CUCTEMHBIX KOMMOHEHTOB;

e cepsucoB [Inatdopmbl, B
TOM  YWACNE  KIUEHTCKUX
DEeUCTBUA no
MCMoNb30BaHMIO CEPBUCOB.

Ha YPOBHE KNNEeHTCKUX

BMPTyanbHbIX CEpBEPOB U
Docker-koHTeliHepoB, a
TaKKe UCMonNb3yemoro Ha
HWUX NPOrpammHoOro
obecneyeHus n cpeacTs
3aLUThbl MHOpMaLMK.
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CopepxaHue Mep no obecneyeHunio

BcrpoeHHble 3awmrtHbie

3awmTHbIe Mepbi,

BPEAOHOCHbIX KOMNBIOTEPHbIX NPOrpamMm
(supycos)

O6rapyxeHue BTOPKEHWIA

COB.2

O6HoeneHue a3kl pelwaloLmx npasmn

BuisBnexue, aHanus yassuMocTen
MHOPMALIMOHHOW CUCTEMBI U
onepaTtvBHOE YCTpaHeHWe BHOBb
BbISIBNEHHbIX YA3BUMOCTEN

AH3.2

KoHTponb ycTaHoBKu 0GHOBMNEHWI
nporpammHoro obecneyeHus, Bkodas
obHoeneHne nporpamMmmMHoro
obecnedeHns cpeACcTB 3aluUTbl
nHdopmauum

AH3.3

KonTponb pabotocnocobHocTy,
napameTpoB HaCTPOMKM U NPaBUNbHOCTH
YHKLMOHMPOBAHUSA NPOrpamMmMHOro
obecneyeHns u cpeacTB 3aLmUTbI
UHOopMaLmn

AH3.4

KOHTpOrb cocTaBa TEXHUUECKUX
CpeAcTs, nporpammHoro obecrneyeHus n
CPeACTB 3aLnTbl UHOPMALMM

AH3.5

o1

KoHTpone npaeun reHepauum 1 CMeHbl
naponewn nonb3osareneu, 3aBefeHusA U
yAaneHus y4eTHbix 3anucei
nonb3oBaTenewn, peanusauumn npasun
pasrpaHuyeHmns 4oCTyna, NOMHOMOYUIA
nonb3oBaresfien B MHpOPMaLMOHHON
cucreme

KOHTpOnb LeNoCTHOCTYU NPOrpaMMHOro
obecneyeHus, Bko4Yasa nporpamMmmMHoe
obecneveHve cpeacTs 3aLmnThbI
WHhopmaLmu

UcTouHuk KOTOpbl€ AOMKHbI
ONacHOCT COHanb
TpeboBaHUA ETE °;a':l:§s( ANSHEX Mex:;:;:‘:; g’éfad:gf”b' BbINOMHWTH KIMEHTbI
2 ans gocTuxkenusa ¥3 - 1
ABS3.1 Peanusauus aHTUBMPYCHOI 3alLuTbl He npumeHumMo, NOTOMY 4TO Ha ypoBHe KNMeHTCKUX
3aLUMLLEHHbIN CErMeHT BMPTYanbHbIX MaLWMUH WU
AB3.2 O6HoeneHue 6asbl JaHHbIX NPU3HAKOB Hm pTY

COAEPXKUT TONBKO CepBEpbI.
OnepauunoHHas cuctema,
ucnonb3yemas Ha cepeepax,
NpakTU4YecKy He NoaBepXeHa
BMPYCHOMY 3apaxeHuio. Ha
cepBsepax HET NPAMOro
pocrtyna B IHTepHeT u
ncnonbsyetca HIDS.

Ha yposHe:

o chusmyeckoro
obopyaosaHus
Mnatdpopmet;

e cepBUCHbIX/CNyXebHbIX
cepeepoB [Mnatcopmbl u
npo4mnx
YCTPOWCTB.

Ha ypoBsHe
cepBUCHBIX/CNyXebHbIX
BUPTYanbHbIX 1 (OU3UHECKUX
CUCTEMHBIX KOMIMOHEHTOB

Ha yposHe:

¢ (hU3NYECKOTO
obopynosaHusa
MnaTdopmet;

o cepBUCHbIX/CNyXebHbIX

cepeepoB [Inatcdopmel ©
BUPTYarnbHbIX

npo4nx
YyCTPOMACTB.

BUPTYanbHbIX

KITMEHTCKUX Docker-

KOHTEWHepoB

Ha ypoBHE KIWEHTCKUX
CEerMeHTOB CeTU

Ha ypoBHe KnueHTCkux
BUPTYarbHbIX MaLLWH U
knueHTckux Docker-
KOHTEWHEepoB

Ha ypoBHe KnueHTCkux
BUPTYanbHbIX MaLLUH U
KnueHTckux Docker-
KOHTERHEPOB

oun4

O6HapyxeHue 1 pearmposaHune Ha
nocTynneHne B MHOPMaUMOHHYHO

He npumeHuMo, Tak kak B
cocrtas Nnatdopmbl He

Ha ypoBHe knuneHTckux
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CopnepxaHue Mep no obecnevyeHuto

BcTpoeHHbie 3aluUTHbIe

3auutHble Mepbl,

BOCCTaHOBMEHUS NePCOHaNbHbIX AaHHbIX
C pe3epBHbIX MalUWHHbLIX HOCMTEnen
NnepcoHanbHbIX A2HHbIX {pe3epBHbIX
KOMUI) B TEYEHWUE YCTAHOBMEHHOTO
BPEMEHHOro uHTepBana

nnaTchopMEHHOM XparuUnuLLe.

T::gg;:::a 6e30nacHOCTH NepCoHaNbHbIX MexaHu3MbI Mnatcopmel B:z:;‘x::xzrﬂbl
OaHHbIX «AHpekc.Obnako»
ANs gocTuxeHua Y3 - 1
CMUCTEMY Hes3anpallMBasMblX BXOAMT ChyHKLIMOHAN No NOYTOBLIX CEPBEPOB
3NEeKTPOHHbIX coobllenuit (nucem, 0BMeHy 3neKTPOHHOW NoYTON
[OKYMEHTOB) U MHOW MHGOPMAaLUK, He
OTHOCSILLMXCS K (PYHKLIMOHUPOBAHMIO
MHPOPMALMOHHOW CUCTEMBI (3aLUKMTa OT
cnama)
oar.3 KoHTtponb 6esoTkasHoro Ha yposHe: Ha yposHe UCMNAOH
DYHKLUMOHUPOBAHMS TEXHUUECKNX KNUeHTa pesepBHoe
cpeacTs, o6HapyKeHue 1 nokanuaauus | © Pysudeckoro KONMpOBaHue
OTKa30B (PYHKLIMOHMPOBAHWS, NPUHSATHE obopyaosaHus BOCCTaHOB/IEHUE
MEp MO BOCCTAHOBMEHMIO OTKA3ABLLNX MnaTcopmbi; NEPCOHaNLHBIX AaHHbIX
CPeacTs W X TECTUPOBaHME o CEPBCHBIX/CRYXKEBHBIX OCyLIECTBRSIETCA
OAOT.4 Mepuoamnyeckoe pesepsHoe cepsepos [natgopmer u | KIMEHTOM.
KONMPOBaHME NepCOHanbHbIX GaHHbIX HA npoumx BUPTYanbHbIX | Ha yposHe KNMEHTCKUX
pe3epBHbIE MaLLMHHBLIE HOCUTENU ycTponcra. BUPTYanbHbIX MaLLUH U
nepcoHanbHbIX AaHHbIX BbINOSTHAETCS koHTeitHepos Docker
OAOT.5 OBecneyeHne BO3MOXHOCTH aBTOMaTM3NpoBaHHan pesepsHoe konvposanue
pennuKkaLmMs  AaHHbix B | BAHHBIX OCyLIeCTBAsIETCR

KITMEHTOM C NOMOLLbIO
nnaTopMeHHbIX
WNHCTPYMEHTOB.

8HTMBMPYCHOMW 3aLUMTOW B BUPTYarnbHOMN

3awniaeMoM KOHTYpe

3CB.1 WaoeHTudukaums n ayteHTucukaums Ha yposHe: He npumeHumo
cybbekToB AocTyna u 06bLEKToB fOCTyna
B BUpTyaribHoM uHcbpacTpykType, B Tom | ® CPEACTB yNpasnexns
YnCcne agMUHMCTPATOPOB YNpaBNEHUs Cpeaov BUpTyanusaumm,
CpeAcTeamu BUpTyanusaumm ® CEPBUCHBIX/CYXEBHDIX
3CB.2 YnpasneHue 4OCTyNoM cy6LekToB cepeepos  fnatopmbl ¥ Moo vooene v anenTcrix
AocTyna Kk obbekram aocTyna B MPOuMX  BUPTYAMbHBIX | pynTyansHbix MaLLUH 1
BNPTYanbHOM MHPACTPYKType, B TOM YyCTpoucTe, knneHTckmx Docker-
yucne BHYTPU BUPTYasbHbIX MalUnH o cepaucos Mnatgopmsi. KOHTEHHEepOoB
3CB.3 Peructpauus cobeiTuit 6esonacHocTu B
BMPTYanbHOW UH(pPacTpykType
3CB.6 YnpaeneHue nepemMeLleHem Ha yposHe: PeanusosaHo Ha ypoeHe
BUPTYanbHbIX MALWWH (KOHTEAHEPOB) U apxuTtekTypbl [Tnatdopmbl
oBpabaTbiBaeMbIX Ha HUX AAHHBIX ¢ cpeacte ynpasrneHus
cpenoi BUpTyanusauuu;
e CepBUCHBIX/CNYXeBHbIX
cepeepos [natcopmbl  ©
npounx BUPTYanbHbIX
YCTPOUCTEB.
3CB.7 KoHTponb LenocTtHoCcTH BUpTyansHOM Ha yposHe: Ha ypoBHe knueHTCkux
UHAPaCTPYKTYpbl U ee KOHGUrypaLui BUPTYanbHbIX MALLMH W
° CepBMCHbIX/C':_JI1y)K86HbIX KnueHTckux Docker-
cepeepos [lnatchopmbl #n KOHTEHEpOB
npouux BUPTYyanbHbIX
YCTPOUCTB.
3CB.8 PesepBHoe konupoBaHune faHHbIX, Ha yposHe: Ha ypoBHe KnueHTCKux
pesepevpoBaHUe TEXHUYECKUX CPEACTB, ; 6 BUPTYanbHbIX MaLLUWH U
nporpammHoro obecneyeHust ¢ CepBUCHbIX "3_’|1y”<e HbIX knuenTcknx Docker-
BUPTYanbHOMN MHPACTPYKTYpbI, @ Takke cepeepos  [natopMel 1 | o reinepos
KaHarnoB CBS3W BHYTPW BUPTYarbHO npoHmx BUPTyanbHbIX
VHEPPACTPYKTYPHI YCTPOHCTB.
3CB.9 Peanusauus u ynpaesnexue He npumeHumo, Tak Kak B Ha yposHe knueHTckux

BUPTYaNbHbIX MALUMH W
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CopepxaHue mep nNo o6ecneyeHunIo

BcrpoeHHble 3aWUTHbIE

3alWuTHbIe Mepbl,

WHpPaCTPYKTYPbI HA CErMEHTbI
(cermeHTUpPOBaHUE BUPTYanbHOM
MHPacCTpyKTYphl) Ans o6paboTku
NepcoHanbHbIX AaHHbIX OTAEMNbHbIM
nonb3oBaTenemM 1 (Unu) rpynnowu
nons3osarenemn

KoHTponb u ynpaenenue dusnyeckum
OOCTYNOM K TEXHUYECKUM CPEACTBEM,
CpeAacTBaMm 3awmnTbl MHpopmauuu,
cpeacTBam obecneveHun
(hYHKLIMOHUPOBAHKUA, a TaKkKe B
NOMELLEHUA U COOPYIKEHUS, B KOTOPbIX
OHU YCTaHOBIEHb!, UCKNOYaloLWMe
HECaHKUMOHNPOBaHHbIA PU3NYECKUIn
AocTyn k cpeacTeam o6paboTkn
nHdopMaLum, cpeacTBam 3alluThl
nHdopmauumn 1 cpeacTeam
obecneyeHus (PyHKUMOHUPOBAHMSA
MH(OPMaALMOHHON CUCTEMbI, B
MOMELLEHUS Y COOPYIKEHMS, B KOTOPbIX
OHM YCTaHOBIEHbI

Ha ypoeHe obecneuerus

ST 6e30NacHOCTU NepCoHaNbHLIX MexaHusmbl lMniardopmbl KOTOREIS, AOTIMMHD]
TpeboBaHusA - e OB AR o BbINONHWUTH KITUEHTbE
: ana poctuxeHusa Y3 - 1
uHdpacTpykType pacnonoXeHol knueHTckux Docker-
UCKNIOYUTENBHO CEpBEPHbIE KOHTEWHEpOB
MoLHocTy, ucnone3sylotes OC
NpaKTUYECKN He
NoABEpKEHHbIE BUPYCHOMY
3apaxeHuio, OTCYTCTByeT
NPAMOA JOCTYN B MHTEPHET, a
TaKKe Ha xocTax
npumensietcs HIDS.
3CB.10 Pa3buenune BupTyansHoM YnpaeneHve ceTtesBbiM | Ha ypoBHE cermeHTOB

[OCTYNOM Ha YPOBHE:

e CepBUCHbIX/CNyXebHbIX
ceten [natdhopmel;

e OorpaHu4eHue AoCTyna

MeXay CermMeHTamu ceTed
pasnuuYHbIX
Mnatcopmbi.

KINMMeHTOB

chusuyeckor GesonacHocTu

uon

He npumeHumo

ceTu KfiineHTa

(so3gencTBUIA OKpyXaloLLLEl cpeabl,
HecTabunbHOCTU 3NeKTpoCcHabXeHus,
KOHAMUMOHNPOBAHUS WU UHBIX BHELLHUX
cakTopoB)

 3awmrta nHdopmau X

3TC.4 PasmelieHue yCTpOACTB BbIBOAA He npumensietcs 8 LU0 ana He npumeHumo
(oToBpaxkeHus) uichopmaumn, oTobpaxeHus MOH
uckriovarowee ee
HeCaHKLMOHUPOBaHHbIA NPOCMOT

3TC.5 3awmTa OT BHELLHUX BO34ENCTBUM Ha yposre LIO He npumeHumo

AaHHbIX OT pacKkpbITUs, MoAUUKALIMK K

3UC.1 Paspenenuve B chbopmauMOHHo Ha yposHe: Ha ypoBHe KnneHTckux
cucteme hyHKUWIA NO ynpaBneHuo BMPTYarnbHbIX MALUMH U
(aBMMHMCTPUPOBaHWIO) ° cbﬁwauqecmro knuerTckux Docker-
MHE(OPMALIMOHHON CUCTEMOIA, % OPyAOBaHMA KOHTEliHepoB
YNpaeneHnio (aAMUHNCTPUPOBAHUIO) naTpopmsl;
CMCTEeMOl 3aLLUTLI NePCOHAaNbHbIX o cpeacTs ynpasneHus
AaHHblx, yHKumii no obpaboTke Cpenoii BUpPTyanmMaaLmu;
nepcoHarnbHbiX AaHHbIX U UHbIX YHKLUA
MHOPMALIMOHHON CUCTEMb! s cepBUCHbIX/CnyxebHbix
cepeepoB [Inatchopmbl 1
NpouYmx BUPTYarbHbIX
YCTPOMCTB;
o cepeucor Mnatcopmebl.
3UC.3 Ob6ecneyeHve 3awuTbi NnepcoHanbHbIX Ha ypoBHe kaHanos: Ha ypoBHe kaHanos cBs3u,

YCTAHOBMEHHLIM KNTUMEHTOM
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CogepxaHue Mep no obecrneveHuo

BcrpoeHHble 3alUTHbIe

3awuTHbIe Mepbi,

NPUMEHSEMbIX B MHOPMaLUOHHOM
cucreme

BbiABNeHne NHLUAEHTOB 1

Anpekc.Obnako unu ero

McTolHuK 6e30NacHOCTH NepCcoHanbHbIX MexaHu3Mbl [nardopmMbl LIS D E L
TpeboBaHus i e e O b aaias BbINOMHUTbL KITUEHTbI
: Ans goctumkeHus Y3 - 1
HaBA3bLIBaHWA (BBOAA NOXHOMN e Mcronb3yemblx ANa 4OCTyna | ANA JocTyna K ero
uHchopmauun) Npu ee nepepave a4MUHUCTPaTOpPOB K | BUPTyanbHbIM MaLLUMHEM ©
(noaroToske K nepedaye) No KaHanam CUCTEMHBLIM  KOMNoHeHTam | Docker-koHTeliHepam.
CBA3M1, UMEIOLLIMM BbIXOpA, 3a Npeaerbl Mnatdopmbl;
KOHTPONMPYEMOW 30HbI, B TOM YnCe
BecnpoBoaHLEIM kaHanam cesiau ¢ ucnonb3yemeix Ans Aoctyna
nonb3osarenei [
aaMUHUCTPaTOPOB K
KOHCOSN ynpaenexHus
cpenoy BUpTYanuaauuu;
» mexay Lo/,
3UC.11 Obecneyenne NogNUHHOCTU CETEBLIX Ha ypoBHe kaHarnog: Ha ypoBHe cermeHToB
coeAuHeHWn (ceaHcos ceTu KnuneHTa
B3aUMOAEIiCTBMS), B TOM YuChe ANs ¢ ucnorb3syembix Ans goctyna
3aLMUTEI OT NOAMEHb! CETEBbIX 8AMWUHNCTPATOPOB K
YCTPOWCTB M CEpBMCOB CUCTEMHbIM  KOMMNOHEHTaM
MnaTtdopmbl;
® UCMONb3yeMbIX ANa AocTyna
none3osarenemn "
aAMWUHUCTPATOPOB K
KOHCONU ynpasneHvs
cpenoi BupTyanusauuu;
o mexay LIOJ.
3UC.15 3aliuTa apxuBHbIX hainos, Ha ypoeHe: Ha ypoBHe KNUEHTCKMX
napameTpoB HacTPOWKW CpeacTB BUPTYanbHbIX MaLIVH 1
3alMTel MHOPMALIMM 1 NporpammHore | © Pusnyeckoro knueHTckux Docker-
obecneyeHns 1 UHbIX AaHHbIX, HE oBopynosanms KOHTeWHepoB
NoANEXALUMX NSMEHEHHUIO B NPoLIEcce Mnarcopmbl;
06paboTku NepcoHanbHbIX AaHHbIX o CEepBUCHBIX/CIYKEBHBIX
cepsepoB [InaTtcopmbl  u©
npoumx BUPTYanbHbIX
YyCTPONCTB.
3nc.17 Paszbunenne nHdopmaumroHHoi cuctembl | Ha ypoeHe Ha yposHe cermeHTOB
Ha CerMeHTbl (CerMeHTUPOBaHue cepBUCHbIX/CryXeBHbIX BUPTYanbHO#M ceTu
WHPOPMaLMOHHOA CUCTEMBI) 1 CErMeHTOB CeTHM. KnWeHTa
obecneueHne 3alWnUTLI NEPUMETPOB '
CEerMeHToB UH(POPMALIMOHHOW CUCTEMBI
31C.20 3awura 6ecnpoBogHbIX COSANHEHUH, He npumeHumo He npumeHumo

MHLL.1 OnpeaeneHne nNuu, OTBETCTBEHHbIX 3a W3 uncna paboTHKKoB W3 uncne paboTHukoB

KNUEHTCKON opraHusauuu

cpefoi BUpTyanusauuu;

e CepBUCHbIX/CyXebHbIX
cepBepoB [lnaTtdopmbl
npoymx BUPTYarbHbIX
YCTPOWCTB;

e cepsucos [nartdopmbl.

pearMpoBaHue Ha HUX noApSAYUKOB unu ee NoApPAA4UKOB
nHU.2 O6HapyxeHrue, UaeHTUDMUKaLMUA 1 Ha yposHe: Ha ypoBHe knueHTCcKux
peructpauus MHUMOEHTOB BUPTYanbHbIX MaLUWH K1
* cpusudeckoro knuenTckux Docker-
oBopyAoBaHms KOHTeHepoR
Mnatdhopmbl;
® cpencTs ynpasneHus
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CopaepxaHue Mmep no obecneveHuo

BerpoeHHbie 3aumTHbIE

3aWuTHbIE Mepbl,

& KOH(PUryp

npenoTepalleHUIo NOBTOPHOro
BO3HUKHOBEHUSA UHLMOEHTOB

Huel MH( _E. Vn_il ALUNOHHOUN CHI

Onpepgenenune nuy, KOTOPLIM
paspelleHbl JeACTBUA N0 BHECEHUIO
U3MEHEeHMIA B KOHUrypaumio

HUcTouHuk KOTOpbIle OOMKHbI
Tpe6oBanus 6e30nacHOCTH NePCOHaANbLHbIX Mexa;usmu l('l)%arqnopmu R g ———
AaHHbIX «Anpekc.Obnako» ANS QOCTHKEHNA Y3 - 1
MHU.3 CeoespemeHHoe UHopMUpoBaHue nuu, | U3 umcna paBoTHWUKOB W3 uucne pabotHukos
OTBETCTBEHHbIX 3a BbISIBNEHNE Aupekc.Obnako unu ero KSIMEHTCKOW OpraHnsatium
MHUWOEHTOB W pearnpoBaHue Ha HUX, O NoAPALYUKOB UNu ee NoapaaYNKOB
BO3HUKHOBEHUW UHUMAEHTOB B
MHOPMaLUUOHHOR cucTeme
nonb3oBaTensamMu U aaMUHUCTPATOpaMu
MHL] .4 AHanua MHUMOEHTOB, B TOM Yucne Ha ypoehe: Ha ypoBHe KIMeHTCKux
onpeaeneHne UCTOMHUKOB U MPUYUH BAPTyanbHbIX MaLLKH W1
BO3HWUKHOBEHUS UHLMAEHTOB, a TaKke * cpusuyeckoro knueHTckux Docker-
oueHKa WX NOCNeACTBUN oGopynosaHusa KOHTeHEepOoB
MnaTtdcopmbi;
MHL.5 MpuHATUE MEpP NO ycTpaHeHuto
NOCNEACTBUIM MHUMACHTOB ¢ CpeAcTe ynpasnexus
cpeaov BUPTYyanusauuu;
MHU.6 NnaHupoBaHue U NPUHATHE Mep o

® CcepBUCHbIX/CRyXebHbIX
cepsepoB [Inatcopmbl u
npoumnx BUPTYanbHbIX
YCTPOWCTB;

e cepsucos [naTthopmei.

EMbi U CUCTEMbI 3aL4UTHI Ne

| Ha yoeHe:

e uaundeckoro

(8aHHbIX) 06 3MEHeHUsX B
KOHpUrypaumm UHopMaLMOHHOM
CUCTEMbI U CUCTEMbI 3aLLUUTLI
NePCoHarnbHbIX AaHHbIX

MH(POPMALMOHHON CUCTEMbI N CUCTEMBI %GOPVAOBaHlfIﬂ
3aLUMTbI NEPCOHANbHBIX AaHHbIX natpopme;
YK®.2 YnpaeneHue nameHeHusMm * cpeacts ynpasnenus
KOHEpMrypaLmu MHEOPMALIMOHHOIA CPeAov BUpTyanusaumu,
CMCTEMBI M CUCTEMBI 3aLLUTI o CepBUCHBIXICTIYXEBHBIX
NEepCOHanbHbIX AaHHbIX cepeepos  MnatdopMbi ¢
YK®.3 AHanu3 NOTEHLManbHOro BO34eACTBIUS fposux  BUpTyanbHbIX
NNaHMPYEMbIX N3MEHEHWI B YCTpOUCTB;
KOHEpMrypaumnu MHEOPMAaLIMOHHOI « MporpammHoro
CMCTEMbI U CUCTEMBI 3aLLTbI obecneuems: MnaTdopmbi.
NepCoHanbHbIX AaHHbIX Ha obecneyenne
3aLUMTbI NEPCOHaNbHBIX AAHHBIX 1
COrnacoBaHne N3MeHeHWii B
KOHCUrypauuu HopMaLMOHHON
CMCTEMbI C AOMKHOCTHBIM JULIOM
(paboTHMKOM), OTBETCTBEHHbLIM 3a
obecneuermne GesonacHoCTH
NEepCOHanbHbIX AaHHbIX
YKo .4 [okymeHTupoBarne uHdopmMaumm

COHaMbHBLIX AaHHBIX (YKD

Ha ypoBHe KnMeHTCKOM
BUPTYanbHOM
MHPACTPYKTYpbI U
knueHTckmx Docker-
KOHTeiHepoB
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