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3akntoyeHue 0 COOTBETCTBUU CUCTEMbI 3aLLUTbI MEPCOHANbHbIX AAaHHbIX
Tpe6oBaHuamMm N2152-d3 «O nepcoHanbHbIX AAHHbIX»

000 «Kapa Cek»

(Hanmenosanve OpraHn3aunmn-u3roTosuTens, HamMunun, UM, OTYECTBO MHAMBUAYANLHOrC NPEANPURUMATENS, NPUHSBLUMX ASKNapauuio O COOTBETCTBUM)
(aapec, TenecoH, akc)

JInuenana ®CTOK Ha aesTenbHOCTb NO TEXHWUYECKOW 3aLLMTe KoHuaeHUMansHon nHdhopmaumm
NeJ1024-00107-00/00583151 o1 22 HosGps 2016

B nuue UCNONMHUTENbHOrO AUPEKTOpa AHTOHOBa Urops CepreeBuqa
(Pamunus, UMs, OTYECTBO PYKOBOAUTENS OPraHU3aLnu, OT UMEHU KOTOPO NPUHUMAETCS AeKnapayus)

3as8BNSAeT, 4TO B pe3ynbTate NPOBEAEHHOro ayaunTa CUCTEMbl 3alyuTbl NepcoHanbHbix AanHbix WVCMAOH «lMnatdopma
«Anpexc.O6nako» B oTHowWeHMM CepBUCOB, NponucaHHbIx B Mpunoxenun 1, pasmelleHHbix B LOM:

000 «Angekc» no agpecy r. Multuwu, yn. CunukatHas, 4.19;

000 «Angekc ALl Bnagumup» no agpecy r. Bnagumup, yn Movckosas (MKp. SHepreTuk), 4. 1;
000 «Angekc ALl» no agpecy yn. MyuikuHa, .21, r. Cacoso;

000 «Arnpekc ALl Kanyra» no agpecy r. Kanyra, 1-i ABTomMobunbHblid Nnpoesa, a. 8

Ha MOMEHT NpoBeAeHVA OLEHKU COOTBETCTBUS Oblnu BbINOMHEHbI BCE HEOBXOAUMbIE Mepbl ANA HEATPaNnu3aunn aktyanbHbIX
yrpos 6e3sonacHoctu MNAH. Mo pesynbTatam moaenmpoBaHus yrpo3 Obinv NPUsHaHbl akTyansHbIMKU Yrpo3sbl TPETbEro Tuna u
HeaKTyanbHbIMW Yrpo3bl MepBoro U BTOPOro Tuna.

Tawxke yctaHosneHo cootsetctaue NCMAH «Mnatdopma «AHgekc.0O6nako» TpeboBaHusim:

1. Ne152-®3 «O nepcoHanbHbIX AaHHbIX» OT 27 uionsa 2006 r.

2. «Tpe6oBaHuUS K 3alUTEe NEPCOHANLHLIX JAHHbIX NPU UX o6paboTke B UHGMOPMALMOHHbIX
CUCTeMax nepcoHanbHbIX AaHHbIXY, yTBepXaeHHbIe NocTtaHoBneHunem MpaButenbcTBa POCCUACKOM
denepaumu Ne 1119 ot 01.11.2012 r.

3. «CocraB u cogepxaHue TEXHUYECKMX U OPraHu3aLMOHHbLIX Mep No obecneyeHno 6e30NacHOCTH
nepcoHanbHbIX AAHHbIX NPU UX 06paboTke B MHG OpMaLMOHHbBIX CUCTEMAX NEPCOHANbHbIX AaHHbLIXY,
yTBepxAeHHbIN Mpukazom ®CTIK Ne 21 ot 18.02.2013 .

(OBo3HaueHNe HOpMaTUBHBIX AOKYMEHTOB, COOTBETCTBHE KOTOPLIM NOATBEPXKAEHO 4AHHON AeKrapalumed C ykasaHWem NyHKTOB, cogepxalynx Tpe6oBanns ana AaHHON
npoAyKumMK)

B UCNAkx «Mnatdopma «Anaekc.0O6nako» obecnevmBaeTcs: 1-1 ypoBeHb 3awmweHHocTu NAH

KpaTtkoe onucaHme BCTPOEHHBIX 3awuTHbIX MexanuamoB WUCMAH «Mnatdopma «HAHAekc.O6nako» U 3almTHBIX Mep,
BbIIONIHEHWE KOTOPbIX MNO3BONUT KIMEHTEM BbiNOMHUTL TpebGoBaHWA 3akoHopgaTenbcTBa PP Kk nepBomy ypoOBHIO
3alWMLLEHHOCTI NepCcoHanbHbIX AaHHbIX, NpuBeaeHo B [MNpunoxeHun 2.

Cxema AeknapupoBaHna CoOOTBETCTBUA Ha OCHOBaHUM COOCTBEHHbIX AOKa3aTenbCTB

B 000 «Anpekc.06nako» NPyMHATbHI OpraHM3auMoHHbIe ¥ TeXxHUYeckue Mepbl, obecneyuBalolime COOTBETCTBUE
nengu «Mnardpopma «Anpgekc.0onako» rpedoBaHuaM Ne152-d3 «O nepcoHanbHbIX AAHHbLIX» U €70 NOA3aKOHHbIX
aKToB

[ara no,qnvg: 16.02.2024

M.n.

ucnonHutenbHblin aupektop OO0 «Kapg Cek», AHToHOB U.C.
(Whvuwanel, damunus)
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Mpunoxexue 1. Cnucok cepBucoB B obnacTu ayaura cuctemsl 3awmTsl UCMNAOH «MnaTtdopma
«Anpekc.0O6nako»

Yandex ldentity and Access Management
Yandex Resource Manager

|

Yandex Compute Cloud
YarEeX Virt_qal Private Cloud
Yandex Network Load Balancer

Yandex Object Storage
Yandex Billing

Yandex AP| Gateway

|

O NID || ;WIS =

Yandex Managed Service for (PostgreSQL, MySQL®, MongoDB, ClickHouse, Redis™, Apache Kafka®,
GreenPlum®, ElasticSearch)
10. Yandex DataProc
~11. Yandex Container Registry
12. Yandex Cloud Functions
13. Yandex loT Core
14. Yandex Managed Service for Kubernetes®
15. Yandex Datal.ens
16. Yandex Database
17. Yandex Cloud Marketplace
___18. Yandex Message Queue
19. Yandex SpeechKit
20. Yandex Translate
21. Yandex DataSphere
22. Yandex Application Load Balancer
23. Yandex DataTransfer
24. Yandex Cloud Organization
25. Yandex Vision OCR
26. Yandex Audit Trails

27. Yandex Foundation Models
28. Yandex SpeechSense

(HanmmenoBaHWe, TUr, Mapka NpoayKUUy, Ha KOTOPYIO PAcNpOCTpaH|eTcs aeknapauus, kog OK 005-93 u (unm) TH B3 CHIN)

[ata noanucanus 16.02.2024

M.I:

ucnonHutenbHbld gupektop OO0 «Kapp Cek», AHToHoB U.C.
(UHuupans, hamunua)
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MpunoxeHue 2. PasgeneHne oTBETCTBEHHOCTHU 3a 3aliUTY NepcoHaNbHbIX AaHHbIX

‘ CopepxaHue mep no o6ecneveHuo BcTpoeHHbie 3aWmnTHbIe I 3awwTribie Mepbl,

WcTounuk P P P KOTOPbie AOMXHbI

[ 6e30nacHOCTU NepPCcoHanbHbIX MexaHuaMbl Mnatdopmbl

TpeboBaHus T ek OB Ak O BbINOMHUTb KNNEHTbI

| b | ans goctwxenusn ¥3 - 1
WpenTudukalms u ayTeRTUdMKALKUA CyOLekToB AoCTyna U o6bekToB aoctyna (MAD)

- VAD.1 UaeHTndpuxauma n ayteHtTudunkaums Ha yposHe: Ha ypoBHE  KIIMEHTCKMX
ronb3oBarenen, SBASIOWUXCS BMPTyanbHbIX MaWWH W©
paboTHukamm onepaTopa | ® cbswsmqecxoro KINEHTCKINX Docker-

O0LopyAocBaHus KOHTENHEPOB
Mnardhopmsl;
e cpeacTs yrpaeneHusi
cpeaon BupTyanusauuu,
e cepBUCHbIX/CNyxeGHbIX
cepBepoB [lnatcopmbl  #
npoumnx BUPTYanbHbIX
YCTPOWCTB;
e cepBucos [natopmbl.

NA®.2 | MpeHTudukaums n ayteHTudunkaums Ha ypoBHe  dmsuyeckoro | He npumeHseTca
YCTPOIACTB, B TOM YMCrne CTaunoHapHeix, | oBopyanoaHua Mnargopmei

| MOBUNbHBIX M NOPTATUBHbLIX

NAD.3 YnpaBnexue uaeHTudukatopamm, B Tom | Ha yposHe: Ha ypoBHE  KITMEHTCKUX
yucne co3faHue, NpucBoexme, BUPTYyanbHbIX MaluH W©
YHUUTOXEHNE NAEHTUDNKATOPOB * PU3M4ECKOrO KFIMEHTCKINX Docker-

— st e obopyAosaHus KOHTEHEpPOB

NAD .4 YnpasneHue cpeacTBaMu Mnathopmbl;
ayTeHTUdUKaLuK, B TOM uvicne
XpaHeHue, Bblaaya, HALManusaums, ¢ Cpencts YNpaBeHs
6noKUpoBaHue CPeACTB Cpenou BupTyanusaumm,
ayTeHTUUKaLMM 1 NPUHATUE MED B o CepBUCHBIX/CIIYKEBHbIX
cny4yae yTpatb! U (Mnu) KoMNpoMeTauun cepsepos [natopmbl 1
cpeacTs ayTeHTUUKaumm npoUnX BUPTYanbHbIX

NAD.5 3awmra 06paTHOI CBS3W NpU BBOAE YCTPOWCTB,
ayTeHTUHUKALIMOHHON MHChopMaLIK cepaucos Mnatopmbl.

NAD.6 WaeHTndpmkauuvs n ayTeHTudunkaums Ha ypo_BHe pocryna K | Ha ypoBHe  KNUEHTCKuUX
nonb3oBaTenew, He ABNSIOWUXCS cepBucam Mnartcopmel, | BUPTYanbHbIX MalUMH 1
paboTHukamu onepaTopa (BHELUHWUX NpesocTasnAeMbIM KNMMEHTaM | KIUEHTCKUX Docker-
nonb3oBaTenen) KOHTENHEPOB

YnpaBnenue AoCTynom Cy6LekToB AoCTyna K obbekTam aoctyna (YNQ)

yrnaA YnpaeneHve (3aBegeHue, aKTvBaLms, [ Ha YPOBHE: Ha ypOBHE KNUEHTCKUX
6roKMpoBaHNE Y YHUUTOXEHNE) BUPTYanbHbIX MaLWWH W©

- e chusnyeckoro
YYETHbIMU 3anncamMy NonNbL3oBaTenen, B 6 KIMUEHTCKUX Docker-
TOM YMCFIE BHELHUX NONb3oBaTeNeN 0bopyAoBaxuA KOHTENHEPOB
Mnatdopmbl;

Yna.2 Peanusauus Heobxoanmbix METOA0B
(AMCKPELMOHHBIN, MaHaaTHbIA, poniesonn | * CPEACTB ynpasnexns
WNW MHOW METOZ), TUNOB (UTEHME, Cpenou supTyanusaumm,

| 3anKCb, BLINOMHEHME W UHOA ™n) U o CEPBUCHBIX/CTIYKEBHBIX
npasun pa3rpaHuieHns goctyna cepeepos  natchopmbl
npoumnx BUPTYanbHbIX
YCTPOWCTB;
e cepsucos Mnathopmebl.

yna.3 YnpasneHue (bunbTpauus, Ynpaenexve ceTeBbIM | Ynpasnexue CeTeBbIM
MapLUpyTH3aLust, KOHTPOMb COEAMHEHWUNA, | AOCTYNOM Ha YPOBHE: [OCTynom:
OoAHOHanpaeneHHas nepejava v uHble
CcnocoBbl ynpasnexns) o dusnueckoro e MeXay  CerMeHTamu

' | MHPOPMALIMOHHBIMY NOTOKAMU MEXAY | <|3]6opy,qoeamfm KIUEHTCKOW .
yYCTPOWNCTBAMM, CermeHTamu natcopmsl; BUPTyaribHON ceTw;
VH(DOPMALIMOHHON CUCTEMbI, 8 TaKke [ o cepaucHbIX/CrIy)ebHbIX e ceTeBoro  gocTyna K
Mexay MHOPMaLIMOHHLIMK CUCTEMaMK KIMEHTCKOI
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CopepxaHue Mep no obecneveHuto

BcTpoeHHble 3aunTHbIe

3awuTHbIe Mepbl,

BSTONUMK 6ezonacHoOCTK NepcoHanbHbIX MexaHu3mbl fnardopmbi L[ e
TpeboBaHus T e AeK e O6Ia KON BbINOJTHUTE KITMEHTbI
E ONna aoctuxkennsa Y3 - 1
ceten MNMnaTtdopmbl; BAPTYarnbHOW CeTU us-3a
ee npeaernos.
e OrpaHuudeHue aoctyna
Mexgy CcermMeHTamu ceTten
pasnuyHbIX KNUEHTOB
Mnatcopmbl;
e OrpaHuW4eHue [octyna w3
KITUEHTCKNX ceTen B
cepBuUCHyto/cnyxebHyto
ceTb.
yrng.4 PasgeneHue nonHomouuni (ponen) Ha yposHe: Ha ypoBHE KIMEHTCKUX
nonb3oBartenewn, agMUHUCTPaToOPOB U BUPTYyanbHbLIX MaWvH
nuu, obecneynsaiowmx * uauyeckoro KIHEHTCKMX Docker-
YHKLUMOHUPOBaHUE UHGOPMALMOHHON oBopyaosaHus KOHTENHEPOB
cucTEMB! Mnatchopms!;
yna.5 HasHaueHne MUHUMATBHO * Cpeacts ynpasnenus
HeoBX0ANMbIX NPaB ¥ NPUBMNerui Cpeaou BupTyanusauum,
nonb3oBaTensmM, agMUHUCTpaTopam u o CEpBUCHBIX/CIYKEBHBIX
nuuam, obecneunsaromm cepeepoe  [naTopmbl 1
YHKLMOHMPOBaHWE MHPOPMALIMOHHON NPOUMX BUPTyanbHbIX
CUCTEMB! YCTPOWACTE;
yna.e OrpaHuyeHne HeycnelHbIX NoneITOK o cepaucos MNaTdopmbl.
BXOZa B MH(DOPMALIMOHHYIO CUCTEMY
(BocTtyna K MHthopMaLMOHHOR cucTeMe)
yra.10 BnokupoBaHue ceaHca noctyna B
NHGOPMaLMOHHYI0 CUCTEMY nocne
yCTaHOBIEHHOro Bpemexu 6e3nencTeums
(HeaKTUBHOCTW) NoNb3oBaTesNs UK no
€ro 3anpocy
yna. i1 PaspelueHue (3anpeT) aecTBUN
nosb3oBaTenen, paspeLLleHHbIX 40
naeHTuduKkauumn u ayteHtudukaumm
yng.13 Peanu3auuna sawmweHHoro yaaneHHoro | Ha yposHe goctyna: Ha ypoBHe yganeHHoro
aocrtyna cybbekToB AocTyna k obbekram . OOCTyna K KIUEHTCKUM
[OCTYNa Yepes BHeLUHNe ¢ Nonb3oBaTenen k CepBucam | gy nryanLHLIM cepeepam 1
MHOPMALMOHHO- Mnatopmbr; krineHTckum Docker-
TENEKOMMYHWUKALMOHHBIE CeT! o aAMMHUCTPATUBHOIO KOHTENHepam
JocTyna K uanyeckum wu
BUPTYarnbHbIM
CepBUCHbIM/CyxebHbIM
CUCTEMHbIM KOMIMOHEHTaM.
yrna.14 PernameHTaums n KOHTPONb He npumeHseTca He npumensieTca
MCNONb30BaHWA B UHPOPMALIMOHHON
cucreme TexHonoruih 6ecnposoaHOro
gocryna
ynpa.15 PernameHTauus n KOHTpOrb He npumenseTcs He npumeHsieTcs
MCMONb30BaHUA B UHPOPMAaLIMOHHON
cuctemMe MOBUMbHBIX TEXHUYECKMX
cpeacTs
ynAa.16 YnpaBneHue B3aumoaencTBueM C Ha yposHe [Mpwn opraHn3sauum Takoro
WH(OPMELMOHHBIMY CUCTEMaMHU cepBUCHbIX/cyxebHbIX B3auMOAENCTBUA C
CTOPOHHUX OpraHu3auuii (BHELLHWE CUCTEMHBIX KOMIMOHEHTOB. KNUEHTCKUMU
VMHGOPMAaLMOHHBIE CUCTEMbI) BMPTYanbHbLIMW MaLlMHaMu
v knnenTckumn Docker-
KOHTEeMHepamu
yng.17 ObecneyeHne OBEPEHHOW 3arpysku Ha ypoBHe He npumenseTca
CPEACTB BbIYUCIIUTENBHON TEXHUKN CcepBUCHbIX/CNyXebHbIX
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McTouHuk
| TpeboBaHus

CopaepxaHune mep no o6ecneyeHuto
6e30MacHOCTU NepCOHanbHbIX
AaHHbIX

BcTpoeHHkIe 3auuTHbIe
MexaHusmbl Mnardopmbl
«flHpekc.O6nako»

CUCTEMHbIX KOMNOHEHTOB

3alMTHbIE Mepb,

KOTOpble OOfMKHbI
BbINONMHUTbL KITMEHTDbI
ansa goctmxenus Y3 - 1

YnpaBneHve yCTaHOBKOW Ha ypoeHe: Ha ypoBHe KnueHTCKux
(MHCTannAUnen) KOMNOHEHTOB BUPTYanbHbIX MaLLUH U
NPOrpamMMHOro obecneyeHusi, B Tom ° cbé/lsmuecxoro knueHTckmx Docker-
yucne onpefeneHe KOMMNOHEHTOB, Ic_’l OPyAoBarus KOHTeHepoB
noAnexallyx yCTaHOBKE, HAacTpoiika naTopms!;
NapameTpoB YCTAHOBKM KOMIMOHEHTOB, o CEPBUCHBIX/CAYKEBHBIX
KOHTPOMNb 3@ YCTAaHOBKOW KOMNOHEHTOB cepeepos  [naTdopmbl 1
nporpammMHoro obecnedeHns APOYMX BUPTYanbHbIX
YyCTPOWCTB.
| ONc.3 YCTaHoBKa (MHCTANNALWA) TOMNbKO Ha yposHe: Ha ypoBHe KNMeHTCKNX
pPaspeLLEHHOro K UCNONbL30BaHUI0 BUPTYarnbHbIX MaLMH U
o cdusnyeckoro
nporpaMmmMHoro obecneueHus u (unu) ero 6 knueHTckux Docker-
KOMMOHEHTOB o0opyAoBaHus KOHTEHEpPOB
Mnardopmsl;
® CEPBUCHbBIX/CNYXEOHbIX
cepepoB [natdopmel u©
npo4mx BUPTYanbHbIX
yCTPOWACTB.
3awWmnTa MalWKHHBLIX HOCUTENel NepcoHanbHbIX AaHHbIX (3HW)
3HW.1 YueT mallMHHbIX HOCUTENEW Ha  ypoBHe  cusmdeckux | He npumenHumo
nepcoHanbHbIX AaHHbIX HocuTenen uHcopmaLuuu,
NpUMEHsIEMbIX B pamkax
fMnatdhopMbl.
3HU.2 YnpaBneHue AOCTYNOM K MaLLMHHBIM Ha ypoBHe chuanueckmx He npumennmo
HOCUTENSIM NePCOHanbHbIX AaHHbIX HocuTenemn nHdopmaumu,
NPUMEHSIEMbIX B paMKax
Mnartchopmbi.
3HA.8 YHUUTOXEHWE (CTUpaHWe) unm | Ha ypoBHe cbhavmecmx He npumeHumo
obe3nnumBaHne NepcoHansHbIX AaHHbIX | HocuTenen vHcopmaLum,
Ha MaLUMHHbIX HOCUTENSIX NPU UX NPUMEHSIEMbIX B pamkax
nepeaade mMexay nonb3oBaTenamMu, B Mnartcgopmbl.
CTOPOHHWE OpraH13auvn ans peMoHTa
WNnu yTMnusauum, a Takke KOHTPOnb
YHUUTOXEHNS (CTUPAHUA) KK
obesnuunBaHus
) Peructpauua cobbiTuii 6esonacHoctn (PCE)
PCB.1 OnpepeneHue cobbiTuit 6e3onackocTn, | Ha yposHe: Ha ypoBHe KIMEHTCKUX
noanexalyux pericTpaumn, u CpokoB nx . 6 BMPTYyasnbHbIX CEPBEPOB U
XpaHeHus ¢ CEPBUCHBIXICTYKEDHBIX Docker-koHTeiiHepoB, a
) e CHUCTEMHBIX KOMMNOHEHTOB; TaKKe UCTIONb3YEMOro Ha
. efenexHm TaBa W coaepxaHus
e cepsucos [natcopmbl, B | HUX NPOTPAMMHOTIO
UHopMaumm o cobbTnax 6
TOM uncrne  knueHTckux | O0ecCneYeHus u cpeacts
6e30nacHOCTH, noanexaLux y 4 33LNTEI MHOPMALMM
perncTpaLmMm AencTeum no
_ - MCNONb30BaHWUIO CEPBUCOB.
PCB.3 C6op, 3annucb 1 xpaHeHue nHhopmaLmm
0 cobbITuAx 6e30nNacHOCTU B TEUEHME
YCTaHOBINEHHOrO BPEMEHWU XpaHeHUs
PCB.5 MoHuUTOPWHT (NPOCMOTP, aHanua)
pe3ynbTaToB perucTpauumu cobbiTuin
6e30nacHOCT 1 pearMpoBaHue Ha HUX
PCB.7 3awuta nHpopmaumn 0 coBbITUAX
6esonacHocTn
AHKTUBMpYyCHas 3awuTa (AB3)
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3awmTHbie Mephbl,
CogepxaHue Mep no o6ecnevyeHuno BcrpoeHHbie 3auuTHLIe
JACTONLIK 6e30nacHOCTH NePCoHaNbHbIX MexaHu3aMbi Mnartdopmes Es ey AVOKHE
TpeboBaHuA Aauub& e OGnaxos BbIMNONHUTL KIMeHTLI |
: : ansa goctumkeHuns Y3 - 1
AB3.1 Peanuzauusi aHTUBMPYCHOW 3aWuThI He npumeHnumo, noTomy 4To Ha ypoBHE KNUEHTCKUX
—{ 3aLMLLEHHBIA CErMEHT | BMPTYanbHbIX MalMH 1

AB3.2 O6HoeneHune 6asbl AaHHBIX NPU3HAKOB COREPXT TONBKO CepBepb!. Kﬂlﬁg-lTCKMX Docker-
BPEAOHOCHbIX KOMBIOTEPHBIX MPOTPAMM | (YnenaiioHHas crcTema, KOHTENHEpOB
(Bupycos) Ucnonb3yemas Ha cepeepax,

NpakTUYeckn He NoABepPXeHa
BMPYCHOMY 3apakeHuto. Ha
cepBepax HeT NPsIMOro
poctyna B MIHTepHeT 1
| ncnonssyerca HIDS.
0Ot
COB 1 OBHapyxeHne BTOPXKEHWIA Ha YPOBHE: Ha yposHe KJ'IVIeHTCKI/IX
COB.2 O6HoBneHue H6asbi pelialowux npasun o busnyeckoro CermenTos ceTh
obopynosaHus
Mnatdopmbl;
® CEePBUCHBIX/CNYXKeBHbIX
cepeepoB [Inatcopmel  1©
npoumx BUPTYanbHbIX
YCTPOWCTB.
H Korrrponb (ananus) 3aLNLIEHHOCTH NEPCOHAMbHbIX AAHHLIX (AH3)

AH3.1 BbmaneHMe ananus ysA3BUMOCTEN | Ha ypoBHe Ha ypoBHe KIMEHTCKUX
WHGOPMaLMOHHON CUCTEMBI U cepBUCHbIX/CNYxeBHbIX BMPTYanbHbLIX MalWH U
onepaTuMBHOE yCTpaHeHWe BHOBb BUPTYyanbHbIX U (PU3NHECKNX knueHTckux Docker-
BbISIBNEHHbIX YA3BUMOCTEW CUCTEMHbIX KOMMOHEHTOB KOHTeHepoB

AH3.2 KoHTponb yctaHoBku obHOBNEHUIA l
nporpaMMHoro obecneyeHus, Bknoyas

| obHOBREHME NporpaMMHOro
obecneveHns cpeacTs 3aUThI
WHchopmauum

AH3.3 KoHTpons pabotocnocobHocTy,
napameTpoB HACTPOWMKA 1 NPaBUbHOCTH
@YHKLIMOHUPOBAHWUSA NPOrPaMMHOro
obecneveHns N CpeacTs 3aLuUThbl
WHhopMaLum

AH3.4 KoHTponb cocTaBa TeXHUYECKUX
cpeacTs, NporpaMmmHoro obecneyveHus n
CpeacTB 3aLnTsl MHOPMaLIK

AH3.5 KoHTponb npaeun reHepauun n CMeHbI
naponen nonb3oBaTtenen, 3aBefeHns v
yAaneHus y4eTHbIX 3anvucen
nonb3oBaTenewn, peanusauuu npasun
pasrpaHuyYeHns JocTyna, NoSIHOMOYNA
nono3oBartenen B HAMOPMAaLIMOHHON
cucreme

; HHOU CHCTEeN CT%@ﬂE‘epcoﬁ’ﬁhnleﬂaH
= {4 R i i A

oun.1 KOHTpOJ’Ib uenocmocm nporpaMMHoro Ha ypoeHe: Ha ypoane KNUEHTCKNX
obecneyeHus, BKMOHYan NporpaMMHoe BMPTYanbHbIX MaLUKH U
oBecneyeHne cpeacTB 3alLT * dusndeckoro knueHTckux Docker-
WHbopMaLmm obopyAosaHus KOHTeNHepoB

MnaTtdopmel;

e CepBUCHbBIX/CNyXebHbIx
cepsepoB [lnatchopmel u©
npounx BUpTYanbHbIX
YCTPOWCTB.

oun.4 Ob6HapyxeHnue u pearupoBaHue Ha He npumeHumo, Tak Kak B Ha ypoBHe KNUeHTCKNX
nocTynneHue 8 UHHOPMaLIMOHHYIO coctas lnatdopmel He
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UcTouHukK
TpeboBaHua

CopepxaHue Mmep no obecneueHno
6e3onacHOCTU NepCcoHanbHbIX
DaHHbIX

BcTpo€eHHLIe 3aWUTHbIE
MexaHu3Mmbl lMNnardopmbl
«Anpekc.06nako»

CUCTeMy HesanpalimBaemsIx
SNEKTPOHHbIX CoobLEeHWI (nrucem,

| aokymeHTOB) M MHON MHpopMaLMK, He
OTHOCAILLMXCS K (PYHKLIMOHUPOBAHUIO
MHGOPMaLMOHHOW cUCTEMBI (3awwuTa oT
cnama)

3awmTHbIe Mepbi,

KOTOpble JOSXHbI
BbINONTHUTL KIMUEHTbI
ANS BOCTMXEHNA Y3 - 1

BXOANT PYHKLMOHAN MO
06MeHy aneKTPOHHOWN NoYTON

NOYTOBbLIX CEPBEPOB

1everue A0CTYMHOCTY TepCoHaTEHBIX AaHHbIX (OAT)
bl (e onh o et A g b & = Ay orerd o 3
r Ha yposHe: | Ha yposHe NCIMOH
(DYHKLIMOHMPOBAHNS TEXHUYECKNX KNWEHTa pe3epBHoe
o husnyeckoro
CpeacTs, obHapyXeHne 1 nokanusaums p KORMpoBaHMe 1
0TKa30B (OYHKLMOHUPOBAHUS, NPUHATHE % OPWJOBaH'f'ﬂ BOCCTAHOBMNEHNE
Mep NO BOCCTAHOBIIEHWIO OTKa3aBLUMX narcpopmbl; nepcoHanbHbIX JaHHbIX
CpeacTs M UX TECTUPOBaHMe o CEPBUCHBIX/CNYXEBHBIX ocyluecTeAseTes
KITUEHTOM.
OnT .4 Mepuoauyeckoe pesepBHOe cepsepos  natopMbl U
KOMUPOBAHME NEPCOHANbHBIX AAHHBIX Ha npo4unx BUPTYaNbHbIX | g ypoBHE KIMEHTCKMX
pe3epBHbIE MaLNHHBIE HOCUTENMN YCTPOUCTB. BUPTYarbHbIX MALUWH 1
MepCOHaNbHbIX AaHHbIX BLINONHSAETCS koHTevnHepos Docker
pesepeHOE KONVpoBaHue
OofT.5 O6ecneyeHne BOIMOXHOCTU asToMaTUsnposaHHas
penAMkauusi  gaHHbix B | A@HHbIX OCYLIECTBRSETCS
BOCCTAHOBMNEHMS NEPCOHANBLHLIX AaHHbIX
C Pe3epBHbIX MaLUMHHLIX HOCUTENe NNaThopMEeRHOM Xpaunuwye. | KIMIEHTOM C MOMOLLBIO
pesep NNaThoPMEHHbIX
NEPCOHANBHBIX AAHHBIX (PE3EPBHbIX WHCTPYMEHTOB.
KONWi1) B TEUEHUE YCTAHOBEHHOMO
BPEMEHHOTO MHTepBana ] '
3awura cpeabl BUpTyanusauvm (3CB)
3CB.1 | WaeHTudpmkaums n ayteHTudnkaums | Ha yposHe: He npumeHumo
| cybbekToB goctyna u o6vekToB goctyna
B BUPTYanbHOM UHEpPacTpyKType, B Tom | * CPEACTB ynpasnexns
uMCre aAMUHMCTPaTOPOB yNpaBneHns CPeAon supTyanusaumu,
cpeacTeamu BupTyanusaumum e CEePBUCHBIX/CMYXeBHbIX
3CB.2 YnpaeneHue AOCTYNOM cy6bekToB cepsepos  [natopmMbl 1 "z ynhopre knneHTCKUX
AOCTyna k obbekTam AocTyna B npodux - BUPTYANbHBIX | gypTyanbHbIx MaLwnH v
BUPTYanbHON WHAPACTPYKTYpe, B TOM yCTpOmCTB, knueHTckux Docker-
uMCne BHYTPY BUPTYasbHLIX MaLUMH « cepaucos MnaTdopmbl. KOHTENHEPOB
3CB.3 Perucrpauus cobbituin 6esonacHoCcTv B
BUPTYanbHOW UHPaCTPYKType
| 3CB.6 YnpaeneHue nepemeLleHnem Ha ypoBHe: PeanuaoBaHo Ha ypoBHE |
| BUPTYanbHLIX MALLWH (KOHTERHEPOB) U apxuTekTypbl MNnatgopmsl
oBpabaTbiBaeMblx Ha HUX AaHHbIX ¢ CpeAacte ynpaBneHus
Cpenov BupTyanusauuu;
e CepBUCHBIX/CYXeBHbIX
cepepoB [natcopmbl  ©
npoynx BMPTyanbHbIX
YCTPONCTB.
3CB.7 KoHTpone LenoCcTHOCTN BUPTyansHOM Ha ypoBHe: Ha ypoBHEe KIMEHTCKUX
UHPPaCTPYKTYPbI U €€ KOHUrypawumn BUPTYarnbHbIX MaLLUUH N
& CepBUCHBIX/CRYXeBHbIX knnerTckux Docker-
cepeepoB [natdopmbl  © KOHTEiIHEPOB
npoYnx BUPTYarnbHbIX
YCTPOWCTB.
3CB.8 PesepBHoe konMpoBaHue AaHHbIX, Ha yposHe: Ha ypoBHe KIMeHTCKNX
pesepBMPOBaHME TEXHUYECKMX CPEACTB, . 5 BUPTYarbHbLIX MaLWH 1
nporpamMmHoro obecnedeHns ¢ CEpBUCHbIX (I:’JI"yxe HbIX knueHTckux Docker-
BUPTYaNbHON UHPPACTPYKTYPbI, a Takke cepsepos  MnaropMbl U | youreinepos
KaHanoB CBS3W BHYTPU BUPTYarnbHOMN npoamx BUPTYyanbHbIX
WHpacTPYKTYpbi YCTPOICTB.
3CB.9 Peanusauusi v ynpasnenue 'He NpUMeHUMO, TaK Kak B Ha ypoBHe KNeHTCKuX
AHTUBUPYCHOIA 3aLLMTOIA B BUPTYanbHOM | 3alumLLaeMOM KOHTYpe BMPTYarbHbIX MaLUNH U
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CopepxaHue Mep no obecneyeHunto

BCTpoeHHble 3alWMUTHbIE

3awmTHbLIe Mepbl,

UctouHuk KOTOpbIE AOMKHbI
Tpe6oBaHms 6e30MacHOCTU NePCOHanbHbIX Mexa;MSMbl I('IJJ%GT(‘bOprI Bblnonr:-MTb B
; _nauubux «Anpgekc.Obnako» | ans mocTikeHus Y3 - 1
WHbpacTpyKTYype pacnonoxeHot knuneHTckux Docker-
WCKMIOYMTENBHO CEPBEPHbIE KOHTEWHEPOB
MOLLIHOCTH, ucnone3ayoTtcs OC
NpakTUYECKU He
noABEPXKEHHbIE BUPYCHOMY
3apaXeHuio, OTCYTCTBYET
NpsIMOIA AOCTYN B MHTEPHET, a
Takxe Ha xocTax
npumensieTca HIDS.
3CB.10 PasbneHue BupTyanoHou YnpasneHue ceTeBbiM | Ha ypoBHE cermMeHToB
VHMPaCTPYKTYPbl HA CErMEHTbI OOCTYNOM Ha ypOBHE: ceTn KnueHTa
(cermeHTUpOBaHWE BUPTYanbHOW
UHCDPACTPYKTYPbI) ANs 06paboTky | o Ceth/ICHbIX/Cﬂy)KeﬁHbIX
NepPCOHANbHBIX AAHHBIX OTAENbHLIM cetert [natcpopmbi;
i nonb3oBaTenem u (Mnu) rpynnown e OrpaHuueHne focryna
b sl bt MeXay CerMeHTamu ceteil
pasnuyHbIX KNUEHTOB
Mnatdopmsl.
3awura TexHuyeckux cpeacts (3TC)
3TC.3 KoHTponb u ynpasneHue dnsueckum Ha ypoeHe obecneyexuns He npumeHumo
OOCTYNOM K TEXHUYECKUM CpeacTBam, dusnyeckorn 6esonacHocTH
cpeacTeam 3awuTbl UHdopmaLumu, uon
cpegcTeam obecneyeHus
PYHKUMOHNPOBaHUSA, a TakxXe B
NOMELLEHNA U COOPYXEHWS, B KOTOPbIX
OHW YCTaHOBJEHbI, NCKIoYalowme
HeCaHKLMOHUPOBaHHbIA HOU3NYECKNN
AocCTyn K cpeacTeam obpaboTku
uhdopmaumm, cpeacTeam 3allmnTbl
uHdopMaLmn 1 cpeacTeam
obecneyeHnst PyHKLMOHNPOBAHUA
MHMDOPMALNOHHOW CUCTEMDI, B
NMOMELLIEHWS U COOPYXEHUR, B KOTOPbIX
OHM YCT@HOBNEHbI
3T7C.4 PasmeiyeHve yCTpoicTe BoIBOAA He npumensietca B LUOJ gna | He npumenumo
(oToGpaxeHun) uhcopmauunm, oTobpaxeHus MNAOH
uckniovaiulee ee
| HECaHKLMOHUPOBaHHbIA NPOCMOTP
3TC.5 3auwmra OT BHEWHNX BO3AENCTBUI Ha yposne L|C He npumeHumo

(BO34ENCTBUM OKPYXaloLLen cpeapl,
HecTabunbHOCTK 3NeKTpocHabxeHus,
KOHAMLIMOHMUPOBAHUSI U UHbIX BHELLIHUX
hakTopoB)

3awmTa HGOPMALIMOHHOK CUCTEMEI, ee CPEeACTE, CUCTEM CBA3U U Nepeaaqu ,ciéﬁwnfxx (3UC)

"3UC A

PaspeneHune B MHQOPMAUUOHHON
cucreme OYHKUMIA MO yrnpasneHnto
(aAMUHUCTPUPOBAHUIO)
WH(OPMALIMOHHOW CUCTEMOMN,
ynpaBnexuio (aaMUHUCTPUPOBAHMIO)
CUCTEMON 3aLUUTBI NEPCOHANbHbIX
AaHHbIX, hyHKUmiA no obpaboTke
NepcoHanbHbIX AAHHLIX N UHbIX (YHKLUAA
WHOPMaLMOHHOW CUCTEMBI

3UC.3

ObecneveHune 3alnTbl nepCOHaanblx

JaHHbIX OT pPacKpbiTUs, MOAMU(UKALINKM U

Ha ypoBHe:

e (hunanyeckoro
obopynoBaHus
MnaTdopmbt;

e CpeacTs
cpenov BUpTyanusauuu;

o CEpBUCHBIX/CITYXEBHbIX

cepsepoB [naTtcopmbl  1©
BMPTYanbHbIX

npoYmnx
YyCTPOWCTB;

o cepeucos lNnatgopmebl.

ynpasneHus

Ha ypoBHE KNUeHTCKnxX
BUPTYarbHbIX MaLUWH 1
knueHTckux Docker-
KOHTENHEPOB

Ha YPOBHE KaHanos:

Ha ypoBHe kaHanos cBs3u,
| YCTaHOBMEHHbBIM KITMEHTOM
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CopepxarHue mep no obecneveHunto BcTpoeHHble 3aWUTHbIe SaWNTHLIE Mepbl,
MCToaNK 6e3onacHOCTU NepPCcoOHanbHbIX MexaHu3sMbl Mnardopmbl BOIOREIGIRO0THEE!
TpeboBaHuA nanubs( AHBEKS 06naxo§ BbIMOMHUTb KIMWEHTbI
‘5 sy Ans focTuXeHna ¥3 - 1
HaBs3blBaHUs (BBOAA NOXHON e vcnonb3yemblx 4ns 4ocTyna | ANA A0CTyna K ero
urHcdopmauum) Nnpu ee nepeaade agMUHUCTPaTOPOB K | BAPTyanbHbIM MalluHam v
(noaroToBKe K Nepegaye) no kaHanam cuUcTEeMHsIM  KOMMoHeHTam | Docker-koHTenHepam.
CBS13U, UMEIOLLIM BbIXOZ 3a npeaensbl Mnatgopmbi;
KOHTPONUPYEMOI 30HbI, B TOM YKUCHe
BecnpoBoaHbIM KaHanam CBsau ¢ vcnonb3yemsix Ana Aoctyna
nonb3oBaTenen ]
agMUHUCTPATOpOB K
KOHCONU ynpaeneHuvs
cpenov BUpTyanusauumu,
o mexay LOJ.
3NC.11 | ObecneueHne NoaNMHHOCTU CETEBbIX Ha ypoeHe kaHanos: Ha ypoBHe cermeHTOB
coeavHeHun (CeaHcoB ceTu KNneHTa
B3aUMOJECTBINS), B TOM YUCne ANs ¢ mcnonb3yeémbiX 4715 A0CTyna
3aLUTI OT NOAMEHBI CETEBbIX aAMWHMCTPaTOpOB K
YCTPOVCTB M CEpBUCOB CUCTEMHbIM  KOMMOHEHTaM
Mnatdopmsl;
e UCNONb3yeEMbIX ANa AOCTyna
nonb3osarenen n |
aaAMUHUCTPETOPOB K
KOHCONM ynpaBneHus
cpeaon BUupTyanusauuu;
o mexgy LIOA.
3nC.15 3awmTa apxuBHsIx haiinos, Ha yposHe: Ha ypoBHe knueHTCKux
napaMeTpoB HACTPOWKK CPEACTB BUPTYarnbHbIX MALLUH W
3aLLUThI MHAOPMALMM 1 NporpammHoro | ¢ PUsn-eckoro knueHTckux Docker-
0BECNEeYEHMSi 1N MHBLIX AAHHbIX, HE obopyAosanus KOHTEAHEPOB
noANeXaLlux U3MEHEHUIO B MpoLiecce Mnatdopmbr;
06paboTkn nepcoHanbHbIX AaHHbIX e CEpBUCHBIX/CIYXEBHbIX
cepeepos [lnatdopmbl ©
npounx BUPTYarnbHbIX
YCTPONCTB.
3nC.17 Pasbuenue nHhopmMaumoHHon cuctemsl | Ha yposHe Ha ypoBHe cermeHTOB
Ha cerMeHTbl (CerMeHTUpoBaHue cepBucHbIx/cnyxebHbix BMPTYyanbHOW ceTh
WHGOPMAELMOHHOR CUCTEMBI) U1 | CErMeHTOB CeTMU. KrnueHTa
obecneyeHve 3alnTbl NEPUMETPOB
CErMeHTOB MH(OPMaLIMOHHOW CUCTEMBI
31C.20 3awuTa HecnpoBoaHbIX COEaNHEHUNA, He npumernumo He npumeHumo |
NpUMEHREMBbIX B WHCDOPMALMOHHON
cucteme
'WHUWAEHTOB 1 pearnposane Ha Hix (AFL) 5 '
A el pbat - w Pl LT e seee RN (Y Tl R =T d Pla~ _LED la=)
MHLL1 Onpepenexve nuu, oTBEeTCTBEHHbIX 3@ | W3 uncna paboTHuko M3 uucne paboTHukos
BbISIBNIEHWE UHLIUAEHTOB U Anpekc.Obnako unu ero KSIMEHTCKOW OpraHusauum
pearnpoBaHve Ha HUX NoAPsSAHUKOB Unu ee NOAPAAUMKOB
nHLU.2 | ObHapyxeHue, uaeHTUhuKaLma 1 Ha yposHe: Ha ypoBHe KNNeHTCKnX
perucrpauusi MUHUKAEHTOB BUPTYanbHbIX MALLXH K
* usudeckoro knuenTckux Docker-
obopyaosakus KOHTEHepoB
Mnatchopmbi;
e cpencTe ynpasneHus
cpeaov BUpTYyanusauuu;
® CEpPBUCHBIX/CNYXebHbIX
cepsepoB [lnatdopmbl 1©
npoumnx BUPTYanbHbIX
YCTPOWCTB;
e cepucos Nnatcopmbl.
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CopepxaHue mep no obecneveHuio

BcTpoeHHble 3auTHbIe

3awuTHbIe Mephbl,

npesoTBpaLLeHUI0 NOBTOPHOTO
BO3HWKHOBEHWS MHLMAEHTOB

e CEPBUCHbIX/CNYXebHbIX

cepsepoB [Inatdopmbl 1
BUPTYanbHbIX

Npo4Ux
YCTPOWCTB;

¢ cepawucos lMNnatopmb.

JegutiuK He30nacHOCTU NepPCcoHankbHbIX MexaHu3Mel MNnardopmbl o Deley VORI
TpeGosaHnsa e e OGnaxof BbINONMHUTb KITMEHTbI
2 i ans gocTmkeHns Y3 - 1
WHLL.3 CeoeBpemMeHHoe HdopMupoBanune nuu, | M3 uucna pabotHukos M3 uucne paboTtHukoB
OTBETCTBEHHbIX 33 BbisiBNEHUE Anpekc.Obnako unu ero KMMEHTCKON opraHu3auum
VMHUWOEHTOB U pearmpoBaHue Ha HuX, o noApALYMKOB Unu ee NOAPALYNKOB
BO3HUKHOBEHNW UHUWAEHTOB B
WHOPMaUVOHHOW cucTeme
nonb3oBaTensMn 1 agMUHUCTpPaTopamm
1HL .4 AHanu3 MHUMAEHTOB, B TOM Yucne Ha yposHe: Ha ypoBHE KIMUEHTCKUX
onpeaeneHve UCTOYHUKOB M NPUYUH BMPTYarbHbIX MaLIUH U
BO3HUKHOBEHMS MHUMAEHTOB, 8 TakKe * ¢usn4eckoro knmenTckux Docker-
OLeHKa UX NOCNEeACTBUA oBopyaosaHus KOHTEHEepoB
Mnatcopmb;
nHU.5 [MpuHATME MEep NO YCTPaHeHuo
MOCNEACTBUI UHUUAEHTOB ¢ CpeacTs ynpasnexns
| | cpepnov BMpTyanusauuu;
nHU.6 MnaHvpoBaHue 1 NpUHATAE Mep No

X

[ VKD.2

|

YmpaBsnenue KoHdUry paumen MHPOPMaLMOHHON CMETeMbl M CUCTEMBI 3aLUUTLI NePCOHANBLHLIX AaHHLIX (YK®)

OnpeaeneHue nuu, KOTOPbLIM

paspellueHsl 4eCTBUS NO BHECEHUIO
U3MEHEHUI B KOHUIypaLmio
MHGMOPMAUMOHHOW CUCTEMBI 1 CUCTEMBI
3aLMTbl NEPCOHAMNBHbIX AaHHBbIX

KOHchurypauum nHopmMaumoHHON
CUCTEMbBI U CUCTEMBI 3aLLUTI
NepPCOHanNbHbIX AAHHbIX

| YKo.3

AHann3 NoTeHUManbLHOro Bo3AencTeus
nnaHupyeMbiX U3MEHEHUIA B
KOHchurypauum nidopmaumoHHon
CUCTEMbI U CUCTEMbI 3aLLUTbI
nepcoHanbHbIX AaHHbIX Ha obecneyeHune
3alnTbl NEPCOHaNbHbLIX A4aHHbLIX 1
coOrflacoBaHue U3MEHEHUI B
KoHUrypauum uHOpMaLUOHHON
CUCTEMbI C AOJDKHOCTHBLIM JIALIOM
(paboTHWUKOM), OTBETCTBEHHBLIM 32
obecneueHune Ge3onacHoCTH
nepcoHanbHbIX AaHHbIX

YK .4

JokymeHTupoBaHue nHdopmaumn
(aaHHbIX) 06 N3MeHeHUsX B
KOHpurypauum nkdopmaunoHHON
CUCTEMBI U CUCTEMBI 3ALLMUTI
nepcoHarbHbIX AaHHbIX

Ha ypogHe:

e busnueckoro
obopynosaHua
MnatdopMbl;

e CpeacTs
cpeaon BupTyanusauuum,

e CepBUCHbIX/CNYXeBHbIX

cepsepoB [nartgopmbl K
BMPTYyanbHbiX

npoYnx
YCTPOWCTB;

¢ [porpammHoro
obecneveHus MNnatopmel.

ynpasneHus

Ha ypoBHE KMEHTCKOW
BUPTYaribHON
VMHPACTPYKTYPbI 1
knueHTckux Docker-
KOHTENHEPOB
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