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3aknioyeHue 0 COOTBETCTBUM CUCTEMbI 3aWnTbl NepCOHaJNIbHbIX AAHHbLIX
TpeboBaHuaM Ne152-®3 «O nepcoHanbHbIX AaHHbIX»

000 «Kappg Cek»

(HammeHosaHMe opraHu3aunm-nsroToBuTens, cpamvmvm, nM4A, OTHYECTBO WHAMBKAYanbHOro npegnpuHumMaTens, NpuHABLLUUX Aeknapauuio o COOTBeTCTBMM)
(appec, TenedoH, akc)

JInueHsuna CTIK Ha AeATEeNbHOCTL NO TEXHUYECKON 3aLumTe KOH(pMAeHUMansHo nHgopmaummu Ne3099 ot 22 Hosops 2016

B nuue reHeparibHOro gupeKkrTopa NBaHoOBa AneKcaHp,pa |'0pbeBM‘-Ia
(Pamunus, nMa, OTYECTBO PYKOBOAUTENS OpraHn3auum, OT UMEHU KOTOPOW NPUHUMaEeTCs Aeknapaums)

3asBNSAET, YTO B pesynbTare MNPOBEAEHHOro ayauTa CUCTeMbl 3aluTbl NepcoHanbHbIX AaHHbix WCTMOH «MnaTtdopma
«AHpexkc.Obnako» B oTHoweHuu CepBUCOB, NponucaHHbiX B Mpunoxenuu 1, pasmeLyeHHbix B LLOL:

e 00O «Angekc» no agpecy r. Mbituwn, yn. CunvkaTtHag, 4.19;
e 000 «Anpgekc ALl Bnagumup» no agpecy r. Bnagumup yn. HepreTukos, a. 37;
o 000 «Angekc ALly no agpecy yn. MyuwkuHa, .21, r. Cacoso

Ha MOMEHT NPOBEAEHNSA OLIEHKWN COOTBETCTBUSA OblN BbINOSHEHLI BCE HEOBGXOAUMbIE MEPbI ANS HENTPaNU3aLun akTyanbHbIX
yrpos GesonacHoctu MAOH. Mo pesynbTaTam MoAenMpoBaHus yrpo3 Gbinu NpusHaHbl akTyanbHbIMU Yrpo3bl TPETLErO TUNa U
HeaKTyanbHbIMU Yrpo3bl NEPBOrO U BTOPOro TUNa.

Tawxe yctaHosneHo cooteetcTeue UCMAH «Mnatdopma «Anaekc.06nako» TpeGoBaHUAM:

1. N2152-®3 «O nepcoHanbHbIX AaHHbIX» OT 27 utons 2006 r.

2. «TpeboBaHMA K 3alUTe NEPCOHaNbHbIX AaHHbIX NPU UX 06paboTKe B MHGHOPMALIMOHHBIX
CUCTeMax NepcoHanbHbIX AaHHbLIX», yTBepXaeHHble MocTaHoBneHuem MpaButenbcTBa Poccuimckoi
®enepauun Ne 1119 ot 01.11.2012 r.

3. «CocTtaB M coaepxaHue TeXHUYECKUX U OPraHU3aLMOHHLIX Mep no o6ecnevyeHuto 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX NPU X 06paboTke B UHPOPMALMOHHBIX CUCTEMAX NePCOHaNbHbIX AaHHbIXY,
yTBepxaeHHbIn NMpukazom ®CTIK Ne 21 ot 18.02.2013 r.

(O6o3HaueHMe HOPMaTUBHBIX OKYMEHTOB, COOTBETCTBUE KOTOPLIM NOATBEPXKAEHO AaHHON AeknapaLmel C ykasaHUem NyHKTOB, COAEpXalLMX TPeBoBaHUA AN AaHHON
npoayKLum)

B UCMNAOH «Mnatdopma «Anaekc.O6nako» obecneynsaercs: 1-11 ypoBeHb 3awmweHHocTu MNOH

KpaTkoe onucaHue BCTPOEHHbIX 3aluTHbIX MexaHusamoB WUCTMAH «Mnatdopma «AHaekc.06nako» M 3alnTHbIX mep,
BbINOMTHEHNE KOTOPbIX MO3BOSIUT KNWEHTaMm BbINONHWUTL TpeboBaHus 3akoHojaTenscTBa PP Kk nepBoMy YpOBHIO
3alUMLLEHHOCTN NepcoHarbHbIX AaHHbIX, NpuBeAEeHO B MpunoxeHun 2.

Cxema AeKnapunpoBaHnUsa COOTBETCTBUA Ha OCHOBaHUU COOCTBEHHbIX AOKa3aTeNbCTB

B 000 «slHaekc.06nako» NPUHATLI OpraHM3aUMOoHHbIe U TEXHUYECKME Mepbl, obecneynBalowme COOTBETCTBUE
UCINAH «Mnatdopma «Anaekc.06nako» Tpe6oBaHnsaM Ne152-d3 «O nepCcoHanbHbIX AaHHbLIX» U €r0 NOA3aKOHHbIX
aKToB

[aTa nognucanus 17.12.2020

M.M.
reHepanbHblii gupektop OO0 «Kapa Cek», UeaHos A.HO.

j (Moanuce) (WHuumansl, amunus)
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MpunoxeHue 1. Cnucok cepBMCOB B 06/1aCTH ayauTa cucTeMbl 3awmTbl UCMNOH «Mnatdgopma
«Anpekc.O6nako»

1. CepBuc no ynpasneHuto ocTynom kK obnavHelim pecypcam / Yandex Identity and Access Management

2. Cepsuc no ynpaeneHuto obnadHbimu pecypcamu / Yandex Resource Manager

3. Cepsuc ObnayHbix BbluncneHui / Yandex Compute Cloud

4. Cepsuc BuptyanbHoe yactHoe obnako / Yandex Virtual Private Cloud

5. Cepsuc ans ynpasneHus ceTeebiMu GanaHcuposLimkamu Harpyaku / Yandex Load Balancer

6. Cepsuc O6bekTHOro xpaHunuia / Yandex Object Storage

7. Cepsuc bunnuira / Yandex Billing

8. Cepsuc API Gateway / Yandex AP| Gateway

9. Cepsuc Ynpaenernus ans (PostgreSQL, MySQL®, MongoDB, ClickHouse, Redis™, Apache Kafka®) /
Yandex Managed Service for (PostgreSQL, MySQL®, MongoDB, ClickHouse, Redis™, Apache Kafka®)

10. Cepsuc YnpaeneHusn gaHHbimu DataProc / Yandex DataProc

11. CepBuC ANS XpaHeHus, pa3BepTbiBaHns u ynpaeneHus Docker-o6pasamu/ Yandex Container Registry

12. Cepsuc gns 3anycka koga B Buge dpyHkumit/ Yandex Cloud Functions

13. CepBuc Ona OBYCTOPOHHEro obmeHa coobLleHnsiMu ¢ ycTpoilcTBamu no npoTtokony MQTT/ Yandex loT
Core

14. CepBuC ANS ynpaBneHus, MacluTabupoBaHmns, M3MeHeHNsl, OGHOBNEHUS U yaarneHus KoHTelHepos/ Yandex
Managed Service for Kubernetes

15. CepBuc BU3yanusauyum n aHanunsa gaHHbix/ Yandex DatalLens

16. Cepsuc ynpaeneHus pacnpegenénHoin NewSQL CYB[/ Yandex Database

17. Cepsuc Marketplace / Yandex Marketplace

18. CepBuc oyepepein Ans obmeHa COOOLUEHUAMW MEXAY KOMMOHEHTaMW pPacrnpenenéHHbIX MPUIOXKEHWA 1
Mukpocepsucos / Yandex Message Queue

19. CepBuc pacnosHaBaHus 1 cuHTesa peun / Yandex SpeechKit

20. Cepsuc mawumHHoro nepeeopa / Yandex Translate

(HaumeHoBaHue, TvN, Mapka NpoayKLMK, Ha KOTOPYto pacnpocTpaHseTcs Aeknapauus, kog OK 005-93 u (unu) TH B3/ CHI)
[arta nognucaxus 17.12.2020
M.M.

reHepanbHbii gupektop OO0 «Kapg Ceky, NMBaHos A.1O.

(ﬂonnﬂc;) v (UHnumansl, amunus)
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MpunoxeHue 2. PazgeneHne OTBETCTBEHHOCTY 3a 3alUTY NEePCOHaNbHbIX AaHHbIX

UcTouHUK
TpeboBaHus

WNaeHTudurkaumsa n ayteHtudmkaums

CopeprxaHue Mep no odecneyvyeHunro
6e30nacHOCTU NePCOHarbHbIX
OaHHbIX

BcTpoeHHble 3aluTHble
MexaHuamebl Mnatcdopmel
«AHpekc.Obnako»

3awmuTHEIe Mepbl,
KOTOpble AOMKHbI
BbIMONMHUTb KINUEHTbI
ansa gocTuxkeHusa Y3 - 1

TIA A )

AP

yno1

nonb3oBartenen)

NAD .1 Ha yposHe: Ha ypoBHe KMMEHTCKMX
nonb3oBaTteneil, ABNSIOLLNXCS BUPTYanbHbIX  MallvH U
paboTHUKaMK onepaTopa * puamueckoro KIMEHTCKMX Docker-

obopyAoBaHus KOHTEIHEPOB

NAD.3 YnpaeneHvue naeHTndukaTopamu, B ToMm Mnatdopmbl;
uncre cosgaHne, NpUCBOEHNe,

YHUUTOXEHNE NAEHTUUKATOPOB * CpeAcTB yrnpasnexns
Ccpenoit BUpTyanusaumu;

NAD .4 YnpaeneHve cpeacteamu
ayTeHTUdMKaLWN, B TOM YMCre ® CepBUCHbIX/CIIYXEBHbIX
XpaHeHue, Bblgaya, HULManmsaums, cepeepos  lnatcpopmbl 1
BrOKUPOBaHUE CPEACTB APOHUX BUARTYANEHEIX
ayTeHTMMKALMA 1 NPUHATAE Mep B YCTRONGTE,
cnyyae yTpaThl v (i) KOMNPOMETAUMA | o ceppucos MnaTdhopMb.

CpeacTs ayTeHTMKaLMm

NAD.5 3awmTa obpaTtHoi cBA3W Npu BBOAE
ayTeHTUMUKALMOHHON nHopmaLn

NAD.6 WNpeHTudomkauma n ayTeHTMdMKaums Ha ypoBHe pgoctyna K | Ha ypoBHe KIMEHTCKMX
nonb3sosaTerneil, He SBMAKLLMXCS cepsucam MnaTtpopMbl, | BUPTYaNbHLIX  MalMH 1
paboTHUKaMu onepaTopa (BHELLHMX NPeAOCTaBNAEMbIM KIIMEHTAM | KIMEHTCKNX Docker-

KOHTENHEepPOoB

KNMUEHTCKNX

nonb3osarenew, agMMHUCTPATOPOB U
nuuy, obecneunBaloLLInX
DYHKLMOHUPOBaHNE UHAOPMaLIMOHHON

YnpaeneHuve (3aBefeHve, akTuBaums, Ha yposHe: Ha ypoBHe
61oKMpPOBaHUE W YHUYTOXEHNE) BMPTYyanbHbIX MaluH WU
yUeTHbIMM 3anMcsMU nonb3osaTenel, 8 | © Pusuieckoro KITUEHTCKMX Docker-
TOM YMCIE BHELLHWX Nofb3oBaTenel obopyAaosaHIs KOHTEeHepoB
Mnatdopmel;
yna.2 Peanusauua HeobxoaMMbIx MeTOA0B
(IMCKPELMOHHBINA, MaHAaTHbIN, poneBoit | ® CPEACTB ynpasnexnsa
UMW UHON MeTOZA), TUMOB (YTEHMe, CPeAOY. BURTYRITAZALIMNA,
3anucb, BbIMOSTHEHWE UK MHOW TUM) U o CEPBUCHBIX/CTIYKEBHBIX
npasun pasrpaHMyeHust ocTtyna cepeepos  Mnatdopmbl v
npouunx BUPTYarnbHbIX
YCTPOWCTB;
e cepBucos lNnatgopmsl.
yna.3 Ynpasnexuve (punbTpaums, YnpaBneHue ceTeBbIM | YnpaBneHue ceTeBbIM
MapLUpyTU3aLus, KOHTPOb COeAMHEHWIA, | AOCTYNOM Ha YPOBHE: [OCTYrOM:
ofiHOHanpaBneHHasi nepefaya u uHble
CnOcoBbI ynpaBneHus) e chbusmyeckoro o mMexay  cermeHTamu
MHKOPMALIMOHHLIMMU NOTOKAMW MeXay o6opyaoeaHus KIMGHTCKOM |
yYCTPOICTBaMM, CerMeHTamu MnaTtdopmsl; BUPTyarbHOWN ceTu,
MH(OPMALIMOHHO CUCTEMBI, & Takxke o CEpPBUCHBIX/CIYXEBHbIX e CeTeBOr0  Aoctyna K
Mexay UHPOPMaLMOHHBIMU CUCTEMAMM ceTeit MnaTdhopmb!; KITMEHTCKOIA
BMPTyanbHON ceTn n3-3a
e OrpaHuyeHve Aoctyna ee npeaernos.
MeXay CermMeHTamu ceTen
pasnuyHbIX KIMMEHTOB
Mnatgopmel;
e OrpaHuyeHve poctyna w3
KIMUEHTCKUX ceTelt B
cepBUCHyto/cnyxebHyto
CeTb.
yno.4 Pasgenexune nonHomoumn (ponen) Ha yposHe: Ha ypoBHE KIWMEHTGKNX

e huanyeckoro
o6opyaoBaHus

BUPTYyarnbHbIX MaluWH K
KIMMNEHTCKNX Docker-
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3awuTHbIe Mepbl,

TR CopepxaHue Mep no obecneyeHmno BcTpoeHHble 3alUTHBIE KOTOPIE AOMKHLI
6e30nacHOCTN NepCoHanbHbIX MexaHuaMmbl Mnatgopmbl
TpeboBaHus RAHHLI s k6. O8nB 0y BbINONMHUTb KINUEHThI
: ansa goctmkeHus Y3 - 1
CUCTEMBI MnaTopmbl; KOHTEeNHepoB
yno.s HasHayeHve MuHumansbHo ® CpeacTs ynpasneHus
HeobxoaMMbIX NpaBs 1 NPUBUNErnia cpefoi BUpTyanusauuu;
nonb3oBaTensiM, aaMUMHUCTpaTopam u
nnLaM, 0GECTIeUNBAIOLLIM ® CepBUCHbIX/CNYKeGHbIX
(DYHKLIMOHMPOBAHUE MHCHOPMALIMOHHOV cepsepos  [nardopmbl
CCTEMb MpoUMX BMPTYarbHbIX
YCTPOIACTB;
Yno.e OrpaHuyeHne HeycneLlHbIX NOMnbITOK
BXOAa B MHOPMALIMOHHYIO CUCTEMY * cepsucos natgopmb!.
(moctyna K MHhOpMaLIMOHHON cucTeme)
yrna.10 BrnioknpoBaHue ceaHca gocTyna B
MHPOPMAaLIMOHHYIO CUCTEMY Mocre
yCTaHOBIEHHOTO BpeMeHun besgencTams
(HeaKTUBHOCTM) Nonb3oBaTens Uy no
ero 3anpocy
yna.11 PaspelueHuve (3anpeT) gencteum
nonb3oBaTenen, paspeLleHHbIX 40
naeHTudukaumm n ayTeHTudmnkaumm
yng.13 Peanusauus sawmieHHoro yaaneHHoro | Ha ypoBHe goctyna: Ha ypoBHe yaaneHHoro
pocTyna cybbekToB foctyna k obbekTam . JOCTyna K KNUEHTCKUM
[OCTYNa Yepes BHeLLHWe ¢ nonb3oBartenen K CepBucam | gy nryanpHLIM cepepam
NHAOPMALIMOHHO- fnatcopmbi; knvenTckum Docker-
TENEeKOMMYHUKaLMOHHbIE CETK o aOMUHUCTPATUBHOIO KOHTENHepam
aoctyna K usnyeckum u
BUPTYyarnbHbIM
CepBUCHbIM/CITYXeBHBIM
CUCTEMHBIM KOMMOHEHTaM.
yna.14 PernameHTaums n KOHTponb He npumeHsaeTcs He npumeHseTcs
NCMNONb30BaHNA B UHOPMALIMOHHOW
cucTeme TexHonorun 6ecnpoBogHOrO
JocTyna
yna.15 PernameHTaumsa n KOHTpoOnb He npumeHsieTcs He npumeHsieTcs
1Ccnonb3oBaHUs B UHOOPMaLMOHHON
cucteMe MOBUIbHBIX TEXHUYECKNX
cpeacTs
yrna.16 YnpaBneHve B3auMo4eNCTBUEM C Ha ypoBHe Mpwv opraHusauun Takoro
MHOPMAaLIMOHHBIMU CUcTEMaMmn CEPBUCHBIX/CNYKeOHbIX B3aNMOLENCTBUS C
CTOPOHHMX OpraHm3aumni (BHeLLHne CUCTEMHbIX KOMMOHEHTOB. KINUEHTCKUMM
MHOPMAaLIMOHHBbIE CUCTEMbI) BMPTYanbHbIMU MaluMHaMm
n knueHTckummn Docker-
KOHTenHepammu
yng.a7 ObecneyeHne [OBEPEHHON 3arpy3ku Ha yposHe He npumeHseTca
CPeACTB BblUMCMUTENBHON TEXHUKN CepBUCHbIX/CMYXeBHbIX

CUCTEMHbIX KOMMOHEHTOB

pas3peLleHHOoro K NCnonb3oBaHnto

ornc.2 YnpaBneHve ycTaHOBKOW Ha yposHe: Ha ypoBHe KnneHTCKux
(WHCTannsuMeit) KOMNOHEHTOB BUPTYasbHbIX MaLLWH 1
NPOrpamMMHOro 0GecreyeHus!, B TOM e usndeckoro knueHTckux Docker-
uncne onpeAeneHne KOMNOHEHTOB, obopyaosanms KOHTelHepoB
noAnexalumnx ycTaHoBKe, HacTpoiika Mnatcpopmbi;
NapameTpoB YCTaHOBKM KOMMOHEHTOB, o CEPBUCHBIX/CNYKEBHBIX
KOHTPOIb 33 YCTAHOBKOI KOMMOHEHTOB cepeepos  Mnatcpopmsl 1
nporpaMMHoro obecrneyerust —— BUPTYAMbHBIX

YCTPOWUCTB.
onc.3 YcTtaHoBka (MHCTannaums) TonbKo Ha yposHe: Ha ypoBHe knueHTckux

° hn3nYeckoro

BUPTYanbHbIX MaLUVH 1
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UcTouHuK
Tpeb6oBaHus

CopaepxaHue mep no o6ecneyeHuto
6e3onacHoCTU nepcoHanbHbIX ¢
OaHHbIX

BcTpoeHHble 3aluUTHLIe
MexaHu3mbl Mnardopmbi
«AHpekc.0O6nako»

3awuTHble Mepbl,
KOTOPbIe AOMKHbI
BbINOJIHUTL KINMUEHTbI
ansa poctumxeHusa Y3 - 1

nporpaMmmMHoro obecneveHus u (Mnum) ero
KOMMOHEHTOB

obopynoBaHus
MnaTtdopmbl;

CepPBUCHbIX/CNYXeBHbIX
cepeepoB [natcopmbl  u©
npounx BUPTYanbHbIX
YyCTPONCTB.

knueHTckux Docker-
KOHTENHepoB

CTOPOHHWE OpraHv3auun Ana pemMoHTa
UnNn yTunusaumm, a Takke KOHTporb
YHUUTOXEHUS (CTUpaHUs) unm
obesnuunBaHus

OnpepeneHune cobbiTuii Ge30NacHOCTH,

nognexalmx permcrpaummn, u CpokoB nxX
XpaHeHus

PCB.2

OnpegeneHne cocTaBa 1 coaepxaHus
uHdopMaLmKU O COBLITUAX
6e3onacHoCTW, noanexatux
perucTpaumu

PCB.3

Cbop, 3annck u xpaHeHune nHcopmMaumn
0 cobbITUAX 6E30MacHOCTU B TEYEHNE
yCTaHOBMEHHOIrO BPEMEHU XPaHEHUS

PCB.5

MoHuTOpUHT (NPOCMOTP, aHanus)
pesynbTaToB perncrpaummn cobbiTui
6e30nacHOCTM 1 pearmpoBaHme Ha HUX

©esonacHocTn

Peanunsaumsa aHTUBMPYCHON 3aLmnThbl

3awuTa nHpopmaumm o cobbITUAX

O6HoBneHue 6a3bl AaHHbIX MPU3HAKOB
BPEAOHOCHbIX KOMMbIOTEPHBIX MPOrpaMm
(BupycoB)

OBHapyxeHne BTOPXEHWI

COB.2

O6HoBneHue 6asbl peLuatoLLx Npasus

3HW.A1 YyeT MalLUHHbIX HocuTenen Ha  ypoBHe  cusnyeckux | He npumeHumo
NepcoHanbHbIX AaHHbIX HocuTenen nHopmaLmu,
NPUMEHSIEMbIX B pamkax
Mnatdopmbl.
3HWN.2 YnpasneHve OCTYNoM K MaLLUUHHbIM Ha ypoBHe turanyeckux He npnmenumo
HOCUTENSIM NePCOHanbHbIX AaHHbIX HocuTenen nHopmaumu,
NPUMEHAEMBIX B pamKax
Mnatcopmbl.
3HN.8 YHu4TOXEHUE (CTMpaHUE) 1K Ha ypOBHe usunyecknx | He npumeHnmo
obesnuynBaHne nepcoHarnbHbIX aHHbIX | HOcuTenei nHdopmaumm,
Ha MaLUWHHbIX HOCUTENAX NPW NX NPUMEHSIEMbIX B pamKax
nepeaaye Mexay nonb3osatensmu, B Mnatdopmel.

Ha ypBHe

® CepBUCHbIX/CNYXeOHbIX
CUCTEMHbIX KOMIMOHEHTOB;

e cepBucos [InaTtcopmbl, B
TOM  4Yucre  KIMUEHTCKUX
nencTeunmn no
UCMOonNb30BaHUIO CEPBUCOB.

He npumeHuMo, noTomy 4To
3aLLUMLLEHHBIA CErMEHT
COOEPKNT TOMbLKO CepBepbI.
OnepauunoHHas cuctema,
ucnonb3yemas Ha cepsepax,
NpakTU4YecKn He NoaBepxeHa
BUPYCHOMY 3apaxeHuio. Ha
cepBepax HeT NpPsiMoro

poctyna B VIHTEpHET u

ucnonbayetcs HIDS.

COB.1

Ha yposHe:

o (husnyeckoro
obopyaoBaHus

Ha ypoBHe KnueHTCKmx
BUPTYarbHbIX CEPBEPOB U
Docker-koHTenHepoB, a
TaKkXe UCrnonb3yemoro Ha
HWX MPOrpaMMHOro
obecneyeHns n cpeacTs
3awWwmThl MHOpMaLmK.

Ha YPOBHE  KIIMEHTCKUNX

BUPTyanbHbIX MaluMH "
KITUEHTCKMX Docker-
KOHTENHEepPOoB

Ha ypoBHE KIWEHTCKMX
CerMeHToB ceTun




Card

Security
CopepxaHue Mep no obecneyeHuro BcTpoeHHbIie 3aWuTHLIe SALNTHBIG MapE,
NcTouHuk KOTOpbIe AOTXKHbI
6e30MacHOCTU NEepPCOHanbHbIX MexaHuamebl NMnatgopmbl
TpetgRain BaHHBbIX «Anpekc.O6nako» HRIIRIHVTE KIMEHTEY
: ans poctuxkeHus Y3 - 1
Mnatdopmsi;
® CEepPBUCHbIX/CNY>KEOHbIX
cepsepoB [natdopmbl 1
npoumnx BMPTYarnbHbIX
YCTPONCTB.
s S I G ]
BbisiBneHwe, aHanua ya3BumocTei Ha ypoBHe Ha ypoBHe Kn1eHTCKMX
MHGOPMAaLMOHHON CUCTEMBI 1 CEPBUCHBIX/CIYKEBOHbIX BUPTYarnbHbIX MaLUWH 1
onepaTMBHOE yCTpaHeHe BHOBb BUPTYanbHbIX U U3NYECKUX knueHTckux Docker-
BbISIBMEHHbIX YA3BUMOCTE CUCTEMHbIX KOMMOHEHTOB KOHTEHepoB
AH3.2 KoHTponb ycTaHOBKM OGHOBNEHNI
nporpamMmmMHoro obecreyeHunsl, BKo4yas
0BHOBIEHME NPOrPaMMHOro
obecneyveHns cpeacTs 3aluThbI
NHopMaLmK
AH3.3 KoHTponb paboTtocnocobHocTy,
napameTpoOB HACTPOMKMN W NPaBUIbHOCTY
hYHKLMOHNPOBAHUSA NMPOrPamMMHOro
obecneveHns n cpeacTB 3aLumnThbl
NHopmaLmm
AH3.4 KoHTponb cocTaBa TEXHUYECKNX
CpeAcTB, MPOrpamMmmHoOro obecneyeHus 1
CPeACTB 3aLUmMTbl MHOpMaLK
AH3.5 KoHTponb npasun reHepaumm u CMeHb!
napornen nornb3oBaTenei, 3aBegeHns u
yAaneHns y4yeTHbIX 3anucein
nonb3oBaTenen, peanusauum npaesun
pasrpaHuyeHns 4ocTyna, nosIHOMoYMi
nonb3oBaTenen B UHHOPMaLMOHHON
cucteme
oun.1 KoHTponb LenocTHOCTY NporpaMMHOro Ha yposHe: Ha ypoBHe KNMEHTCKMX
obecneyeHuns, BKNoYasi NporpaMmmHoe BUPTYarnbHbIX MaLUWH 1
obecrneyeHne cpeacTB 3aLLnTh * cpusmieckoro knmeHTckux Docker-
MHbopMAaLMK obopyAoBaHns KOHTENHEpPOoB
Mnatcopmbl;
® CepBUCHBIX/CNYKEOHbIX
cepsepoB [InaTdopmbl  1©
npounx BUPTYanbHbIX
YCTPOWCTB.
ous.4 OGHapy:xeHue 1 pearnpoBaHve Ha He npumeHumo, Tak Kak B Ha ypoBHe KnneHTCKux
nocTynneHne B UHOPMaLMOHHYO cocrtas lNnatdopmbl He NMOYTOBbIX CEPBEPOB
CUCTEeMy He3anpaluMBaeMbIX BXOAUT (PYHKLMOHAN no
3MEeKTPOHHbIX COOBLLEHMI (Mucem, 0BMeHY 3NeKTPOHHOW NOYTON
AOKYMEHTOB) 1 MHOWM nHOpMaUmm, He
OTHOCSLLMXCS K OYHKLIMOHNPOBaHWIO
UHOPMaLMOHHON cucTeMbl (3aLLmTa oT
cnama)
OoAT .4 Mepuoamnyeckoe pesepBHOe Ha ypoBHe: Ha yposHe NCIMOH
KOMMpOBaHWe nepcoHarbHbIX AaHHbIX Ha KNWeHTa pesepBHOe
pesepBHbIe MaLUMHHbIE HOCUTENY * pusndeckoro KOnMpoBaHwe 1
NepCOHanbHbIX AaHHbIX obopyAoBaHus BOCCTaHOBIEHNE
Mnatdopmer; NepCoHanbHbIX AaHHBIX
oaT.s ObGecneyeHne BO3MOXHOCTH ocylecTenseTcs
BOCCTaHOBIEHMS! NIEPCOHANbHBIX AaHHbIX | ® CEPBUCHBIX/CIYXEOHbIX B GG
C Pe3epBHbIX MaLLNHHLIX HOCUTENeV cepsepos  [natdpopmbl 1 VIeHTOM.
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UcTouHuk
TpeboBaHuUs

CopepxaHue Mep no obecneyeHunio
6€30NacHOCTM NEPCOHANbLHbIX
AaHHBbIX

BcTpoeHHble 3aumnTHEIe
MexaHu3mbl Mnatdopmbl
«5SAHpekc.O6nako»

3alnTHbIe Mepbl,

KOTOPbIE AOMKHbI
BbIMOSTHUTb KITUEHThI
ans pocTuxkeHua Y3 - 1

nepcoHanbHbIX AaHHbIX (Pe3epPBHbIX
KOMui) B TEYEHNE YCTaHOBNEHHOO
BPEMEHHOro nHTEpBana

NaeHTnurkauma n ayteHTurkaumsa

npoumnx BUPTYarnbHbIX
YCTPOWCTB.
BbIMOMHAETCSA
aBToMaTu3npoBaHHas

pennukauus [aHHbIX B
nnaTOPMEHHOM XpaHUuLLE.

o

Ha poae:

Ha ypoBHe KrnneHTCKnx
BUPTYanbHbIX MaLUVH 1
KoHTenHepoB Docker
pesepBHOE KoMnMpoBaHue
[aHHbIX OCYLLIeCTBAETCA
KMWEHTOM C NMOMOLLIbIO
nnatdopMeHHbIX
WHCTPYMEHTOB.

He npumeHumo

3CB.1
cybbekToB AocTyna n o6bEeKToB AOCTyna
B BUPTyanbHoi uHpacTpyktype, B Tom | © CPEACTB yrpaafieqs
YnCrie aAMUHNCTPATOPOB YNpaBneHus CpeAon supTyanusaunn,
cpeacTeamu BupTyanusauuiu o CEPBUCHBIX/CIYKEBHbIX
3CB.2 YnpaBneHue [OCTyNoM CyGbeKTOB cepeepos  [1natopmbl U Mo 'yoosne kanenTCkux
[0CTyna K 06bekTam JocTyna B NPOHuX BUPTYaNbHbLIX | pynTyanbHBIX MaLLUH U
BUPTYanbHOM MHPaACTPYKTYPE, B TOM yCTpovCTB, knuenTckux Docker-
yucre BHYTPU BUPTyanbHbIX MaLUWH o cepaucos MnaTopmbi. KOHTeNHepoB
3CB.3 Pervnctpaums cobeiTuin 6esonacHocTn B
BMPTYarnbHOW UHAPaCTPyKType
3CB.6 YnpaBneHve nepemeLleHnem Ha yposHe: PeanusoBaHo Ha ypoBHe
BUPTyasibHbIX MalWH (KOHTENHEPOB) 1 apxuTekTypsbl MNnatdopmbl
06pabaTbiBaeMbIX Ha HIX AAHHBIX ¢ CpeAcTs ynpasnenna
cpenon BupTyanusauuy,
® CepBUCHbIX/CNYXeBHbIX
cepepoB [Inatgopmbl 1
npoyYmx BUPTYarbHbIX
YCTPOWCTB.
3CB.7 KoHTpOnb LienocTHOCTY BUPTYaribHOM Ha yposHe: Ha ypoBHe KnneHTCKnx
NHPaCTPYKTYpbl 1 ee KoHdUrypaumin & EEpIHEHERET KOG Eﬁﬁ;ﬁg:::légncigrv_m n
cepeepoB [lnatgopmbl 1 KOHTEIHEPOB
npoYmnx BUPTYyarnbHbIX
YCTPONCTB.
3CB.8 PesepsHoe KonMMpoBaHue JaHHbIX, Ha yposHe: Ha ypoBHe KnneHTCKmX
pe3epBMpOBaHNE TEXHUYECKNX CPEACTB, BMPTYanbHbIX MaLLUH 1
nporpammHoro obecneyeHus * cepBuCHbIX/CIyxeBHbIx knuenTckmnx Docker-
BUPTYanbHOM MHPACTPYKTYPbI, @ TaKkKe cepeepos  [natopmbl 1 | youreiinepos
KaHarnoB CBA3W BHYTPW BUPTYanbHOM npo4mx BUpTyanbHbIX
NHPaACTPYKTYPSI YOTPUMGTE,
3CB.9 Peanusauus n ynpasneHue He npumeHumo, Tak Kak B Ha ypoBHe KnneHTCKux
aHTVBUPYCHO 3aLUMTON B BUPTYanbHON | 3aliuLliaemMoM KOHType BUPTYarnbHbIX MaLLUyH 1
UHMPaCTPYKType pacnoroXeHbl knueHTckux Docker-
UCKIIOYNUTENBHO CepBEPHbIE KOHTEWHepoB
MOLLHOCTK, ucnone3ytotca OC
NpaKTUYeckn He
noaBepKEHHbIE BUPYCHOMY
3apaxeHuio, OTCYTCTBYET
NPSIMO AOCTYN B MHTEPHET, a
TaKxKe Ha xocTax
npumeHseTtcs HIDS.
3CB.10 PasbueHne BupTyanbLHon YnpaeneHue ceTteBbIM | Ha ypoBHe cermeHToB

VNHMPACTPYKTYPbl HA CErMeHTbI
(cermeHTUpOBaHNe BUPTYanbHON
MHPaCTPYKTypbl) ANns 06paboTkm
nepcoHarnbHbIX AaHHbIX OTAEMbHBIM
nonsb3oBaTenem un (unu) rpynnomn
nonb3oBarenemn

[OCTYMOM Ha YPOBHE:

e CepBUCHbIX/CNyKeBHbIX
ceten MNnatdgopmbl;

e orpaHuyeHue Joctyna
MeXay CermMeHTamm ceTei
pasnuyHbIX KNUEHTOB

CeTU KIneHTa
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CopepxaHue Mep no obecneyeHuro
6esonacHoCcTH nepcoHarnbHbIX
A3aHHbIX

UcTouHMK
TpeboBaHusA

BcTpoeHHbIe 3aWuTHBIe
MexaHu3mbl MNnatdopmbl
«AHpekc.Obnako»

3aluTHbIe Mepbl,
KOTOPble AOMKHbI
BbINOJITHUTb KIMUEHTbI
Ona gocTmxkeHus Y3 - 1

KoHTpornb u ynpaenexnue duanyeckum
ZOCTYMNOM K TEXHUYECKUM CpeacTBamM,
cpeacTeam 3aluTbl HopMaLmu,
cpeacteam obecneyeHust
(PYHKLUMOHUPOBAHUS, @ TakXe B
NMOMELLEHNSA N COOPYXKEHUS, B KOTOPbIX
OHW YCTaHOBIEHbI, UCKIIOYaloLLme
HeCaHKLIMOHNPOBaHHbIN husnyeckuin
JOCTyn K cpeacTBam obpaboTkm
UHbopMaLmu, cpeacTBam 3alnTbl
UHbopMaLmu 1 cpeacTeam
obecneyeHns OYHKLMOHNPOBaHMWSA
MHOPMAaLIMOHHON CUCTEMDI, B
NMOMELLEHNSA 1 COOPYXKEHUS, B KOTOPbIX
OHW YCTaHOBIIEHbI

Mnatdopmel.

Ha ypoBHe obecneveHus
husnyeckon HesonacHoCTu

uoa

He npumeHumo

(BO3AEICTBUI OKpPYKalOLLEN cpeapl,

HecTabunbHOCTU 3NEKTPOCHaGXEeHUS,
KOHAVLIMOHNPOBAHUS U NHbIX BHELLUHNX
hakTopoB)

ObGecneyeHue

3aLUTbl NEPCOHarbHbIX
[OaHHbIX OT packpbITUS, MogudmKaLmm n
HaBsA3bIBaHWS (BBOAA JTOXHOMN

® VCrnonb3yembiX Ansa gocrtyna

3TC.4 PasmeLlLieHne ycTpoiicTB BpIBOAA He npumensieTcs B IO ans He npumeHumo
(oToBpaxeHus) nHdopmaumu, oTobpaxeHus MOH
uckniovaroLLee ee
HeCaHKLMOHNPOBaHHbIA MPOCMOTP

3TC.5 3awuTa OT BHELUHUX BO3AENCTBUN Ha yposHe LLIOJ He npvmeHumo

YCTaHOBJIEHHbIM KITUEHTOM
Ana goctyna K ero

noanexaliux U3MeHEeH1Io B npouecce
06paboTKku NepcoHanbHbIX AaHHbIX

e CepBUCHbIX/CNyXeBHbIX

WHChOpMALMN) NPV ee nepeade aAMMHMCTPaTOPOB K| BupTyanbHbIM MaLMHaM U
(NOATOTOBKE K nepejaye) no kaHanam CMCTEMHEIM  KOMNOHEHTAM | pgcker-konTeiiHepam.
CBS3M, UMEIOLLM BbIXOA 33 npegers Mnatchopmbl;
KOHTPONUPYEMOI 30HbI, B TOM YKcChe o MCMONb3yeMbIX ANS AOCTYNa
6ecnpoBoAHbLIM KaHanam CBA3M nonk3oBaTenei "
aaMUHUCTPaTOPOB K
KOHCONU ynpasneHus
cpegnoi BupTyanusauuu,
o mexay LIO.
31C.11 ObecneyeHve NogNMMHHOCTY CETEBbIX Ha ypoBHe kaHarnos: Ha ypoBHe cermeHTOB
coeauHeHuin (ceaHcoB ceTn KnneHTta
B3aMMOAENCTBMS), B TOM YuChe Ans ¢ ucnonb3yemelx Ansa Aoctyna
3aLLUMTbl OT NOAMEHbI CETEBbIX afMUEUCTPATOPOB K
YCTPOIICTB 1 CEpBICOB CUCTEMHBIM  KOMMOHEHTaMm
MnaTtdopmel;
e LCMOMb3yeMbIX ANs JoCTyna
nonb3oBaTeneu n
aaMUHUCTPaTOPOB K
KoHconu ynpaBneHus
cpefoi BUpTyanusaumu;
o mexay LO[.
31C.15 3awumTa apxvBHbIx ainos, Ha yposHe: Ha ypoBHe KnneHTCKux
napamMeTpoB HACTPOWMKN CPeaCTB BUPTYarbHbIX MaLUWH 1
3aLWnThl UHpOPMaLIMK 1 MPOrPaMMHOTO * cusnyeckoro krnmenTckux Docker-
0BecrneyeHmns 1 UHbIX AaHHbIX, He 060opyAoBaHIS KOHTEeNHEepOoB
MnaTtcopmbl;
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3awuTHbIe Mepbl,

itoniing CopaepxaHue Mep no obecneyeHmno BcTpoeHHbIe 3alUTHbIe HQToP LIS HGrALI
TpeGoBaHus 6e30MacHOCTN NEePCOHaNbHbIX Mexa;m.Mbl gréaTd)Oprl B e e L
OaHHbIX «Anpekc.O6nako» i AOETHRGRNE 31
cepeepoB [naTtdopmel  u©
npoynx BMPTYanbHbIX
YCTPOWNCTB.
3nc.17 Pa3buneHne nHpopMaLMoOHHON cucTemMbl Ha ypoBHe Ha ypoBHe cermeHTOB
Ha CerMeHTbl (CerMmeHTMpoBaHme CepBUCHBIX/CITyKeBHbIX BUPTYanbHON ceTu
WMH(OPMAaLMOHHON CUCTEMBI) U CErMeHTOB CeTy. KnueHTa
ofecneveHne 3aLnTbl NEPUMETPOB
CErMeHTOB MHDOPMALIMOHHOW CUCTEMbI
31C.20 BawnTta 6ecnpoBoAHbIX COEANHEHNIA, He npumeHumo He npumeHnmo

NpUMeHsIEMbIX B UHCDOPMALIMOHHOA
cucTeme

npenorepalleHnio NOBTOPHOrO
BO3HWKHOBEHUNA NHLUWOEHTOB

paspeLueHbl AeNCTBUS MO BHECEHUIO
U3MEHEHUI B KOHUrypaumio
VUHPOPMAaLIMOHHOWN CUCTEMBI U CUCTEMBI
3aWmUThbl MEPCOHanbHbIX AaHHbIX

MHL.1 OnpepeneHue nuu, OTBETCTBEHHbIX 3a M3 uncna paboTHUKoB M3 yncne paboTHUKOB
BbIIBIEHNE UHLUMAEHTOB 1 Anpekc.Obnako unu ero KMUEHTCKOW opraHusaumm
pearnpoBaHne Ha HUX noapAAYNKOB unn ee NOAPSIAYNKOB

MHLU.2 OGHapyxeHue, ngeHtTndukaumsa n Ha yposHe: Ha ypoBHe KnneHTCKnx
perncTpaumns NHUMAEHTOB BMPTYaribHbIX MaLUVH U

* cpusndeckoro knuenTckux Docker-
obopyaosanms KOHTEIHEepOB
Mnatgopmbl;

e cpencTs ynpasneHus
cpegfoit BUpTyanusauuu,;

e CEPBUCHbIX/CRYKeBHbIX
cepeepoB [natdopmbl 1
npounx BUPTYarbHbIX
YCTPOWACTB;

e cepsucos Nnatdopmbl.

MHLL.3 CBoeBpeMeHHOe UHopmupoBaHue nuy, | U3 yncna paboTHUKOB M3 yncne paboTHukoB
OTBETCTBEHHbIX 32 BbISIBNEHUE Anpekc.06nako unu ero KIMMEHTCKOW opraHusauumn
MHLUMAEHTOB U pearvpoBaHue Ha HUX, O noapAOUMNKOB Unu ee NoapPASYNKOB
BO3HUKHOBEHWUW MHLIMOEHTOB B
NHOPMaLMOHHON cucTeme
nonb3oBaTensM1 1 agMUHUCTPaTopamm

WHLL.4 AHanus UHUMAEHTOB, B TOM Yucrne Ha yposHe: Ha ypoBHe KnneHTCcKkux
onpeneneHne NCTOYHUKOB U NPUYKH BMPTYarnbHbIX MaLUVH K
BO3HWKHOBEHMSA VHLMAEHTOB, @ TaKxKe * cusnyeckoro knueHTckux Docker-
OLEHKa WX MOCeACTBHIA obopyaosanms KOHTEIHEepOoB

Mnatgopmbl;

WHLL.5 [MpuHATHME Mep MO yCTPpaHeHUIo
NocneACTBUN UHLMAEHTOB ¢ CpeAcTs ynpaeneHus

cpefo BupTyannsaumn;

MHL.6 MnaHvpoBaHue 1 NPUHATNE Mep Mo

o CEPBUCHbIX/CRYKeBHbIX
cepeepoB [Mnarcopmbl 1
npounx BUPTYarnbHbIX
YCTPOWCTB;

e cepBucos natdopmel.

Ha yHe:

e (hU3n4ecKoro
obopynoBaHus
MnaTtdopmsl;

YK®.2

YnpagsneHue usmeHeHusmu
KOHUrypaLmm nHpopMaLMoHHO
CUCTEMbI U CUCTEMBI 3aLLUTHI
nepcoHanbHbIX AaHHbIX

e cpeacrte ynpaBneva
cpepol BUpTyanuaaumu;

o CEepPBUCHbIX/CIYXeGHbIX

cepeepoB [Mnatdopmbl 1

Ha ypoBHe knmeHTcKomn
BUPTYanbHON
MHMPACTPYKTYPbI 1
knneHTckux Docker-
KOHTeHepoB
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NcTouHuk
TpeboBaHusa

CopeprkaHue mep no o6ecrneveHno
6e30MacHOCTM NePCOHanbHBIX
AaHHbIX

BcTpoeHHble 3aWUTHbIE
MexaHu3Mmbl MNnaTtcgopmbl
«Anpekc.O6nako»

3awuTHble Mepbl,

KOTOPbIe AOMKHbI
BbINOSTHUTL KIMUEHTbI
ans poctuxkeHua Y3 - 1

YK®.3

AHanus noteHumanbHOro BO3aeNCTBYSA
nnaHnpyemMbIX USMEHEHUI B
KOHUrypaumm nHpopmaunoHHom
CUCTEMbI 1 CUCTEMbI 3aLUUTbI
nepcoHarnbHbIX AaHHbIX HA obecrneyeHne
3aLWnTbl NepcoHanbHbIX AaHHbLIX 1
corrnacoBaHue U3MeHeHuin B
KOHDUrypaLmm nHgopmMaLmoHHON
CUCTEMbI C AOMKHOCTHBIM NULIOM
(paboTHMKOM), OTBETCTBEHHbLIM 3a
obecneveHne 6esonacHocTu
NnepcoHanbHbIX faHHbIX

YKo .4

[okymeHTUpoBaHue nHchopmaumu
(AaHHbIX) 06 N3MEHEHUAX B
KOHdburypaumm nHpopmMaLmoHHON
CUCTEMbI 1 CUCTEMBI 3aLLUTbI
NepcoHarnbHbIX AaHHbIX

npoYmx BUPTYarnbHbIX
YCTPOWNCTB;

e [lporpammHoro
obecneyeHus MNnaTopmebl.




