
Strit,*,
3axnpqeuHe o coorBercrBu14 cr4creMbr 3aquTbt nepcoHanbHbrx AaHHbtx

rpe6oeaxusrvr Ngl 52-O3 <<O nepcoxarbHbrx AaHHbrx))

OOO <KapA Cex>

fluqeueun OCTOK Ha AerrenbHocrb no rexHuqecxoft sau.lure xou$r4euquansuofi uxQopuaquu Ns3099 or 22 aoa6pa2016
B nilLle rexepanuxoro ghperropa heaxoea AnercaxApa lOpueerqa

(OaMrnus, ,rMf,, orqecrBo pyxobo4nrenn opraHh3aqht,t, or IMeHu xoropofi nprnruaercn Aexnapaqltf,)

3asBrqer, qro B p$ynbrare npoBe4eHHoro ay4[ra ct,tcreMbr 3ar.l1nrbr nepcoHaflbHux AaHHbtx l4Cl-l[n <[lnarSopua
<fin4erc.O6naKo> B orHouleHnu CepencoB, npon[caHHbrx e flprnoxennn 1, pa3MeuleHHurx e L{O[:

. OOO <flxaerc> no alpecv r. Murnu]u, yn. Cunurarnas. tr.19:

. OOO <flxaerc IIU Bnaaunaup> no aapecy r. Bnaaruup vn. eneprernxoe, a. 37:

. OOO <flHaerc IlU> no aaoecv vn. IlvltlrilHa, n.21, r. Cacoeo

Ha MoMeHT npoBeAeH[F oLleHKu coorBercrBr4a 6unu BbrnoflHeHu ece Heo6xoAr4Mbre Mepbt Ans nefirpanneaLlt,tfl aKTyanbHbrx
yrpos 6esonacHocru l-1fltt. Ilo pffiynbraraM MoAenilpoBaHilr yrpos 6urnu npu3HaHbr aKryaflbHuMr yrpo3bt rperbero rnna v
HeamyanbHbrM14 yrpo3br nepBoro il BToporo Tilna.

Taxxe ycraHoBneHo coorBercraue l4CIIf[n <flnarSopua <rf x4exc.O6naro> rpe6oeanunrr,t:

1. Ns152-O3 (O nepcoHarbHbtx AaHHbtx) or 27 r{tonn 2006 r.
2. <Tpe6oea![t K 3aqrre nepcoHarbHbrx f,aHHbrx npr ]rx o6pa6orre a nxsopruaqroHHbrx
clcreMax nepcoHaflbHbrx AaHHbrxD, yrBepxAeHHbre nocraHoaneHlaeM flpaerrenucrea Poccnlcxofi
Oegepaqrh Ns 1 119 or 01 .11.2012 r.
3. <<Cocras l,l coAepxaH],re rexHlrqecK]rx r,r opraHH3aqt,loHHbtx Mep no o6ecne,{exlalo 6esonacHocr],l
nepcoHanbHblx AaHHbrx nph rx o6pa6orxe e nxSopMauhoHHblx c]tcreMax nepcoHanbHblx AaHHblxD,
yreepxgeHHHfi nphxa3oM OCTOK Ne 21 or 18.02.2013 r.

npoAyKql4r)

B 14Cflflx <flnarSopnaa <<fl n4exc.O6naxo> o6ecneqfieaercs: 1-fi ypoeenb 3aqrqeHnocru flfln

Kparxoe onilcaHile BcrpoeHHbrx 3au.14THbrx MexaHfi3MoB l4cflfix <<Ilnarsoprvra <<fh4exc.O6naro> il 3au.lylrHbtx Mep,
BUnonHeHIe Koropbtx no3Boflr4T KnreHTaM BbrnonHfiTb rpe6oaanrn 3aKoHoAarenbcrBa PO K nepBoMy ypoBHto
3aLq[u]eHHocrm nepcoHanbHbtx AaHHbtx, npuBeAeHo a llpunoxenur 2.

Cxerua AeKna pt4 poBaH ufl coorBercrBr4n Ha ocHoBaHHu co6creeHHblx AoKa3arenbcrB

B OOO <f nnqxc.O6naxo> npHHqrbl opraHx3aq[oHHbre H TexHl,lqecKre Mepbl, o6ecneqHearcr4t,te coorBercrBue
14Cllflx <[lnarsoprua <f ngexc.O6naxo> rpe6oBaH]rHM Ne152-tD3 <O nepcoianunslx AaHHbtxD r ero nogsaKoHHbrx
AKTOB

!ara 17.12.2020

reHepanuxurft Ailpeffiop OOO <KapA Cer>, l4eaHoB A.]O.
([4xuqranut, Qarr,rranran)



$3::l..*
Ilprnoxenne 1. CnncoK cepBlrcoe e o6nacrn ayAura crcreMbr 3aqlrrbr llCl-lAn <l-lnarsoprvra
<f xflexc.O6naxo>

1. Ceperc no ynpaBneHro AocrynoM r o6naqHbrM pecypcau / Yandex ldentity and Access Management

2. Ceperc no ynpaenexilo o6naqrurMil pecypcanau / Yandex Resource Manager

3. Cepeuc O6na,{Hurx eurqilcneHnil / Yandex Compute Cloud

4. Cepailc BilpryanuHoe qacrHoe o6naxo / Yandex Virtual Private Cloud

5. Cepetac Anq ynpaeneHrs cereeuirr 6anaHcupoau-lmxa]'nu xarpysru / Yandex Load Balancer
6. Cepenc O6uexrnoro xpaHrnilula / Yandex Object Storage
7. Cepeuc Ernnnnra / Yandex Billing

8. Ceparac API Gateway / Yandex API Gateway
9. Ceparc Vnpaenenun 4nn (PostgreSQL, MySQL@, MongoDB, ClickHouse, RedisrM, Apache Kafka@) /

Yandex Manaqed Service for (PostqreSQl, MySQL@, MonqoDB, ClickHouse, RedisrM, Apache Kafka@)
10. Cepanc Ynpaenexnn AaHHbrMrd DataProc / Yandex DataProc
11. Cepauc Ane xpaHeHilq, pa3BeprbrBaHuF I ynpaBneHhn Docker-o6pasavulYandex Container Registry

12. Ceperc Anfl 3anycKa KoAa B er,t4e Synxrlrail/ Yandex Cloud Functions
13. Cepeuc AnF ABycropoHHero o6ruena coo6qexnnMu c ycrpoilcrearryr no nporoKony MQTT/ Yandex loT

Core
14. Cepeuc AnF ynpaBneHilF, MacuJra6upoeanuR, r43MeHeHfin, o6xoenenr4F 14 yAaneHus ronrefinepoa/ Yandex

Managed Service for Kubernetes
15. Cepauc Bh3yanil3aqtnn u alann3a 4anxurx/ Yandex DataLens
16. Cepenc ynpaBneHils pacnpe4enennoft NewSQL CyEA/ Yandex Database
17. Cepauc Marketplace / Yandex Marketplace
18. Ceparc ovepe4efi AnR o6naena coo6qenileMil Mex(qy KoMnoHeHTaMu pacnpe4en6nnurx npunoxennil u

M14KpocepBucoe / Yandex Messaqe Queue
19. Ceparc pacno3HaBaHrfl t4 ct4Hre3a pequ / Yandex SpeechKit
20. Cepauc MaLUilt-rHoro nepeeoAa / Yandex Translate

(HafiNleHoBaHue, run, MapKa npoAyKr.{4r4, Ha Koropyro pacnpocrpaHeercF AeKnapaqLre, KoA OK 005-93 ,1 ([nu) TH B3A CHf)

lara 17.12.2020

reHepanuHsrfi Ailperrop OOO <KapA Cer>, I4eaHoB A.[O.
([4xuquansr, Qauunrn)



$ttit,*,
flpunoxexne 2. PalryereHue orBercrBeHHocrl4 3a 3aUHTy nepcoHanbHbrx AaHHbrx

Hcroqxux
rpe6oeanue

Cogepxaxue Mep no o6ecneqenrp
6egonacrocrla nepcoHanbHbrx

AaHHbrx

Bcrpoennure 3aqxrHbre
MexaH143Mbr llnar$opuur

<f nAexc.O6raKoD

3aqrrxure Mepbr,
KOTOpbre AOnXHbr

BbtnonH}lrb KnueHTbr
rrnfl [ocrvrxerrs Y3 -'l

1/AO.1 klgeuruQuxaque u ayreHruQuxaqun
non b3oBarenefr , s ens rcu.lr,rxcs
pa6oruuxanltu oneparopa

Ha ypoaue:

r Susuuecxoro
o6opygoaaxrn
['lnar$optvtut;

. CPEACTB YNPABNEHfif,
cpegofi Bilpryanr3aquu;

. cepBucHbtx/cnyxe6gstx
cepBepoB l-1nar$oprvrut v
npoq[x BupryanbHbrx
ycrporicra;

. cepBr4coB l-lnarSopuur.

Ha ypoBHe KJrueHTcKr4x

BUpryanbHbrx MauJrlH v
KflueHTcKr4x Docker-
xonrefinepoa

t/Ao.3 YnpaaneHre rgeHrr$rxaropaMu, B ToM
r.,rucne co3AaH14e, nphcBoeHIe,
yHr4r.rroxeH Ie u4eHrrQrraropoa

uAa.4 Vnpaeneuue cpeAcrBaMI
ayrexruSuraquu, B roM qucne
xpaHeH[e, Bbr.qaqa, v{Vqnann3aqt A,

6noxupoaauue cpegcrB
ayreHru$uraquta u npuHsrne Mep B

cflyqae yrparH n (unu) KoMnpoMeraLlul4
cpeAcrB ayrenrta$nxaqru

t/Ao.5 3aqrra o6paruotr cBflsrl npul BBoAe
ayreHruSuxaquouuori uuSopuaquu

t/Ao.6 lzl4exru$mraqufl u ayreHrxQuxaqtan
nonb3oBarenei, He nenrrcqrxcR
pa6ouurauu oneparopa (aneuuux
nonusoaarenefi)

Ha ypoBHe Aocryna K

cepBrcaM flnar$opurur,
npeAocTaB'lseMbrM KnueHTaM

Ha ypoBHe KflueHTcKr4x

Bt4pryanbHbrx MauJ[H A

KJrreHTcKt4x Docker-
xoxreftxepoe

ynE.1 YnpaaneHue (aaee4euue, aKruBaLltan,
6normpoaauue u yunvroxeHue)
yqerHbtMu 3anucnMr4 nonugoeateneti, g

ToM qhcne BHeuHux nonugoearenefi

Ha ypoeue:

o $uauvecroro
o6opy4oeaxrn
llnar$opruu;

. cpeAcrB ynpaBneH[fl
cpe4ofi Brpryanr3aqhr;

r cepaucFrutx/cnyxe6rutx
cepBepoB llnar$opuur u
npoqr4x BilpryanbHbrx
ycrpoftcra;

. cepB[coB l1nar$opruu.

Ha ypoBHe KnueHTcKr4x

Br4pryanbHbrx Ma[rJr4H n

Kn[eHrcKvrx Docker-
xonreftnepoe

vn!.2 Peanusaqnn neo6xoguwrurx MeroAoB
(4ucxpequouxurfi , rr/laHAarHuri, poneeora
unu nuoit ruero4), rrnoa (vrenue,
ganucb, BbrnoflHeHtae unnunoiltun) n

npaBt4n pasrpaHilqeHiln Aocryna

ynA.3 Ynpaenexue (Qunurpaqun,
Maplupyru3aqrs, KoHrponb coeAuxeuurl,
oAHOHanpaBneHHaE nepeAaqa I uHbte
cnoco6sr ynpaaneHrr)
uHQopMaq[oHHbrM14 noroKaM[ Mex4y
ycrpofi creauu, cerMeHTaMr
uu$opuaquosnoft crcrerrltbt, a raKxe
ue44y nH$oprrltaquoHHbrMLr cr4creMaMI

Ynpaenexue cereBbrM
AOCTynOM Ha ypOBHe:

. Silo]4qecKoro
o6opy4oeauun
[lnar$opuur;

. ceps[cHurx/cnyxe6uurx
cerefi llnarQopuu;

. orpaH[qeH[e Aocryna
nle44y cerueuraruu cereil
pa3nuqHbrx KflueHToB
[1nar$opruu;

. orpaHilqeH[e Aocryna u3
Kr[eHTcKr4x cerefi B

cepeucnyn/cnyxe6xyro
ceTb.

Vnpaenexre cereBbrM
AocrynoM:

r MEXAY CETMEHTAMil
xnrenrcrofi
eupryanuxofi cerr;

. ceTeBoro .qocryna K

xnreHrcxofi
aupryanunofi certa us-3a
ee npeAenoB.

ynE.4 Paogenenre nonHouro,{rfi (ponefi )
nonb3oBarenefi , aArrltrHucrparopoB t4

nuq, o6ecnevrBalol4r4x
SvHrquoxrpoeaHue uHdopuauuoxxofi

Ha ypoene:

. Qr4gl4qecKoro
o6opygoaauun

Ha ypoBHe KrreHTcKr4x
BLlpTyanbHbtx MauuH v
KnreHTcKr4x Docker-

hgenrr,r$uxaqhfl n ayreHrrSuxaqras cy6uexroe.qocryna h o6r,exroe Aocryna (HAO)

ynpaBneHl4e AocrynoM cyObeKToB,qocryna K oobeKraM Aocryna (ynA)



Ca rd
Securitys

[4croqxux
rpe6oeanua

CoAepxaxue Mep no o6ecneqenrrc
6esonacHocru nepcoHanbHbrx

AaHHblx

Bcrpoexxure 3auurHble
MexaHlr3M br flnar$opru ur

<f xAexc.O6naKoD

3au{urxsre Mepbr,

KOTOpbre AOn)KHbr
BbINO.tIHHTb K'IHEHTbI

Ane AocrxxeHuq Y3 - 1

cucTeMbr l-lnarSopnrur;

. CPEACTB ynpaBneHnq
cpegott Bupryanv3aquui

o cepeucHur)dcnyxe6xurx
cepBepoB llnarSoprvrur u
nporil4x BhpTyanbHbrx
ycrpoficre;

. cepBucoB flnar$opruu.

roureriuepoa

yn!.5 Haaxaqexile MIHurMafl bHo
xeo6xoAunaurx npaB u npuannernil
nonbSoBaTefl rM, aAMilH14cTpaTopaM u
n14qaM, o6ecneqIaatoq]aNr
QyuxquouupoeaHre uHSopuaquoxHofi
CMCTEMbI

vn!.6 OrpaHuveHue HeycneuJHbrx nonblroK
Bxoga B uu$opuaqroHHyro o4creMy
(gocryna x uuQopuraqnonHoi cucrerue)

vnA,10 SnoxrpoaaHue ceaHca Aocryna B

rxSopuaqroHHyro cr4creMy nocne
ycraHoBneHHoro BpeMeHu 6es4efi crehs
(Heaxruaxocru) nonusoeareflq tar'lu no
ero Sanpocy

ynA.11 Paspeu:exre (sanper) Aeft crehft
nollb3oBarenefi , paspeueHHbrx Eo
u4exruSrxaqlzv' v ayreHru$m raqn r

vnE.13 Peanusaqrn 3auUr.qeHHoro y4aneHHoro
Aocryna cy6r,erroa Aocryna r o6rexran
AOCryna qepe3 BHeUJHl4e

urSopuaquoxno-
Tefl eKoMMyHt4 KaLUOHH bre CeTlr

Ha ypoeHe Aocryna:

. nolrb3oBareneri r cepBilcaM
Ilnar$oprr,tu;

. aAMilHl,lCTpaTHBHorO

.qocryna x $nsrvecxuna u
BupryanbHbrM
cepeucH urvr/cnyxe6x ut rra

CUCTEMHbIM KOMNOHCHTAM.

Ha ypoeHe yganeHHoro
AOCryna K KJlvreHTCKl4M

BUpryaabHbrM cepBepaM n
KnileHTcKr4M Docker-
roxrerlnepaur

Yt1Aj4 PernanlteHraqilF il KoHTponb
ncnonbgoBaHnn e uH$opruaquourofi
ctacreMe rexxonorrrl 6ecnpoaoguoro
Aocryna

He nprueHrercn He npuveHRercR

vnE.15 Pernaueuraqtltn yl KoHTponb
hcnonbgoBaHtan a ux$opnitaqroxxofi
ct4creMe uo6rnuHurx rexHhqecKux
cpe.qcTB

He npuueunercn He nprueHnercn

vnA.16 Ynpaenexue eeataMo.qeft crBueM c
uH$oprr,laquoH HbrM 14 ct4cTeMaMu
cropoHHr4x opraursaqufi (axeu:xme
urQoprrltaqnou x ure cucrenl ur)

Ha ypoaue
cepancH urx/cnyxe6H urx
CTCTEMHbIX KOMNOHEHTOB.

['lpr opraxusaq]4u raKoro
asaurrlto4eficraus c
Kfl14EHTCKYIM14

BIpryanbHbrMil MauJ]4HaM]1

u KflheHTcKlrMr Docker-
xoxrefixeparrltr

Yt1A.17 O6ecne,{eHtae goeepeHxoft 3arpy3Kr4
cpe.qcrB Bbtt{tacnurenbuoi rexHrru

Ha ypoaxe
cepsucuurr/cnyxe6Hsrx
CUCTEMHbIX KOMNOHEHTOB

He npnuexnercn

onc.2 Vnpaenexue ycrauoexofi
(uHcrannnquefi ) xounoxexroe
nporpaMMHoro o6ecneqexuE, B ToM
qurcne onpeAeIeHt4e KoMnoHeHToB,
nognexat4ux ycraHoBKe, xacrpofr xa
napaMeTpoB ycTaHoBKl4 KoMnoHeHToB,
KoHTponb 3a ycraHoBKoft roMnoHenroe
nporpaMMHoro o6ecne,{eHuR

Ha ypoaHe:

o Qusuvecroro
o6opy4oearun
llnar$opruu;

o cepeucHurx/cnyxe6xurx
cepBepoB l-'lnar$opruu tn

npoqux BilpryaflbHbrx
ycrpoficrB.

Ha yposHe KrueHTcKr4x
B[pTyanbHbrx MauJuH 1/r

KrfieHTcKr4x Docker-
ronrefinepoa

onc.3 YcraHoexa (uHcrannnqun) ronuro
pa3peueHHoro K hcnonb3oBaHt4lo

Ha ypoeHe:

o dusurlecroro

Ha ypoene KnueHTcKr4x
B[pTyanbHbrx Mau[H 14

OrpaHerqeHhe nporpaMMHo, cpeAbr (OnC)



Card
Securitys

l4cro.{x14x
rpe6oeanun

Cogepxanre Mep no o6ecneqeHuto
6esonacHocrH nepcoHafl bHbtx

AaHHbrx

Bcrpoenxure 3aqHTHbre
MexaHusMbr [lnar$oprvrsr

<flxgerc.06raKoD

3aulrrxure Mepbr,
KOrOpbre AonxHbr

BbtnonHrrb Knr,reHTbr

Ane Aocrr4xeausY3 - 1

nporpaMMHoro o6ecne.{eHue n (unu) ero
KOMNOHEHTOB

o6opy,qosaxun
llnarQopuur;

. cepeucFrurx/cnyxe6Hutx
cepBepoB flnarSopuur v
npoql4x B[pryanbHblx
ycrpoficra.

KnileHTcKr4x Docker-
roHreliHepoa

3Ht/.1 Yqer naauruuuurx socureneri
nepcoHanbHbrx,4aHHbtx

Ha ypoBHe Qusuuecrux
uocurenefi uuQopuaquu,
npuMeHfieMbrx B paMKax

[1nar$oprvrur.

He nprueuurrlto

3HtA.2 YnpaaneHue EocrynoM K Ma[uIHHbrM
HOCUTeIItM nepCOHanbHbrx AaHHbrx

Ha ypoeHe $usuvecxurx
socurenefi uuQopuaquu,
np14MeHgeMbtx B paMKax

I'lnarSopruu.

He nprrraeHuuro

3Ht4.8 YHtar.rroxeHre (crupaHre) nnu
o6egnuqueaxue nepcoHanbHbrx AaH Hbrx
Ha Marlt4HHbtx HochTeflflx npv nx
nepeAaqe uelqY nonbSoBaTenffMt4, B

cTopoHHile opraHu3aqrr AaF peMoHTa
r4fl14 yT]4flU3aquu, a TaKXe KOHTpOnb
yHr4vroxeHuR (crnpaHrn) unr
o6egnIquaaHIc

Ha ypoBHe $usuvecxux
rocurenefi uxSoprraaquu,
np[MeHeeMbrx B paMKax
[lnarQoptvtut.

He npuvenruo

PC5.1 Onpe4enexue co6urrri 6esonacxocru,
noAnexau{fix perhcTpallur4, 14 cpoKoB t4x

xpaHeHil9

Ha ypoaxe:

o ceps[cHsrx/cnyxe6Hurx
C]4CTEMHbIX KOMNOHEHTOB;

. cepBucoB l]narQoplrur, B

TOM rlt4cne KIIIeHTCKI4X

Aeficraufi no
ucnofl bSoBaHIlo cepB]4coB.

Ha ypoane KflueHTcKr4x
BLrpTyanbHbrx cepBepoB 14

Docker-xoHrefiHepoa, a
TaKXe t4cnonbSyeMoro Ha

Hhx nporpaMMHoro
o6ecne.{eHus 14 cpeAcrB
sau{ilrbr unSopruaqtata.

PC5,2 Onpe4enexue cocraBa u coAepxaHus
rrSopruaqnu o co6urrusx
6egonacxocru, noAnexau.lt4x
per14CTpaqlltl

PC5.3 C6op, sanucu u xpaHeHue ux$opuaqun
o co6urrusx 6egonacnocrt4 B TeqeHhe
ycTaHoBneHHoro BpeMeHu xpaHeHuF

PC5.5 MoHuropuHr (npocrvrorp, aHanus)
pesynbraroB perucrpaqtar co6urrrfi
6eeonacHocru yr pearupoBaHtae Ha Hilx

PC6.7 3au{ura ruQopnltaqrr o co6srrrRx
6esonacHocru

AB3.1 Peanrsaqun aHrhB14pycHori saqurur He npunaexuuo, noroMy Lrro

saquqerxuri cerMeHr
coAepxuT TonbKo cepBepH.
Onepaqrouraf, cucreMa,
ucnonb3yeMaf, Ha cepBepax,
npaKruqecKu He noABepxeHa
Br4pycHoMy sapaxexurc. Ha
cepBepax HeT np9Moro
Aocryna e lzlrrepuer u
ucnonb3yercq HIDS.

Ha ypoBHe KrueHrcKr4x
BUpryanbHbrx MauJuH t

KrueHTcKr4x Docker-
xonrefiuepoa

A83.2 06xoeneHhe 6asur garnurx npta3HaKoB
BpeAoHocHbrx KoMnblorepHbtx npofpaMM
(erpycoa)

COB.1 O6uapyxeHue eropxeHui Ha ypoeue:

r $usuvecroro
o6oovaogaxuc

Ha ypoBHe KrueHTcxr4x
cerMeHToB ceTr

COB.2 O6xosneHtae 6asur peularcu{hx npaBun

3aqnra MauilHlrbrx xocurenei nepcoHanbHurx gannsrx (3HIl)

Perucrpaqun co6urrrai 6esonacHocru (PCE)

Axrrerpycnan saqura (AB3)

O6napyxexue aropxexui (COB)



$8trt,,.,
Hcro.{xl,rx

rpe6oeaxur

Cogepxanue Mep no o6ecneqexuto
6egonacxocrr nepcoHanbHbtx

AaHHbrx

Bcrpoexxsre 3at4l,tTHble
MexaHu3Mbr llnar$opu ur

<FuAexc.O6naKo))

3aulurnure Mepbr,
KOTOpbre AOnx(Hbr

BbtnonHhTb KnreHTbt
Ene Aocrxxexuc Y3 - l

[1nar$opruu;

. cepeucnutx/cnyxe6uutx
cepBepoB flnarQoprvrur v
npoqffi BupryanbHbrx
ycrpoficre.

4H3.1 BurRaneuue, aHanu3 ynsatauocrefi
uH$opuaquonnofr cncrerraur u
onepaTuBHoe ycTpaHeHhe BHoBb
Bbrfl BneHH brx yrseu rrltocrei

Ha ypoaue
ce p e u cu urx/cnyxe6 H urx
BlapryanbHbrx n $rsrvecxrx
CTCTEMHbIX KOMNOHEHTOB

Ha ypoeHe Kn[eHTcKr4x
BUpTyanbHbrx MauJtlH 14

Kflr4eHTcKr4x Docker-
ronrerlnepoa

AH3.2 Korrponu ycraHoBKr4 o6xoaneHrifi
nporpaMMHoro o6ecneqeHuF, BKfl oqafl
o6Hosnexile nporpaMMHoro
o6ecne.{eHuc cpeAcrB 3alqhrbt
uH$opnaaquur

AH3.3 KoHrpon u pa6orocnoco6Hocrr,
napaMerpoB tacrporlxu h npaBrnbHocrr4

QyHrquoxupoBaH14fl nporpaMMHoro
o6ecne,{eHuq I cpeAcrB 3au.lr4Tbt

ruSopruaquu

AH3.4 Koxrponu cocraBa rexHtaqecKrx
cpeAcrB, nporpaMMHoro o6ecneqexus u
cpeAcrB 3ar4larbr rn$opruaqrr

AH3.5 KoHrpons npaBun reHepaquu u cMeHbt
naponefi nonbsoBarenei, saseAeH[n ]a

y.qaneHHs yqerHbtx gant,tcefr

nonb3oBarenei, peanuaaqun npaBttn
pa3rpaHuqeHng Aocryna, nonHouoqnri
nonb3oBarefl ei e ux$opuaquonnofi
cucreMe

oqn.1 KoHrponu Llefl ocrHocn4 nporpaMMHoro
o6ecne.{eHus, BKnttlqan nporpaMMHoe
o6ecne.{eHIe cpegcrB 3at.t1taTbt

unSopuaqrr

Ha ypoaue:

r Svtsuuecxoro
o6opygoaaxun
['lnar$opruu;

o cepeucxurx/cnyxe6xsrx
cepBepoB flnar$opruu v
npolil4x BupryanbHbtx
ycrpoficre.

Ha ypoaHe KnueHTcKLrx

BUpTyaflbHbrx MaurH Lr

KflHeHTCK],IX DOCker-
rorrerlHepoe

oqn.4 O6HapyxeHre n pearupoBaHlle Ha
nocrynneHile a rxSopnltaqroHHyo
cucTeMy He3anpaurBaeMbtx
oneKTpoHHbrx coo6r.qenufi (nrceu,
4oxyrraeHroa) uwoi rH$opuaquu, ue
orHocelt1r4xcf, r $yxxqnoxrpoBaHuo
uxSopuaquoxnofi crcreuur (saqura or
cnarr,la)

He nprntexnno, TaK KaK B

cocraB llnar$oprrru ne
Bxo4r4r $yrxquoran no
o6ruery enexrpoxxofr noqrofi

Ha ypoane KflueHrcKr4x
noqToBbrx cepBepoB

OET.4 ['lepuo4uvecKoe pesepBHoe
KOnUpOBaHUe nepcoHanbHbtx AaHHbtx Ha
pe3epBHbte MauJ14HHble HocuTen14
nepcoHanbHbrx AaHHbtx

Ha ypoaHe:

o $rsuvecxoro
o6opygoearun
[1nar$opuur;

. cepetacxur)dcnyxe6nurx
cepBepoB llnar$opuur tA

Ha ypoexe 14Cl-1!n
KnIeHTa pe3epBHoe
KOnrpoBaHile u
BOCCTaHOBneHUe

nepcoHanbHbrx AaHHbrx
ocyu{ecTBaf,eTcfl
KJ'I14EHTOM.

o.qT.5 O6ecne.{eHile Bo3MoxHocrt4
BOCCTaHOBIleHl48 nepCOHanbHbtx AaHHbtx
c pe3epBHbrx MauJHHHbtx nocurenefi

KoHTponb (aHaru3) 3aquqeHHocTh nepcoHanbHbrx,qaHHbtx (AH3)

O6ecne.{eHue LlerocrHocru rn$opuaqronnoi o4creMbt u nepcoHanbnurx ganxsrx (O[I)

OOecneqenre AocrynHocru nepcoHanbHbtx flaHHbrx (OAT)



S8:fl,"*,
J4croquux

rpe6oaanrn

Cogepxaxre Mep no o6ecneqeruto
6esonacHocru nepcoHanbHbrx

AaHHblx

Bcrpoer xure 3au{lrrHbre
MexaHt,t3Mbr flnar$opuut

<f xAerc.O6naKoD

3aulurxure Mepbl,
KOTOpbre AOnXHbl

BbtnonHrrb KrueHTbt
Anq Aocrxxexrs Y3 - 1

nepcoHafl bHbrx AaHHbrx (peeepanurx
ronufi) B reqeHhe ycraHoBneHHoro
BpeMeHHOTO IHTepBana

npoL[4x BupryanbHbrx
ycrpoficre.

aBTOMaru3rlpOBaHHa9
pennuKaquc AaHHbrx B

nnar$opnaeuHoM xpaHunilqe.

Ha ypoare KfltaeHTcKtlx
BUpryanbHbrx MaUJHH 14

xoureiuepoa Docker
pe3epBHoe KonnpoBaHt4e

AaHHbrx ocyr4ecTBngercg
Kn[eHTOM C nOMOr4b]O

nnar$opueHuurx
l/rHcrpyMeHroB,

3C8.1 lz1,4eHrr$uxaLlhfl u ayreHrn$uxaqun
cy6uexroe Eocryna u o6rexroa Aocryna
B Br4pryaflbHori uHSpacrpyKrype, B roM
q.4cne aAMuH14crparopoB ynpaBneHufl
cpeAcrBaM I B14pTyafl r3aLlt4 14

Ha ypoeue:

. cpeAcrB ynpaBneH[q
cpe4ofi Bnpryanvsawv',

. cepet,tcxutx/cnyxe6xutx
cepBepoB llnarSoptvtst tA

npoqux BupryanbHbrx
ycrpoftcre;

. cepBucoB l]nar$optrlst.

He npurraeHuuro

3CB.2 Vnpaaneutae AocrynoM cy6rerroe
Aocryna r o6r,exrana Aocryna B

eupryanuHofi uHSpacrpyxrype, B roM
vr4cne BHyTpr4 Br4pryanbHbrx MauuH

Ha ypoere KnueHrcKr4x
BrpryanbHbtx MauJ[H 14

KnueHTCKr4x Docker-
xoHrefiHepoa

3C8.3 Perrcrpaqun co6urlafi 6egonacHocr[ e

eupryanuxofi unSpacrpyxrype

3CB.6 VnpaaneHue nepeMeu.leHueM
Bupryafl bHbrx Ma[uhH (xoxreilnepoa) m

o6pa6aruaaeMbrx Ha Htax AaHHbrx

Ha ypoaxe:

. cpeAcrB ynpaBneH[e
cpegofi BilpryanraaLlu14;

. cepetacxurx/cnyxe6xutx
cepBepoB llnar$oputst v
npoqilx B[pryanbHbrx
ycrpoficra.

PeanugoeaHo Ha ypoBHe
apxureKrypbr flnar$opruut

3C8.7 Konrponu qenocrHocrvr eupryanunoi
mx$pacrpyxrypbr r ee ron$rarypaqraft

Ha ypoare:

o cepeucHsrx/cnyxe6nurx
cepBepoB ['lnar$opuur vt

npoqux BhpryanbHbrx
ycrpoficra.

Ha ypoexe KrueHTcKvrx
Bl4pTyanbHbtx MauuH 14

KnueHTcKvrx Docker-
xoxrefrxepoa

3CB.8 PesepeHoe KonupoBaHue AaHHbrx,
pe3epBrlpoBaHIe TexHt4qecKux cpeAcTB,
nporpaMMHoro o6ecne.{eHhn
anpryanuxofi ltH$pacrpyrrypbr, a raKxe
KaHanoB cBr3H BHyrpr4 aupryanuHofi
nu$pacrpyxrypur

Ha ypoaxe:

. cepeucxurx/cnyxe6xurx
cepBepoB llnar$oprrrur tA

npoqux B[pryanbHbrx
ycrpoftcra.

Ha ypoaue KnneHTCKLlx

BUpTyaflbHblx MauJuH Lr

KnreHrcKvlx Docker-
xoureriuepoa

3CB.9 PeanrsaquR u ynpaBneHile
aHruBr4pycHorl saulurofi e arpryanuHofi
ru$pacrpyrrype

He npuueHuuo, TaK KaK B

3au.I4ulaeMoM KoHrype
pacnonoxeHbr
t4cKJll0r{ [TeIlbHo cepBepHble
MorlHocrr4, ucnonusyorcn OC
npaKTuqecKu He
noABepxeHHbre BupycHoMy
sapaxeH[0, orcyrcrByer
npnuofi Aocryn B uHTepHer, a
TaKXe Ha XOCTaX

npuvexnercn HIDS.

Ha ypoeue KflueHTcKr4x
BylpryanbHbrx Ma[!t4H 14

KflueHTcKr4x Docker-
xoHrefinepoe

3CB.'t0 Pas6uexile enpryanunofi
rH$pacrpyrrypbr Ha cerMeHrbr
(ceruenrrpoeaure arpryanuHofi
rHSpacrpyrrypur) gnn o6pa6orru
nepcoHanbHbrx AaHHbrx oTAenbHblM
nonb3oBareneu u (unu) rpynnofi
nonugoearenefi

Ynpaanexne cereBbrM
.qocrynoM Ha ypoBHe:

o cepaucHut)dcnyxe6xutx
cereil llnarQoplrur;

. orpaHrqeHue Aocryna
Mex4y cerruexrauu cerefi
pa3n[qHbtx KrueHToB

Ha ypoaxe cerMeHroB
ceTu KJtneHTa

3aqura cpeAbr Bl,rpryanu3aunn (3GB)



Card
Securitys

J4croqnux
rpe6oeanua

CoAepxaxne Mep no o6ecne,{ext,trc
6egonacxocru nepcoHanbHbrx

AaHHblx

Bcrpoexxsre 3aulurH bre
MexaHl,t3Mbr llnarSopusl

<f xAexc.O6naKo))

3aqurnure Mepbr,
KOTOpbre AOnXHbl

BblnOIIHttTb KnUeHTbl
lns [ocr]4xexrag Y3 - 1

[lnarSopwrsr.

3TC.3 Koxrponu u ynpaBneHhe $nenvecxnrra
AOCTynOM K reXHUqeCKvrM CpeACrBaM,
cpeAcrBaM 3aqrrbr uxQoprr,taqrr,
cpeAcrBaM o6ecne.rexug

SyuxquouupoBaHt,te, a raKxe B

noMeuleHr49 14 coopyxeHl49, B KoTopbrx
oH14 ycTaHoBneHbr, l4cKn]oqa1oque
HecaHKLlloH14poeaxxurri Susrvecxrft
Aocryn K cpeAcrBaM o6pa6orrr
ux$opruaqru, cpeAcrBaM 3au.14rbl
uHQopuaquu r cpeAcrBaM
o6ecneqeHrs $yxrquoxrpoeaHur
uH$opuaquoHHofi crcrenlur, e
noMeqeHilg 14 coopyxeHh9, B KoTopbrx
oH14 ycTaHoBneHbr

Ha ypoaxe o6ecne,aeHils

Susuvecxofi 6eaonacxocru
uoA

He npmrraexuuro

3TC.4 Paeueqeuue ycrpofi cre BbrBoAa
(oro6paxeHrn) rH$opuaqrn,
rcKntoqaloulee ee
HecaHKLl4oH14poeaHHurfi npocMorp

He npuueHnercn a L{O,! 4nn
oro6paxeHun [1,[r

He npuuenruo

3TC.5 3aqura or BHeuHux eosAeficrerfi
(aosgefi craufi orpyxaoqefi cpegu,
uecra6rnuuocrta gfl eKTpocxa6xeHuR,
KOHAI4ql4OH14pOBaHrfl r hHbrX BHeIUH14X

$axropoa)

Ha ypoaue ljO! He npurriteuuuro

314C.3 O6ecneqeHile 3au.14Tbr nepcoHafl bHbrx

.qaHHbrx or pacKpbrl4n, uogu$uraqnn m

HaBE3brBaHun (eaoga noxuoft
uuQopuaquu) npn ee nepeAaqe
(no4roroaxe r nepegave) no KaHaflaM
cBf,3r4, rrMeor4r4M BbrxoA 3a npeAeflbr
KoHTponrlpyenaofi soHur, B ToM Ll4cne

6ecnpoeo4uurM KaHafl aM cBngr4

Ha ypoere KaHafloB:

. ]4cnonb3yeMbtx Anf, Aocryna
aAM[Hl4CrpaTOpOB K

CUCTEMHbIM KOMNOHEHTAM

[1nar$opruur;

. ucnoflb3yeMbrx Aflfi Aocryna
nonsgogateneft tA

aAMilHl4CTparOpoB K

KOHCOAH ynpaBneHuff
cpe4ofi BupryanusaLlu14;

. Mex(,qy uoE.

Ha ypoaHe KaHanoB cBe3r4,
ycTaHoBneHHbtM KnueHToM

Afl8 AOCryna K efo
BUpryaflbHbrM MauuHaM u

Docker-xonrefinepau.

3t/1C.11 O6ecne,{eHue noAnnHHocn4 cereBbrx
coeAuHexufi (ceaHcoe
esauuogeficrenn), e roM qhcne Ent
Sau.lllTbt oT noAMeHbr cereBbtx
ycrpoficre u cepBucoB

Ha ypoaxe KaHafloB:

. [cnonb3yeMbrx Anfl .qocryna
aAMnHhcTparopoB K

CICTEMHbIM KOMNOHCHTAM

l'lnarQoprvrur;

. ilcnonbSyeMbrx Ang Aocryna
nonsgosarenefi tA

aAMUHI4CTpaTOpOB K

KOHCOIII/| ynpaBneHhF
cpe4oft Bupryafllasaquu;

o Melqqy l-.IOfl.

Ha ypoane cerMeHroB
CETU KflUCHTA

3t/1C.15 3aulura apxnBHbrx Qafi noa,
napaMerpoB nacrpoixr,r cpe4crB
saqurbr uu$opuaquu u nporpaMMHoro
o6ecne.{eH[g 14 r4Hbrx AaHHbtx, He
noEnexaqux il3MeHeHhrc B npoqecce
o6pa6orru nepcoHafl bHbrx,4aHHbrx

Ha ypoaxe:

o Qusuvecxoro
o60pyEoBaHue
[1nar$opuut;

o cepe[cxurx/cnyxe6uutx

Ha ypoexe KnueHrcKr4x
BrpTyanbHbrx MauuH Ll

Kfl14eHTcKr4x Docker-
roHrefiHepoe

3aulura rexHHqecKux cpegcre (3TC)

3aulrra uHSopuaqnoHHof cucreMbr, ee cpeAcrB, cucreM cgssvv nepeAaqH gaHnurx (3HC)



Ss:ri,,,,
14cro,{Hl,rx

rpe6oeanun

Cogepxanue Mep no o6ecneqexrlo
6esonacHocrh nepcoHanbHbrx

AaHHblx

Bcrpoexrute 3au{}trHbte
MexaHh3Mbr fl nar$opruut

<flnAexc.O6naKoD

3aulurnure Mepbl,
KOTOpbre AonxHbl

BbtnonHuTb KflueHTbl
Itrrg aocrr4xeaua Y3 - I

cepBepoB llnar$oprrltut t

npoqvrx BilpryaflbHbrx
ycrpoficre.

3tAC.17 Pas6rexne us$opuaqrouuofi cucreuur
Ha cerMeHTbr (ceruexrupoaarue
usSopnltaquoHxoft crcrerrltut) u
o6ecneqeHtae 3au.14rbr neprMerpoB
cerMeHToB uHQopruaqraoHHofi crcrenlut

Ha ypoeue
cepeucxurx/cnyxe6xutx
CETMEHTOB CETil.

Ha ypoaue cerMeHToB
eupryanuuofi cerr
KN14EHTA

3t/1C.2O 3ar.qura 6ecnpoeognurx coe4rHeHui,
nprMeHReMbrx e nnQopuaqroHuoi
cucTeMe

He nprnaeHruo He npuueHruo

1/Hq.1 Onpe4eneuue nrq, orBercrBeHHbrx oa
BbtgBneHt4e 14Hq[AeHTOB Lr

pear[poBaHt/le Ha H]/lx

lz'le qrcna pa6ornnxoa
flxgexc.O6naKo uau ero
noApflAqfiKoB

lAs qucne pa6orHuxoa
rnueHrcxofi opraHu3aquI
r4nu ee noApFAquKoB

tANt_\.2 06Hapyxeuue, u4eurnSnKaLluF 14

per[crpaqfi e uHr.lilAeHToB
Ha ypoeue:

r $r,r3uvecxoro
o6opygoaaHrn
['lnar$optvtut;

. cpeAcrB ynpaBneHun
cpe4ofi Brpryanu3allul4;

o cepeucxstx/cnyxe6xutx
cepBepoB f'lnar$opruu v
npoLrl4x BupryanbHbrx
ycrpoficre;

. cepBucoB llnarSopuut.

Ha ypoane KnreHTcKt4x
Br4pryanbHbtx MaurH I
KnileHTcKr4x Docker-
xoHreilHepoe

r/Hr_1.3 CeoeapenaeHuoe un$opuupoBaHue fl hq,
oTBeTCTBeHHbTX 3a Bbrfl BneHUe
l4Hr.lUAeHTOB U pearilpoBaHue Ha Hux, O

BO3H14KHOBeHUn l,tHLll4EeHTOB B

uH$opruaquouxofi cncreue
nonbSoBarengMH H aAMuHr4cTpaTopaMil

Vle r4ncna pa6orxuroa
flxAexc.O6naKo ilflh ero
noAptAt{!4KoB

]uls qucne pa6orHuxoa
xnreurcxofi opraH uaaLlt,t14

unv ee noApFAt{t4KoB

14Htl.4 Axanus uHlltaAeHToB, B ToM vrcfle
onpeAefleH[e HcTortH14KoB r np14qIH
BOSHI4KHOBeHTF UHr_lr4AeHTOB, a TaKXe
oqeHKa ux nocneAcrer4il

Ha yposue:

o $usuvecroro
o6opygoeaxun
f'lnarQopuur;

. cpeAcrB ynpaBneH[fl
cpeAoft Bupryanh3allvrvr;

. cepa[cHurx/cnyxe6xurx
cepBepoB llnar$opruu n

npoqux BupryaflbHblx
ycrpoficra;

. cepBucoB [1nar$opuur.

Ha ypoaxe Kfl[eHrcK!4x
BUpryaflbHbrx MauuH 14

KfltaeHTcK]1x Docker-
roHrefiuepoe

r4Hr-.1.5 flpuHnrue Mep no ycrpaHeHuto
nocne4crau ri 14H r-luAeHToB

14Hr_1.6 flnaHupoeanme u npuHnrue Mep no
npe.qoTBpaueH u rc noBTopHoro
BO3Ht4KHOBeHh8 t4Ht l[.qeHTOB

vKo.1 Onpe.qeneune ahLl, KoropbrM
pa3peuJeHbr geficrann no BHeceHulo
rsuexenufi e xonSrrypaqrrc
ru$opuaqroguofi cncreubr 14 cr4creMbr
3au.lt4Tbt nepcoHanbHbtx .qaHHbtx

Ha ypoane:

o $nsrvecxoro
o6opy4oearun
l-1nar$opruu;

. cpeAcrB ynpaBneHue
cpe4ofi Bilpryanrsaqru;

. cepaucHstx/cnyxe6xutx
cepBepoB llnarSoputut tA

Ha ypoexe rnueHrcxofi
aupryanuxofi
uH$pacrpyrrypu u
KnueHTcKr4x Docker-
ronreiHepoe

yKo.2 Ynpaeneuue u3MeHeHucM14

roH$urypaquu un$opuaquroHHofi
cucTeMbt 14 ct4cTeMbl 3aquTbt
nepcoHaflbHbrx AaHHbrx

BurqeneHr4e vrHqhAeHroB H pearupoBaHlre Ha Hux (hHl-l)

ynpaBreHue KoHS}lrypaqhei hH+opMaq]roHHoi o4creMbr H cr4creMbr 3aulhrbr nepcoHanbHbrx AaHHbrx (yK(D)



Ca rd
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Axanug noreHqtaanbHoro aos4ericrerR
nnaH[pyeMbrx uerrreHeHuft e

ron$rrypaqmr mxQopruaquonnofr
crcTeMbr 14 cr4cTeMbt 3au{uTbt
nepcoHanbHbrx AaHHbtx Ha o6ecneqeuue
3ar4t4Tbr nepcoHanbHbrx AaHHbrx 14

cornacoBaHrle ugMeHexHfi e

ronQrrypaqun unSopruaquonnofi
crcTeMbr c AonxHocTHbtM nl4qoM
(pa6oruurou), oreercreexHbtM 3a
o6ecne.{ e H u e 6eson acHocrrl
nepcoHanbHbrx AaHHbrx

npoqux BupryanbHblx
ycrpoficra;

. flporpauruuoro
o6ecne.{eHtaq [1nar$opuur.

,QoxyueHrn poear ue rxSopMaLlut4
(4auHsrx) o6 [gMeHeHusx e
xox$urypaquu urH$oprraaquosuofi
cucTeMbr 14 cr4cTeMbl SauluTbl
nepcoHanbHbtx AaHHbrx

3aqurnsre Mepbr,
KOTOpbre EO.rIXHbT

BblnOnHUTt Knt4eHTbl
ane Eocrnxenun Y3 - 1

vKo.3

vKo.4


