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3aknroyeHue 0 COOTBETCTBUM CUCTEMbI 3alUTbI NePCOHaNbHbIX AaHHbIX
Tpe6oBaHuAM Ne152-03 «O nepcoHanbHbIX AAHHbIX»

000 «Kappa Cek»

(HaumeHoBaHWe OpraHW3aLuMmu-uaroToBuTens, GaMmunus, UMs, OTYECTBO MHAVBUAYANbHOIO NPEANPUEUMATENS, MPUHABLUMX AeKNapaLulo O COOTBETCTBUM)
(aapec, Teneok, haxc)

JNingensna CTIK Ha AeaTenbHOCTb NO TEXHUYECKON 3almTe KOHpMaeHUnansHon nicbopmaumm Ne3099 ot 22 Hosbpa 2016

B nuue reHepansHoro aupekropa MisaHosa AneKcaHApa IOpbeBuqa
(®amunus, M, OTYECTBO PYKOBOAMTENA Opraku3aLum, OT MMEHU KOTOPOI NpUHMMaeTCs Aeknapaums)

3aABMseT, YTO B pesynbTaTe NpoBedeHHOro ayAwTa CUCTEMbi 3aluTbl nepcoHanbHbix AaHHbix UCIMAH «MnaTtdopma
«AHgekc.Obnako» B oTHOWeHUU CepBUCOB, NpoNUcaHHbIX B MpunoxeHun 1, pasmelyeHHsix 8 UO:

e 000 «HAnaekc» no aapecy r. Mbituigm, yn. CunukaTtHas, 4.19;
000 «Anpekc ALl Bnagumup» no agpecy r. Bnagumup yn. OHepreTnkos, a. 37;
000 «Anpekc OLi» no agpecy yn. MNywkuHa, A.21, r. Cacoso

Ha MOMEHT NPOBEAEHs OLIeHKK COOTBETCTBUSA GblNN BbINONHEHBI BCE HEOOX0AUMbIE MEPbI AN HEWTPaNU3aLnuy akTyanbHbIX
yrpos 6esonacHoctu [4H. Mo pesynbTataMm MogenuposaHus yrpo3 Obinu Npu3HaHbl akTyanbHbIMU Yrpo3bl TPETHEro TUNa u
HeaKTyanbHbIMU Yrpo3bl NEPBOTO U BTOPOro TUna.

Tarke yctaHoBneHo cootsetcTeue MCNAH «Mnatdopma «Anaekc.O6nako» TpeboBaHusIM:

1. Ne152-03 «O nepcoHanbHbIX gaHHbIX» OT 27 utons 2006 r.

2. «TpebGoBaHuA K 3allUMTe NePCOHANIbHbIX AaHHbIX NPU UX 06paboTke B MH(OPMaLIMOHHbIX
cucTemMax nepcoHanbHbIX AaHHbIX», yTBepxaeHHble MNocTtanoBnenuem MNpaButenncrtea Poccuinckon
Penepaumm Ne 1119 ot 01.11.2012 r.

3. «CocTtaB M cogepaHue TeXHUYECKUX M OPraHU3aLMOHHbIX Mep no obecneyeHuro 6e3onacHOCTU
nepcoHanbHbIX AaHHbIX Npu X 06paboTke B HHDOPMALMOHHBIX CUCTEMAX NEPCOHANbHbLIX AaHHbLIXY,
yTBepxaeHHbin Mpukazom ®PCTIK Ne 21 or 18.02.2013 r.

(OBo3HaueHne HOPMATUBHLIX AOKYMEHTOB, COOTBETCTBUE KOTOPLIM NOATBEPXKAEHO AAHHOK Aeknapayued C ykasaHuem NyHKTOB, COAePXalLuX TpeGoBaHNA ANA AaHHON
npoAYKLm)

B UCNOH «Mnardopma «Anaekc.O6nako» obecnevmBaeTcs: 1-# ypoBeHb 3auiueHHocTU MNOH

KpaTkoe onucaHue BCTPOEHHbIX 3aWuTHbiX mexaHusmoe UCMAH «Mnardopma «AHpekc.0O6nako» W 3alUTHbIX Mep,
BbINONMHEHWE KOTOPLIX MO3BOMUT KMMEHTam BbINONHWTL TpeboBaHus 3akoHogaTenbctea P® Kk nepsBoMy YPOBHIO
3aLUMLLEHHOCTM NEepPCOoHanbHbLIX AaHHBLIX, NpuBeaeHo B MpunoxeHuu 2.

Cxema AeKknapupoBaHUAa COOTBETCTBUA Ha OCHOBaHUM COGCTBEHHbIX AOKa3aTeNbCTB

B 000 «AHaexkc.O6nako» NPUHATHI OpraHu3aLMOHHbIE U TEXHUYECKUE Mepbl, obecneyuuBalouue COOTBETCTBUE
UCNAH «Mnardopma «Angekc.0Obnako» TpeboBaHuam Ne152-®3 «O nepcoHasIbHbIX AaHHbIX» U ero NoA3akoHHbIX
aKToB

[arta noanucakus 27.04.2022

reHepanbHblit gupektop OO0 «Kapg Cek», UeaHos A.1O.
(UHuumans:, hamunus)
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MpunoxeHue 1. Cnucok cepBucos B obnacTu ayguta CUCTEMbI 3alLNUThbI mcnpgu «Mnarcgpopma
«Anpekc.Obnako»

Yandex Identity and Access Management
Yandex Resource Manager

Yandex Compute Cloud

Yandex Virtual Private Cloud

Yandex Network Load Balancer

Yandex Object Storage

Yandex Billing

Yandex API Gateway

Yandex Managed Service for (PostgreSQL, MySQL®, MongoDB, ClickHouse, Redis™, Apache Kafka®,
GreenPlum®, ElasticSearch)

10. Yandex DataProc

11. Yandex Container Registry

12. Yandex Cloud Functions

13. Yandex loT Core

14. Yandex Managed Service for Kubernetes®
15. Yandex Datalens

16. Yandex Database

17. Yandex Marketplace

18. Yandex Message Queue

19. Yandex SpeechKit

20. Yandex Translate

21. Yandex DataSphere

22. Yandex Application Load Balancer

23. Yandex DataTransfer

24. Yandex Cloud Organization

(HaumeHoBaHue, T1N, Mapka NPOAYKLMY, HA KOTOPYIO PacnpoCTPaHAETCA AeKnapauns, koa OK 005-93 1 (unu) TH BOJ, CHI)

©®|N|O| O AW =

[aTa nognucaHuns 27.04.2022

M.n.

reHepanbHbiil gupektop OO0 «Kapa Cek», iBaHoB A.1O.

(Moanuck) (MH1umanbl, hamunus)
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MpunoxeHue 2. PasaeneHne oTBeTCTBEHHOCTM 3a 3allUTy NepcoHanbHbIX JAHHbLIX

UcTouHUK
TpeboBaHuA

ConepxaHue Mep no o6ecnevyeHnIo
6e30MacHOCTU NepcoHarnbHbIX
AaHHbIX

BcTpoeHHble 3alMTHbIe
MexaHu3mbi Mnatdopmbi
«Anpgekc.O6nako»

3awuTHeIe Mepbl,

KOTOpble

BbINONMHUTL KINMEHThI
ana gocruxenus Y3 - 1

AOJIKHbI

fL8 ARV

JTNNATW

L'ed? 1)

S e TN Oy
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NaeHTuchukaums un ayTeHTmbMKaum 5 Ha ypOBHe: Ha ypoBHe KAWEHTCKUX
nonb3oBareneii, ABNAIOLMUXCS BUPTYanbHbIX MalWH W”
o husmdeckoro
paboTHWkamu onepaTtopa w 5 KITMEHTCKUX Docker-
00OpyAOBAHUA KOHTERHepoB
Mnatchopmsi;
® CpeacTe ynpasneHus
cpeaoil BUpTyanusauumu;
o CcepBUCHbIX/CyXebHbIX
cepsepoB [narcdopmbl  m
npouunx BUPTyanbHbIX
YCTPOWCTB;
¢ cepsucos [TnaTcdopmel.
NAD.2 MAeHTMdDM_Ké[lM; 7 ay-TeHTMd)MKaLMH Ha yposHe  dusuueckoro | He npumeHseTcs
YCTPONICTB, B TOM YWUCMNe CTauuMoHapHblX, | obopyaosanus [Nnatdopmel
MOBUNBHBIX 1 MOPTaTUBHbIX {
NAD.3 YnpaeneHve ngeHtudukatopamu, B ToMm | Ha yposHe: Ha ypoBHE KNWEHTCKMX
yucne cosaaHwue, NPUCBOEHUE, | BUPTyanbHbIX MawuH K
o chusnyeckoro
YHUYTOXEHNE naeHTuukaTopos | KMWMEHTCKUX Docker-
— — obopyAoBakus | KOHTElHepoB
NA®.4 YnpaeneHve cpeacTsamu Mnatcopmbi;
ayTeHTUMKaLuuM, B TOM Yncne
XpaHeHue, Bbifaya, MHULManusaLms, ¢ cpeacre ynpasneHus
6NOKUpOBaHNE CPEACTB Cpeaow enupTtyanusauuu,
ayTeHTUpMKaunMmn U NpUHATUE Mep B o CepBUCHBIX/CTIYKeBHbIX
cnydae yTpatel u (Mnu) kKOMNpomeTaLumn cepsepos natchopmbl  u
cpeacTts ayTeHTuduKaunm nNpouuX BUPTYanbHBIX
UAD.5 3awuta obpaTHOI CBA3K NpW BBOJE ycTpOUCTS,
ayTeHTUUKaLMOHHON MHopMaumun cepeucos MnaTdopmbl. |
NAD.6 WaeHTndmkauma n ayTeHTudmKaums Ha ypoBHe pgoctyna k| Ha ypoBHe KIWEHTCKUX
nonb3osarenen, He ABNAIOWMUXCS cepBucam Mnardopmbl, | BUPTyanbHbIX MallMH W |
paboTHUKammn onepartopa (BHeLLHUX NpeaoCTaBNAEMbIM KNUEHTaM | KIMEHTCKUX Docker-
nonb3oBarenen) KOHTelHepoB 1
Sy - Ynp aBneHue Aocr nom c 6'beKros Aocr na x OG‘bEKTaM/AOC na(ynp) z ; )
[E : ‘!"g’ e y y y N ';‘-“?T-yc ( it l.ih:n :ﬁm 3
yng.1 YnpaeneHue (3aaep,eHV|e, aKTMBauMﬂ, Ha ypOBHe. Ha ypoBHe aneHTcxux
BnoknpoBaHne 1 YHUMTOXeEHNE) BAPTYanbHbIX MaWwuH U
= o husmueckoro
YYETHBIMW 3aNUCAMU NOrb3oBaTenen, B 5 KMUEHTCKMX Docker-
TOM YMCHe BHELLUHWX NoNnb3oBaTenei ObopyAoBaHNsA KOHTEiHepoB
MnaTdopmbi;
yna.2 Peanusauusa HeobxoauMbIX MeETOA0B
(BUCKPELIMOHHBIN, ManAaTHbiiA, poniesoin | * CPEACTS ynpasnenmus
WNY UHOW METOA), TUNOB (YTeHue, Cpeaon empTyanuaauuu,
3anuChb, BbINONHEHKE UK MHOW TUN) N o CEPBUCHLIX/CYXEBHBIX
npasun pasrpaHu4eHns AoCcTyna cepsepoe MnatdopMmbl 1
npoyunx BUPTYanbHbIX
YCTPONCTB;
e cepsucos [naTopmbl.
yna.3 I Ynpasnenue (hunbTpauus, YnpasneHue  ceTeBbIM Ynpaenesue CEeTEeBbIM
MapLUPYTU3aLUUs, KOHTPONb COeAUHEHUNH, | AOCTYTIOM Ha YpOBHE: AOCTYNOM:
OAHOHAaNpaBneHHan nepegaya u vHble o cermeHTamm
[ ]
cnocobbl ynpasnexus) * ¢6|43w4ecxoro rn m)frcxoﬁ
WHCOPMELIOHHBIMY NOTOKAMU MEXAY ?I OPyAOBanms O BT Ol CETH: !
YCTPOVCTBAMM, CETMEHTaMM natpopmb; pTY : ,
WH(OPMALIMOHHOM CUCTEMbI, @ TaKkKe o CepBUCHBIX/CNYKEBHbIX e ceTeBOro  Joctyna K
Mexay MHGOPMaLMOHHBIMK CMcTEMamMmn KNUEHTCKO
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Copepxanue Mmep no obecnevyeHuo

BcrpoeHHbie 3amMTHBLIe

3awuTHbIe Mephl,

BT 6e3onacHOCTU NEPCOHANbHbIX MexaHuambl MNnardopmsi oS QOILKHE]
TpeboBaHUA BbINONHUTb KIUEHTbI
AaHHbIX «Anpekc.0Obnako» \
oansa gocrmxeHna ¥3 -1 |
ceteit [natdopmsl; BUPTYanbHON CETH U3-3a
ee npeaenos. !
e orpaHuyeHue poctyna {
MEXay CerMeHtamu ceTtew |
pasnuuHbIX KIUEHTOB
MnaTdopmsi;
e OrpaHWdeHWe pJoctyna us
KNUEHTCKUX ceTent B
CEpPBUCHY0/CNYXeOHYI0
| ceTb.
[ yna.4 PasgeneHne nonHOMo4mMin (poneit) | Ha ypoeHe: Ha ypoBHe KMUEHTCKMX
‘ nonb3oBaTenei, agMUHUCTPaToOpPOB U BUPTYanbHblX MaluH U
nuu, o6ecneunBaloLLmX * pusudeckoro KITMEHTCKUX Docker-
[ (hyHKLUMOHUPOBaHNe MHEOPMAaLMOHHON 05OPYA°BaH'f19' KOHTEWHEPOB
i cUcTEMBI Mnarcopmbl;
| yna.s HasHaueHne MUHUMANBHO | ® cPeAcTs YNpasnexus
; HeoGXOANMBIX NPaB 1 NpUBUNErufi | CPEAOW BUpPTyanusauum,
| Monb30BATENAM, aAMUHNCTPATOPAM M | o capaUCHBIX/CTYKEBHBIX
| nuuam, obecneynsalowmnm cepeepos  natopmbl  u
YHKUMOHUPOBAHNE MH(POPMALMOHHON | npoumx BAPTYanbHbIX
[ CUCTEMBI YCTPOICTB;
ynn.e OrpaHuueHne HeycneLHbIX NonbITOK | e cepBucos Mnathopmbi.
BX0Aa B UH(OPMALIMOHHYIO CUCTEMY |
(aoctyna k UHDOPMALIMOHHOW CUCTEME)
yra.10 BbrnokuposaHnue ceatxca gocryna B
MHOPMALMOHHYIO CUCTEMY nocne
| ycTaHoBneHHoro Bpemerm 6espencTBuna
‘ (HeakTUBHOCTM) NoNb3oBaTENS UMK NO
l ero 3anpocy
yna.11 : Paspeluenue (3anper) pencranii
| nonb3oBaTeneil, paspeileHHbIX A0
i naeHTuuKkaumumn n ayTeHTudmkaumm
yna.13 | PeanusaLua 3alWMLIERHOrO yaaneHHoro | Ha ypoeHe aocTyna: Ha ypoBHe yaanerHoro
f poctyna cybbekTos goctyna k o6vekram . 00CTYNa K KIMEHTCKUM
| mocTyna yepes BHeLwHWe * TONb3OBATENEN K CEPBUCAM | g hrvanLHbIM cepBepam 1
| MHOPMaLIMOHHO- Mnarchopmbt; knueHTckum Docker-
| TENEKOMMYHUKALMOHHbIE CeTH o aAMMHUCTPATMBHOrO KOHTeHepam
? poctyna K dusmyeckum u
“ BUPTYanbHbIM
cepBuCHbIM/CNyXebHbIM
CUCTEMHBIM KOMMOHEHTaM.
yna.14 Pernamexraumsa n KOHTpOnb He npumeHnseTca He npumenseTcs
UCMOMb30BaHUA B MHOOPMaLMOHHON
cucTeme TexHonorun 6ecnpoBogHoOro
poctyna '
yna.15 PernameHraums n KOHTpONbL He npumeHseTca He npumenseTcs
MCNoNb30BaHUA B MHDOPMaLMOHHON
cucteme MobuNbHLIX TEXHUYECKUX
| cpeacTs
yna.16é YnpasneHve B3anMoaencTBueM C Ha ypoBHe Mpu opraHu3aumy Takoro
MHGOPMALMOHHBIMU CUCTEMaMMK cepBUCHbIX/cnyxebHbix B3aUMOAENCTBUSA C
CTOPOHHUX Opranusauuin (BHewWwHue CUCTEMHBIX KOMMOHEHTOB. KIMUEHTCKUMA
VHOPMaLMOHHBIE CUCTEMDI) BUPTYanbHbIMW MaLLUHaMM
u knueHTckumu Docker-
| KOHTEeAHepammu
| YNa.17 ObecneveHne AOBEPEHHOW 3arpy3ku | Ha ypoBHe He npumenseTcs
| CepBUCHbIX/CryXebHbIX

cpencrs BbI4YUCITUTENBHOW TEXHUKN
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CopepxaHue mep no obecneveHuto

BCTpOEHHbIe 3alWMTHbIE

3alWnTHbIE Mepb,

BT 6e30NacHOCTK NepPCOoHanbHbIX MexaHu3Mbl Mnarpopmbi T OPEIS QOTLEHE
Tpe6oBaHUA e Ot At BbINOJTHUTb KINUEHTbI
y ans gocTmxeHus Y3 - 1
CUCTEMHBIX KOMMOHEHTOB
onc.2 YnpaBneHue ycTaHOBKOM Ha ypoeHe: Ha ypoBHe KnueHTCkux
(vHCTanNAuunein) KOMNOHEHTOB BUPTYanbHbIX MaLUWH U
NpOrpamMMHoro obecneyerms, B ToM * puanyeckoro knueHTckux Docker-
uncne onpeaeneHue KOMMOHEHTOB, 0bopyAoBaHus KOHTEtHepoB
NOANEXalLmX YCTaHOBKE, HACTPOiKa Mnardopmbl;
NapameTpoB YCTaHOBKI KOMMOHEHTOB, o CEPBUCHBIX/CIYXKEBHBIX
KOHTPOIb 3@ YCTAHOBKOW KOMMOHEHTOB cepsepos  naTchopMbl 1
nporpammHoro obecneyeHns ApO4MX BUPTYanbHbIX
YyCTPOWCTB.
Oonc.3 YcTaHoBKa (MHCTaNNAUMA) TONbKO Ha yposHe: Ha ypoBHe KnueHTCKux
paspeLUeHHOro K UCNONb30BAHUIO BUPTyanbHbIX MaLLUWH U
NPOrPaMMHOr0 oBecnedeHus u (unu) ero | © Pusudeckoro KnueHTckux Docker-
KOMMOHEHTOB obopyaoBaHus

Mnardopmsl;

o cepBUCHbIX/CNyxebHbIx
cepBepoB [lnatcopmbl  u

KOHTEWHEPOB

CTOPOHHWE OpraHM3aumu ansi peMoHTa
UK yTUNM3auum, a Takke KOHTPOornb
YHUUTOXEHUA (CTUPaHUS) unu
obesnnynsaHusn

Perucrpaums
OnpegeneHune cobbiTuin GesonacHocTh,
noanexawuux perucTpaumm, u CPOKoB ux
XpaHeHus

PCB.2

OnpejerneHne CoCTaBa U CoaepXaHWs
vHGOPMaLMKU 0 COBLITUSAX
GeaonacHoOCTH, Nognexaux
perncrpauum

PCE.3

C6op, 3anncb u xpaHeHue nHgpopmaumu
0 cobbiTusix 6e30NacHOCTU B TEUEHUE
YCTaHOBMEHHOTO BPEMEHU XPaHEeHUA

PCB.5

MOHUTOPUHI (NPOCMOTP, aHanus)
pe3ynbTaroB perucrpauum cobbitum
6e30NacHOCTU U pearnpoBaHne Ha HUX

3auwuTa nHopmaummn o cobbITusx
6GesonacHocTy

npoumnx BUPTYanbHbIX
YCTPOWCTRB.
3auiuTa MaWNHHBIX HOCUTENeNl NepcoHanbHbIX AaHHbIX (3HW) == iy
3HW.1 Y4yeT MaWnHHbIX HOCUTEenen Ha ypoBHe dusnyeckux | He npumeHumo
nepcoHanbHbIX AaHHbIX HocuTeneu uHopMaLuu,
NPUMEHSIEMBIX B pamkax
MnaTtopMbl.
3HW.2 YnpasneHue AOCTYNOM K MalLIUHHbIM Ha ypoBHe thusnyecknx He npumeHnmo
HOCMTENSAM NEePCOHanbHbIX AaHHbIX HocuTenerk nidopmauuu,
NPUMEHSIEMBIX B pamKax
Mnatdopmbl.
3HL.8 YHUUTOXEHME (CTUPaHUE) UNn Ha ypOBHe dusuyeckux | He npumexnmo
obesnuynBaHue nepcoHanbHbIX AAHHbIX | HOCUTEnewn nHbopmauuum,
Ha MaLUMHHbIX HOCUTENAX NPU WX NpYMEHSIEMbIX B pamkax
nepepaJe mexay nofb3osaTensamMu, B Mnatdopmbl.

06biTUiA 6esonacHocTu (PCB)

Ha yposHe:

® CepBUCHLIX/CNYXe6HbIX
CUCTEMHBIX KOMMNOHEHTOB;

e cepBucoe [lnatdopmbl, B
TOM  4YuCne  KMUEeHTCKUX
nencrTenn no
MCNONb30BaHUK CEPBUCOB.

Ha ypoBHe KnneHTcKux
BUPTYasibHbIX CEPBEPOB U
Docker-koHTenHepos, a
Takxe UCMNonNb3yemoro Ha
HUX NPOrpamMmmHoOro
ofecneyeHuns n cpeacTs
3aWmThl MHGOPMALIMKA.
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Conepxaﬂue Mep no obecneyeHuo

BcTpoeHHbie 3alMUTHBIE

3awmTHbie Mephbl,

BobisiBnenue, aHanus ysssumocrei

MH(OPMaLMOHHON CUCTEMDI U
onepaTuBHOE YCTpaHeHne BHOBb
BbISBNEHHbIX YA3BUMOCTEN

HaNn3) 3aWMLIEHHOCTYU NepcoHant

AH3.2

KoHTponb ycrarnoBkvu 06HOBREeHWIA
nporpamMmHoro obecneveHus, Bknovas
obHoBNeHne NnporpaMMHoOro
obecneyeHnA CpeacTs 3alUTL!
nHdopmauum

AH3.3

KonTponb paboTtocnocobHocTy,
napameTpoB HACTPOWKWU 1 NPaBUNbHOCTY
bYHKUMOHUPOBAHMKS NPOrPaMMHOro
obecrneueHnn U cpeacTs 3awuThl
uHdopmaLum

AH3.4

KOHTpOfb cocTasa TEXHUYECKUX
cpeacTs, NporpaMmMHoro obecneveHust u
CpencTs 3aiuThLl MHpopmaumm

AH3.5

oLn.1

KoHTposnb npaeun reHepayuu ¥ CMeHbl
naponew nonb3oBarenen, 3aBeAeHUA U
yAaneHusi y4eTHbIX 3anucen
nonb3oBaTenen, peanusauuy npasun
pasrpaHuyeHust 4ocTyna, NONHOMOYUIA
nonb3oBartenei B MHHOPMALMOHHON

cucreme

KOHTpOAnb LIeNOCTHOCTM NPOrpamMmmHOro
obecneyenus, sknoyas NnporpaMMHoe
obecneyeHve CpeACTs 3aLuTh!
uHdopmaLum

T::gg;:::ﬂ 6e3onacHOCTU NepCOHaNbHbIX MexaHu3mbi NMnardopmb! 3:1?12(:1‘:1 :::::JT;K::;H
AaHHbIX «AHpekc.O6nako»
ans poctuwxkeHus ¥3 - 1
ABS.1 Peanu3ayusa aHTMBKPYCHOI 3alUTbl He npumenumo, notomy 4to Ha ypoBHe KNWEHTCKUX
3aLUMLLEHHBIA CErMeHT BUPTyanbHbIX MALMH W
AB3.2 O6HoBneHwe 6a3bl AaHHbIX NPU3HAKOB COLEPXUT TONBKO CEpBEpbI. msgncmx Docker-
BPEAOHOCHBIX KOMMBIOTEPHBIX MPOTPAMM | nena)inoHHas cucTema, KOHTEMHEepOoB
(Bupycos) UCTONb3yemas Ha cepBepax,
NpaKTUHECKU HE NOABEPXKEHA
BUPYCHOMY 3apaxeHuio. Ha
cepBepax HeT NPsSIMOro
AocTtyna B UHTepHeT 1
mcnonesyetcsa HIDS.
COB.1 ObHapyxeHne BTOPXEHUA Ha yposHe: Ha ypoBHe KIUEHTCKUX
COB.2 ObHoeneHne 6asbl pelualowyx npasusn o husmudeckoro CETMEHTOB ceTv

obopynosaHus
MnaTdopmsi;

e CepBUCHbIX/CryxebHbix
cepsepos [natdopmbl
npoYnx BUPTYanbHbIX
YCTPOKCTB.

Ha yposte
cepBUCHbIX/cnyxebHbix
BMPTYanbHbIX 1 (OU3NYECKUX
CUCTEMHBIX KOMMNOHEHTOB

Ha yposHe:

o husmnyeckoro
obopynoBaHvsa
Mnardhopmbl;

e CepBUCHbIX/CNYXeBHbLIX
cepeepoB [Inatopmbt 1
npoYmnx BUPTYanbHbIX
YCTPONCTB.

Ha ypoBHe KnMeHTCKuX
BUPTyanbHbIX MaLLUH 1
knueHTckux Docker-
KOHTEAHEepoB

—

Ha ypoBHe KnueHTCKUx
BUPTYanbHbIX MaLWH 1
knueHTckux Docker-
KOHTEeNHepoB

OoLin.4

O6HapyxeHune 1 pearupoBaHmne Ha
nNocTynneHne B UHHOPMAaLIMOHHYIO

He npuMeHUMO, Tak KaK B
coctas MnardopMbl HE

Ha YPOBHE KNMUEHTCKUX
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UcToynunk
TpeboBanus

CopepxaHue mep no obecneveHuio
6e30nNacHOCTH NEpCOHANbHbIX
OaHHbIX

BcTpoeHHble 3alUTHbIe
MexaHuambi MnatdopMbl
«HAnpgekc.Obnako»

3awumTHble Mephbi,

KOTOpble AONXHbI
BbINOMNHUTL KNUEHTb!
Ana pocTtuxeHusa Y3 - 1

CUCTEMy HesanpallMBaeMbIx
3NEKTPOHHLIX COObLeHUI (Nucem,

[ OKYMEHTOB) U VHOW MHMOPMaUWK, He
OTHOCALLMXCA K (hYHKLIMOHUPOBAHMIO
WH(POPMaLIMOHHON CUCTEMBI (3aluTa oT
cnama)

KoHTponb 6e3oTkasHoro
PYHKLUMOHNPOBAHNS TEXHUYECKNX
cpeAacTs, obHapyxeHue n nokanusaums
0TKa30B (PyHKLUMOHMPOBAHWA, NPUHATUE
Mep N0 BOCCTAHOBMEHWIO OTKA3aBLLMX
CPEeACTB U UX TECTUPOBaHWUE

oaT.4 Mepuoanueckoe pesepeHoe
KONUpOBaHWe NepcoHanbHbIX A4aHHbIX Ha
pe3epBHble MaLUUHHBIE HOCUTENN
nepcoHanbHbIX AaHHbIX

oA4T.5 Ob6ecneueHue BO3MOXKHOCTU

BOCCTaHOBNEHUA NEPCOHAMNbLHLIX AaHHbIX
C pe3epBHbIX MaLUMHHbIX HOCUTENENR
nepcoHanbHbIX AaHHbIX (pe3epBHbIX
KONWiA) B TEUEHNE YCTAaHOBMNEHHOTO
BPEMEHHOro uHTEpBana

BXOAMUT (PyHKUUOHAN no
obmeHy 3neKTpoOHHOW NOYTOMN

Ha yposHe:

e pr3n4ecKkoro
obopynoBaHus
Mnatcopmsl;

o cepBUCHLIX/CryXeBHbIX
cepsepoB [lnarcopmbl u

npouunx BUPTYanbHbIX
YCTPONUCTB.

BbINOMHAETCS

aBTOMaTU3NPOBAHHASNA

pennukauaa AaHHbIX B
I'lnaT(bOpMeHHOM XpaHunuuie.

NOYTOBLIX CEPBEPOB

Ha yposHe UCIMOH
KNMeHTa pesepBHoOe
KOnupoBaHue 1
BOCCTaHOBMeHUe
NepCoHanbHbIX AaHHbIX
ocywiecTansercs
KITMEHTOM.

Ha ypoBHe knmMeHTCckux
BUPTYanbHbIX MaLUWH U
KoHTenHepoe Docker
pe3epBHOE KONMPOBaHWE
OaHHbIX OCyLecTBNSeTCS
KNMUEHTOM C NOMOLLbIO
nnaTopMEHHBIX
WUHCTPYMEHTOB.

SATECE: ) LR RS T 3awuTa cpeabl B
T (T ;@g’f?&%z@,—z%ﬁg =

AHTMBYPYCHOW 3aLLUTON B BUPTYanbHOU

3alMUIaeMOM KOHTYpe

UpeHTudbmkauus n ayteHTucmukaums
cybbekToB A0CTYyNna M 06LEKTOB AoCTYna
B BUPTYanbHoM uHdpacTpykType, B Tom | ® CPEACTB ynpasnexns
yucne aMMHUCTPaTOPOB YNpaBAeHNs Cpenou BupTyanusauum,
cpencreamu BUpTyanusaLum o CepBUCHBIX/CNYXeBHbIX
3CB.2 YnpaerneHue 4ocTynom cy6bexTor cepsepos  [natopmbl M Mg vhopue krneHTCKIX
AocTyna k obbekram A0cTyna B npoumx — BUPTYANBHBIX | pypTyanbHbIX MALWKMH 1
BUPTYaNbHON MHGPACTPYKTYpe, B TOM ycTpoucrs, knueHTckux Docker-
yucne BHYTPU BUPTYanbHbIX MaLUUH o cepeucos MNnatdopmbi. KOHTENHEpOB
3CB.3 Perucrpauus cobbituii 6esonacHoctu 8
BUPTYanbHOW MH(paCTPyKTYype
3CB.6 YnpasneHue nepemeLleHnem Ha ypoBHre: Peann3oBaHo Ha ypoBHe
BUPTyarnbHbIX MAWWH (KOHTEWHEPOB) U apxutekTypbl [Nnardopmsl
o6pabaTblBaeMbIX Ha HUX AAHHbIX ® CpeacTs ynpasnenus
Cpenoi BUpTyanusauumu;
® CepBUCHbIX/CYXEBHbIX
cepeepoB [natcdopmbi u©
npoYux BUPTYarbHbIX
YCTPOMCTB.
3CB.7 KoHTpons LenocTHOCTH BMPTyanbHON Ha yposHe: Ha ypoBHe KNUEeHTCKMX
uHpacT| bl U ee KoHdUrypaumit BMPTYanbHbIX MaLLUH U
paCTPYKTYP puryp e CepBUCHbIX/CNyXeBHbIX msgmxmx Docker-
cepeepoB [lnatdopmbl u KOHTEHEepoB
npoYnx BUPTYanbHbIX
YCTPOMUCTB.
3CB.8 PesepBHOe KonMpoBaHUe AaHHbIX, Ha yposHe: Ha ypoBHe KnueHTcKkmx
pes3epBUPOBaHWE TEXHUYECKUX CPEACTB, y 6 BUPTYanbHbIX MaLlIWH U
nporpamMmHoro obecneyermns ¢ CEpBUCHbIX <[:3|1y>o<e HbIX knueHTckux Docker-
BUPTYarbHOW MHEPACTPYKTYPbI, @ Takke cepsepoe  [Inatopmbl U | v reiinepos
KaHaNOB CBSA3W BHYTPU BUPTYanbHOM npo4mx BUpTyanbHbIX
UHcPACTPYKTYPbI YyCTPOKCTB.
3CB.9 Peanusaums n ynpasneHue He npuMeHnMO, Tak Kak B Ha ypoBHe KIMeHTCKMX

BUAPTYanbHbIX MaWWH 1
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Copepxatue Mep no obecneyeHuto

BcTpoeHHbie 3aluTHbie

3alumrHble Mephbl,

USRI 6e30nacHOCTY NepcoHanbHbIX MexaHu3Mmbl MnardopMbl KOTopEIS AOTIXHE)
TpeboBaHuA BbINOMHUTb KITMEHTb!
AaHHbIX «Anpekc.Obnako»
AnA pocTuxenuns Y3 - 1
WHPACTPYKTYpe pacnonoxeHsb! knueHTtckux Docker-
UCKIIOYUTENBHO CepBEPHLIE KOHTEHEpOB
MOLLHOCTH, ucnone3aytotesa OC
NpaKTU4YECKK He
noaBepKeHHbIE BUPYCHOMY
3apaxeHuio, oTCyTCTByeT
NpPSIMOI AOCTYN B UHTEPHET, a
TakKxXe Ha XocTax
npumeHseTcs HIDS.
3CB.10 PasbueHune BupTYyanbHon YnpaeneHue ceTeBbiM | Ha ypoBHe cermeHTOB

MHMPaCTPYKTYPb! HA CErmMeHTbl
(cermeHTMpOBaHWE BUPTYaNbHON
VH(PACTPyKTYpbI) Ans obpaboTku
nepCcoHarnbHbIX AAHHBIX OTAENbHbIM
nons3oBarenem u (Mnu) rpynnon
nons3oBarenemn

ZLOCTYMOM Ha YpOBHe:

¢ cepBUCHbIX/cnyxebHblix
ceTew [NnaTgopmel;

e orpaHudeHue fpocryna
MeXay CermeHtamu ceTte
pa3nuuHbIX KIMEHTOB
MnaTcopmbi.

CeTu KnueHTa

3awura Texuhqet:xuxl'chggcf'a‘»(3TC) T,

g L A

S
e e
2| =

KoHTponb 1 ynpaBneHue usnyeckum
AOCTYNOM K TEXHUYECKUM CPeaCTBaM,
cpeacTaam saluTbl MHhopmMaumu,
cpeacTeam obecneveHus
bYHKLUMOHUPOBAHUS, @ TaKKe B
NOMELLIEHNS U COOPYXEHMUS, B KOTOPbIX
OHW YCTaHOBNEHbI, NCKNoYaoLwmne
HECaHKLIMOHUPOBaHHbLIA (ON3UYECKUA
BOCTYyn K cpeacrTeam o6paboTku
uHdopmMaLmK, cpeacTsam 3aluTbl
nwHdOpMaLMK U cpeacTeam
obecneveHuss pyHKUMOHUPOBAHUSA
WH(OPMALIMOHHON CUCTEMBI, B
NMOMELLEHUA U COOPYXKEHUS, B KOTOPbIX
OHU YCTaHOBINEHD!

Ha ypoeHe ob6ecneyeHus
cusnyeckon 6esonacHoCcTn

uon

He npumexnrmo

3TC.4

PasmMelieHune ycTporcTs BbiBOAA
(oTobpaxeHus) nHdopmaumu,
ucksovalolee ee
HeCaHKLMOHUPOBAHHbIA NPOCMOTP

He npumeHseTca B IO ans
otobpaxeHnus MAH

He npumeHumo

3TC.5

3alluTa oOT BHELUHWUX BO3AEACTBUA
(BO34ENCTBUN OKpYXaloLLen cpeabl,
HecTabunbHOCTM anekTpocHabXeHus,
KOHAWLMOHUPOBAHUSA U UHBIX BHELLIHWUX
thakTopos)

Ha ypoene LIOJ

He npumeHumo

" 3aw
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Paspenexne B nHOpMaLUOHHON
cucreme (OyHKLUMIA NO ynpasnexuio
(apMviHuCTPUPOBaHNIO)
UH(OPMALIMOHHON CUCTEMON,
ynpaenexuto (2AMUHUCTPUPOBAHUIO)
CUCTEMOW 3aLUWTbl NePCOHaNbHbIX
OaHHbIX, PYHKUMA no obpaboTke
NepCOHAarbHbIX AaHHbIX W UHBIX (PYHKUWIA
MHOPMALIMOHHON CUCTEMBDI

Ha yposHe:

e (hnsan4eckoro
obopynoBaHus
fnatgopmsl;

e CpeacTB ynpasrieHus
cpeaoy BMpTyanuaauum;

o cepBUCHbIX/CNyXebHbIx
cepeepoB [lnatcdopmbl ©
npoumnx BUMPTYarbHbIX
YCTPOWCTB;

e cepsucos [naTopMel.

Ha ypoBHe KneHTCKkux
BUPTyarnbHbIX MALLUH K
xknueHTckux Docker-
KOHTEHEPOB

31C.3

ObecneueHre 3aWwmTbl NEPCOHaNbHbIX
OAaHHbIX OT PacKpLITUA, MOoANdUKaLUK 1

Ha ypoBHe kaHanos:

Ha YPOBHE KaHanoB CBA3N,
YCT2HOBNEHHbIM KNUEHTOM
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CopepxxaHue Mep no obecneyeHuro

BcTpoeHHbIe 3aWUTHbIe

3auuTHbIe Mepbl,

MCIONHIK 6e3onacHOCTH NepPCOHarnbHbIX MexaHu3Mbl Mnartdopmbl o oRES QOIKHEL
TpeboBaHUA T R e e BbINOMHUTb KITMEHTbI
: ansa goctwkeHus Y3 - 1
HaBA3bIBaHWS (BBOAA NOXHOM e MCNONb3yeMbiX ANS AOCTyna | ANA AOCTyNna K ero
uHOpMaLuM) Npu ee nepepade aAMUHUCTPaTOpPOB K | BAPTYanbHbIM MaluMHam U
(noaroToske K nepeaaye) no kaHanam cucTemMHbiM  KomnoHeHTam | Docker-koHTeHepam.
CBS131, UMEIOLLMM BbLIXOZ, 3a npegensbl Mnatdopmb;
KOHTPOMMpPYeMoW 30HbI, B TOM Yucne
Gecnposo/HbIM kaHanam ces3n ¢ ncnonb3yembix Ans A0CTyNa
nonb3osaTenei 7
aAMUHUCTPaTOpPOB K
KOHCOMU ynpasneHus
cpefoi BUpTyanusauumu;
o mexay LIOA.
3nC.11 ObecneyeHune NoAnMHHOCTU CETEBbIX Ha ypoBHe kaHanos: Ha ypoBHe cermeHToB
coeAuHeHU (CeaHcoB CeTH KnueHTa
B3aMMOAENCTBUS), B TOM YuCne ANS ¢ 1cnonb3yemblx Ans AocTyna
3aLUTLI OT NOAMEHbI CETEBbIX aAMUHUCTPATOPOB K
YCTPOWCTE M CEPBUCOB CUCTEMHBIM  KOMMOHEHTaMm
Mnardopmbi;
® UCnonb3yembix ANa AOCTyna
nonb3oBateneun u
aAMUHUCTPaTOPOR K
KOHCOnM ynpaeneHus
cpeaon BUPTyanu3auuu;
o mexay LIOA.
3NC.15 3awmra apxusHbIx hannos, Ha ypoeHe: Ha ypoBHe knueHTckux
napaMeTpoB HacTpPOWKK CPeaCTB BUPTyanbHbIX MaLLWH U
3alLMTbl MHPOPMALMK 1 NpOrpamMmHoro | © PU3n4eckoro knueHTckmx Docker-
oBecneueHns v MHbIX AaHHbIX, He obopyaosaHms KOHTEHepoB
noAnexalmMx U3MEHeHMIO B NpoLiecce Mnarchopmb;
06paboTku nepcoHanbHbiX AaHHbIX o CEPBUCHLIX/CIYXEBHBIX
cepepoB [lnatcdopmbl #
npounx BUPTYanbHbIX
YCTPONCTB.
3nCc.17 Pasbuerune nHdopmauuoHHon cuctembl | Ha ypoeHe Ha ypoBHe cermeHTOB
Ha CerMeHTbl (CerMeHTUpoBaHune cepBUCHbIX/CNyXeBHbIX BUPTYanbLHOW cetu
MHOPMALIMOHHON CUCTEMBI) Y CermMeHTOB CeTw. KfIMeHTa
obecneueHne 3aluTLI NEPUMETPOB
CErMeHTOB MHPOPMALUOHHON CUCTEMBI
31C.20 3awmTa 6ecnpoBOAHLIX COEAUHEHUA, He npumenumo He npumerumo

NPUMEHSIEMbIX B UHEDOPMALIMOHHOM
cucreme

Onpep,eneﬁme nny, OTBETCTBEHHbIX 33
BbIABIEHNEe NHLUMAEHTOB 1N

W3 uucna pabotHukos
Angekc.Obnako unu ero

W3 yucne paboTtHukoB
KMUEHTCKOW opraHusauum

pearuposaHue Ha HUX noApsA4MKOB unu ee NOAPSAYMKOB
NHLL.2 O6HapyxeHue, naeHTuukauma u Ha yposHe: Ha ypoBHe KnueHTCckux
perncTpauus UHUMAEHTOB BUPTYanbHbIX MaLLUWH U
* uandeckoro knmeHTckux Docker-
obopyAoBanms KOHTEliHepoB
Mnargopmbt;
® CcpeacTs ynpasneHus
cpenor BUpTyanusauuu;
o CepBUCHbIX/CNYXebHbiX
cepBepos [lnartcopmbl U
npoumx BUPTYanbHbIX
YCTpPOICTB;

cepeucos naTtdopmbl.
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CopepxaHue Mep no oGecneyveHmnro

BCTpoeHHble 3allUTHbIe

3awuTHbie Mepkl,

BT 6e3onacHoOCTU NepcoHanbHbIX MexaHu3Mmki [TnaTopMbi BRSO
TpeboBaHus TR e s R BbINOMHUTbL KNUEHTbI
2 Ona pocTuxeHns Y3 - 1
nHU.3 CeoeBpemeHHOe nHdopMupoBaHue nvy, | U3 yrkcna paboTHuKoB M3 yucne paboTHukos
| OTBETCTBEHHbIX 32 BbiiBfIEeHUe Anpekc.Obnako unu ero KNMUEHTCKOW OpraHu3aumm
MHUWOEHTOB U pearnpoBaHue Ha Hux, o NoApsAA4UKOB unu ee NoApPSAYMKOB
BO3HWUKHOBEHWM UHLUMAEHTOB B
MHMOPMALIMOHHOW cucTeme [
nonNb3oBaTeNAMU U agMUHUCTPaTOPaMu '
— i
MHLU.4 AHanu3 NHUUAEHTOB, B TOM uucne Ha yposHe: Ha yposHe knueHTCKux |
onpeneneHnue UCTOYHMUKOB U NPUYUH BUPTYanbHbIX MaLLUH U
BO3HUKHOBEHMSt UHUMAEHTOB, a Takxke * ¢usmieckoro knueHTckux Docker- (
OLIeHKa WX NocneacTsuii o6opynoBaHus KOHTEeWHepoB i
) Mnardopmbl; :
MHL.5 [MpuHsTME Mep No ycTpaHeHuto '
NOCNEACTBUIA UHLMAEHTOB ¢ cpeacrs ynpaenenus -
cpenon BupTyanusauum; .
WHLL.6 MnaHmposaHue 1 NpUHATUE Mep No
NPEeAOTBPALLEHHIO NOBTOPHOFO ® CepBUCHLIX/CNY}KeOHbIX
BOBHUKHOBEHUS UHLMAEHTOB cepsepos  [nardopmbl ¢
npoumnx BUPTYanbHbIX
YCTPONUCTB;
s cepsucos nathopmbi.
_ YNpaenenue KoHdurypaumeit MHOPMaUMOHHOM CHCTEMbI U CHCTEMBI 3aLlINTLI NepcoHantHIX AaHHLIX (YKO)
= ELORES Y n AL = =iy o=t o= A e = = Sl et AN L Agitn’ . oo 4 . - «Ta U R T e T Y PN
YK®.1 Onpepenenune 1, KOTOPLIM Ha yposHe: Ha ypoBHe knueHTCkow
paspelueHbl AeRCTBUA NO BHECEHUIO BUPTYanbHON
U3MEHEHWIt B KOHUrypaLmio * pusndeckoro MHAPACTPYKTYpbI U
MHDOPMALIMOHHON CUCTEMBI N CUCTEMbI oGopyaoeaHus | knuenTckux Docker-
| 3aLWUTHI NEPCOHAMNBHBLIX AaHHbIX Mnatcpopmer; KOHTEiHepoB
YK®.2 | Ynpaenexue nsmeHeHnsmu ¢ CpeAcTs ynpasneHns
KOHUIypaLMn MHEOPMaLMOHHOM CpeAon eupTyanusauuu,
| chCTeMbl M CUCTEMBI 3ALLMTHI e CEPBUCHBIX/CIYKEBHBIX
| nepcoHanbHbIX AaHHbIX cepeepo  MnaTchopmbl
YKao.3 | Ananus notenumanbHoro BosgencTems npoHmux BUPTYarnbHbIX
| NnaHupyembix M3MEHEHMIA B yCTpOuCTB,
f KOHMrypaumm nHopmaLnoHHON o MporpammHoro
CUCTEMbI U CUCTEMBI 3aLUMTHI obecnevenns Mnatchopmbi.
nepcoHanbHbIX AaHHbLIX Ha obecneyexune
3aLUTbl NePCOHanNbHbLIX AaHHbLIX U
cornacoBaHue 3MEHEeHMWiA B
KOHbUrypauuu mHcopmaluoHHON
CUCTEMbI C AOMKHOCTHBIM NULIOM
f (paboTHUKOM), OTBETCTBEHHbLIM 32
2 obecneyeHne 6esonacHocTu
i nepcoHanbHbIX AAHHbIX .
— _ |
YKo .4 JoxymeHTuposaHne nHgopmaumm

(naHHbIX) 06 M3MEHEHUSX B
KOHMWrypaumm uHopmMaLuoHHON
CUCTEeMbI N CUCTEMb! 3aLLUTI
nepcoHarbHbIX AaHHbIX
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