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3aknioyeHMe 0 COOTBETCTBUU CUCTEMbI 3aLUThI NEPCOHANBHbLIX AAHHbIX
Tpe6oBaHuaM N2152-®3 «O nepcoHanbHbIX AAHHbIX»

000 «Kapa Cek»

(HawmeHOBaHWE OPraHN3aLUn-MaroTOBUTENS, GAMUNA, UMA, OTYECTBO KHAMBUAYANBHOTO NPEANPUHUMATENS, NPUHABWNX AEKNAPALNI0 O COOTBETCTBUM)
(appec, TenedoH, dakc)

NMuueHsus PCTIK Ha AeATENbHOCTb MO TEXHUHECKON 3aLmTe KoHdUaeHUMansHon nHdopmaummn Ne3099 ot 22 Hosbps 2016

B nuue reHepanbHoro aupekropa MBaHoBa Anekcanapa lOpbesuua
(PamMunns, UMA, OTYECTBO PYKOBOAKTENS OPraHW3auvm, OT MMEHI KOTOPOIi NPUHMMAETCS AeKknapalus)

3asaBMAET, YTO B pesynbTare fpoBeAeHHOro ayauTa cucTembl 3alluTbl NEPCOHanbHbIX AaHHBIX NCnaH «Mnardopma
«Axpekc.O6nako» B OTHOWeEHUU CepBMCOB, NponucaHHbIX B Mpunoxernuu 1, pasmeleHHbix B LOL:

e 000 «AHgekc» no aapecy r. Mbituwu, yn. CunukaTtHas, 4.19:;
000 «Augekc ALl Bnaaumup» no agpecy r. Bnagumup yn. SHepreTukos, a4. 37;
e 000 «HAngexc AL» no agpecy yn. MywkuHa, a.21, r. Cacoo

Ha MOMEHT npoBeaeHns OLUeHKN COOTBETCTBUA BbINy BLINONHEHbI BCe HeOOXoaUMble Mepb! AN HeWTpanu3aummn akTyanbHbIX
. yrpos BesonacHocTy [MOH. o pesynbTaTtam MogenmpoBaHus yrpos ObiNM NpU3HaHbl aKTyanbHbIMWU Yrpo3bl TPETbero Tuna u

HeaKTyanbHbIMK YrpO3bl N€PBOro 1 BTOPOro Tuna.

Tawxe yctaHoeneHo cooteetcTeue UCMNAH «Mnartdopma «Anpekc.06nako» TpebosaHnsam:

1. No152-93 «O nepcoHanbHbIX AaHHbIX» OT 27 utons 2006 r.

2. «TpeboBaHUA K 3aluMTe NEPCOHANbHbIX AaHHbIX NpU Mx o6pa6oTke B MHGOPMALMOHHbIX
cUcTeMax NnepcoHanbHbIX AaHHbIX», yTEepXaeHHble MoctaHoBnexwuem MpaButenncTBa Poccuickon
®epepaumn Ne 1119 ot 01.11.2012 r.

3. «CoctaB M coaepxaHme TeXHUUECKUX U OPraHM3aLMOHHbIX Mep No ob6ecneuexunto 6esonacHocTu
nepcoHanbHbIX AaHHbIX NpY UX 06paboTke B UHP OPMALIMOHHBLIX CUCTEMAX NepCcOoHaNbHbIX AAHHbLIXY,
yTBepxaeHHbin MNpukazom PCTIK Ne 21 ot 18.02.2013 r.

(O603HAYEHNE HOPMATUBHBIX AOKYMEHTOB, COOTBETCTBME KOTOPbIM NOATBEPKAEHO AAHHON AeKNapauned C ykasaHuem NyHKTOB, CoAepxalyux Tpebosanua Ans AaxHon
npogyKumnwu)

B UCNAH «Mnatdopma «Anpekc.O6nako» obecneynsaeTcs: 1-i ypoBeHb 3awuuieHHocTu NAH

KpaTkoe onvcaHve BCTPOEHHbIX 3aluTHbIX MexaHuamos UCMNOH «Mnatdopma «AHaekc.O6nako» W 3alLUMTHbIX MEP,
BbINONHEHUE KOTOPbIX MO3BOMWT KNWEHTaM BbINONHUTL TpeboBaHus 3akoHojaTtensctea PP Kk nepsoMy YypoOBHIO

3aLUUiLEeHHOCTN nepCoHanbHbIX AaHHbIX, npuBe4EeHO B MpunoXxeHuu 2.
Cxema AeknapuposaHua COOTBETCTBUA Ha OCHOBaHMM COOCTBEHHbIX AOKa3aTenbCcTB

B 000 «Auaekc.06nako» NPUHATHI OpraHM3auMoOHHLIE M TeXHUYeCckue Mepbl, obecneunsaiolme CoOoTBETCTBUE
NCnau «Mnarpopma «Angekc.06nako» TpedboBaHuaM Ne152-®3 «O nepcoHanbHbIX AAHHbIX» U €r0 NOA3AaKOHHbIX

aKToB

Harta noanucanus 01.10.2022

M.M.
/ reHepanbHbii aupektop 000 «Kapg Cek», MsaHos A.HO.
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MpunoxeHue 1. Cnucok cepeucos B obnacTu ayauTta cuctembl 3awutbl UCMNAH «Mnardopma
«Anpekc.O6nako»

Yandex ldentity and Access Management
Yandex Resource Manager

Yandex Compute Cloud

Yandex Virtual Private Cloud

Yandex Network Load Balancer

Yandex Object Storage

Yandex Billing

Yandex AP| Gateway

Yandex Managed Service for (PostgreSQL, MySQL®, MongoDB, ClickHouse, Redis™, Apache Kafka®,
GreenPlum®, ElasticSearch)

10. Yandex DataProc

11. Yandex Container Registry

12. Yandex Cloud Functions

13. Yandex loT Core

14. Yandex Managed Service for Kubernetes®
15. Yandex DatalLens

16. Yandex Database

17. Yandex Marketplace

18. Yandex Message Queue

19. Yandex SpeechKit

20. Yandex Translate

21. Yandex DataSphere

22. Yandex Application Load Balancer
23. Yandex DataTransfer

24. Yandex Cloud Organization

(HavumeHoBaHMe, TMN, MapKa NPOAYKLMM, Ha KOTOPYHO pacnpocTpaHseTcs Aeknapauus, kog OK 005-93 u (unu) TH B3 CHIN)
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[aTa nognucanus 01.10.2022

reHepanbHblii aupektop 000 «Kapa Cek», UsaHos A 1O.

(UHuupans!, amunus)
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MpunoxeHue 2. PazgeneHne oTBETCTBEHHOCTH 3a 3alUTY NepcoHarbHbIX AaHHbIX

UcTouHKK
TpeboBaHuUsi

CopepxaHue Mep no obecneyeHuno
6e3onacHOCTU NepcoHanbHbIX
OaHHbIX

BcTpoeHHble 3alUTHLIE
MexaHuambi Mnatdopmbl
«Anpekc.Obnako»

3aiuTHLIe Mepbl,

KOTOpbIe AOMXKHbI
BbINOSMHUTE KIIMEHTbI
Ans pocruxeHms Y3 - 1

P PN | e

LT

'M.qemmpuxauuag ayTem'mbuKauun cy6'be|cros Aocryna n o6be|croe Aocryna (VIACD)

MaeHTudukaums un ayTeHqu)wKaumn Ha ypoeHe: Ha ypoBHe KIIMEHTCKUX
nonb3oBaTenem, SBNSAOLIMXCS BUPTYanbHblX MawwH ¢
paboTHukammn onepaTtopa * chusndeckoro KIMNEHTCKUX Docker-
obopyAoBanus KOHTEIHEepoB
MnaTtdopmbl;
e cpeacTs ynpaBneHus
cpefoil BUpTyanusauumm,
e CepBUCHbIX/CNyXeBHbIX
cepsepos [lnatcopmbl  ©
npounx BUPTYanbHbIX
YCTPONCTB;
e cepsucos [natopmel.

NAD.2 WaeHTudmrkauums n ayteHtndunkaums Ha yposHe dwuanuueckoro | He npumenserca
YCTPOWACTB, B TOM YuCne cTauuoHapHblx, | obopyposaHus Mnartdgopmel
MOBUNBHBIX U NOPTaTUBHbLIX

NAD.3 Ynpasnenue naeHTudukatopamu, B Tom | Ha yposHe: Ha ypoBHe KIMEHTCKUX
yucne cozgaHue, NPpUCBOEHKe, BUPTYanbHbIX MawuH 1
YHUUTOXEHNE UASHTUDUKATOPOB * cpusuueckoro KIMUEHTCKNX Docker-

obopyaosaHusa KOHTEHepoB

UAD 4 YnpaeneHue cpeacTeamu Mnatdopmbl;
ayTeHTucukaLymm, B TOM uncne
XpaHeHue, Bblgaua, MHULManusaums, ¢ CpeAcTB ynpasnexus
6noKkMpoBaHue cpeacTs cpeaon eupTyanusauni,
ayTeHTudUkaumm u NpUHATAE Mep B o CEPBUCHBIX/CTTYXKEBHBIX
cnyJae yTpartsl u (Unn) KOMpoMeTaLlun cepeepos [naTchopMsl ¢
CpeAcTB ayTeHTUbUKaumn NpOYMX BUPTYyarbHbIX

AD.5 3auwmTa obpaTHOIl CBA3W NPK BBOAE YCTPOMCTB,
ayTeHTuukaLMoHHo# uHhopmauum cepBucoB MnaTdopMbl.

UAD.6 WaenTudukaums u ayTeHTudmnkauus Ha ypoeHe pocTyna Kk | Ha ypoBHe  KIMEHTCKUX
nonb3oeaTenem, He ABNSAIOLMXCA cepBsucam Mnatcopmel, | BUPTYyanbHbIX MalnH W
paboTHMKamm onepaTopa (BHeLHUX NpeacCTaBNAEMbIM KIMEHTaM | KIMUEHTCKUX Docker-
nonb3oBatenen) KOHTEeHepoB

il anasnerme_ AocC ynom cy61=e|croa ‘[pocTyna K. oﬁbex'raM .qocryna (yna)

s alita. . Al -i—--—u -w-» -...-u-n = ] (o q._..,_'u-, IV T Y TR TS e sz A=

yna.i Ynpasnexve (3aBeneHMe, aKTusaums, Ha ypoeHe: Ha ypoBHE KIMEHTCKUX
6nokUpoBaHWE 1 YHUUTOXEHME) BUpPTyanbHbIX MaluH W
YYETHBIMW 3aNUCSMK Nonb3oeaTeneit, 8 | * huamueckoro KIMEHTCKUX Docker-
TOM YUCHIe BHELLHWUX Nosib3oBaTeneit oBopyAoBaHms KOHTEHEepOoB

MnaTdopmbl;

yna.2 Peanusauus HeobxoguMbIX METOL0B
(AMCKPELMOHHDIA, MaHAATHBIA, poneson | * CPEACTE ynpasnexus
WNW MHOI METOA), TUNOB (YTEHME, cpeaon supTyanusauuu,
3anucb, BbINONHEHWE UMK UHOW TUN) ¢ o CEpBUCHBIX/CIIYKEBHBIX
npasun pasrpaHudeHns goctyna cepeepoB  natcopMbl 1

NpoYmnx BUPTYanbHbIX
YCTPOWCTB;
e cepsucos [TnaTcopmbl.

yna.3 YnpasneHue (punbTpaums, Ynpasnexue ceTeBbIM | YnpasneHue CceTeBbIM
MapLUpyTM3auUus, KOHTPOSTb COEAUHEHUIA, | AOCTYNOM Ha yPOBHE: DOCTYynom:
ofHOHanpaBneHHan nepeaava v UHble
CcNocoBhbl yrpasneHus) o chusmyeckoro ° MeXay  cerMeHTamu
MHOPMALIMOHHBIMMW NOTOKaMU MEXay obopyAosaHus KNMEHTCKON
YCTPOMCTBAMM, CErMEHTaMM Mnathopmsl; BUPTYanbHOW CETU;

VMHPOPMALIMOHHOW CUCTEMBI, a TaKKe
Mexay uHopMaLMOHHLIMKU CUCTEMaMU

o cepBUCHbIX/CNyXebHbIX

e CETeBoro
KNMUEHTCKOW

Joctyna K
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CopepxaHue mep no obecne4yeHmio

BCTpoeHHble 3alumTHbIe

3awuTHbIe Mepbl,

LG 6e30nacHOCTU NepCcoHarbHbIX MexaHu3Mbi MnatdopMbl KOTORCIE AOIXHE!
TpeboBaHuA auubﬁ( «SAnnexc.06 axos BbINONHUTb KNUEHTbI
A G ANA gocTuxkeHus Y3 - 1
ceteit [natdopmbi; BUPTYyanbHOM CETU u3-3a
ee npeaenos.
e orpaHuyeHue Jocryna
MeXay CcermeHtamu ceted
pasnuyHbIX KNUEHTOB
Mnardopmbl;
e orpaHuWdeHuMe poctyna w3
KITMEHTCKUX ceteu B
cepBUCHYIo/CnyXebHyto
ceTb.
yno.4 Pasgenexue nonHomouuia (ponen) Ha ypoBHe: Ha ypoBHE KIUEHTCKUX
nonb3oearenen, agMUHUCTPaToOpPOB U BUPTYanbHbIX MalmH W
nvu, obecneunsaloLLmx * (pusnyeckoro KITUEHTCKMUX Docker-
OYHKLMOHUPOBaHME UHDOPMALMOHHON obopyaosaHus KOHTENHEepoB
CUCTEMBI Mnatdopms;
yna.5 HazHaueHne MUHUMANbHO ¢ cpéacts ynpasnexus
HeoBXOAUMbIX NIpaB 1 NPUBNIEriA cpenoun BupTyanmsauuu,
nonbL3oBaTensm, agMMHUCTpaTopam u o CEPBUCHBIX/CYKEBHbIX
nuuam, obecneynsaoLiMm 5 cepeepoe  [naTcopmbl ¢
(hyHKLMOHNPOBaHWE UHAOPMALIMOHHOM npOYMX BUPTYanbHbIX
cucTeMbl YCTPOWCTE;
Yna.e OrpaHuyeHme HeycnewHbIX NONbLITOK o cepaucos Mnardopmbl.
BXOAa B MHCDOPMALMOHHYIO CUCTEMY
(aocTyna k MHOPMaLMOHHOW CUCTEME)
ynAa.10 brnokupoBaHue ceaHca gocTtyna B
MHCOPMAaLMOHHYIO CUCTEMY focne
yCTaHOBNEHHOro BpeMeHn 6e3aencTens
(HeaKTUBHOCTM) Nonb3oBaTENsa UNK No
ero 3anpocy
yna.11 Paspelwenwne (3anpeT) aeicteuin
nonb3osartenew, paspeLlleHHbIX 40
naeHTuukaumm v ayteHTudukaymm
yna.13 Peanu3sauus sawmuieHHoro yaaneHioro | Ha yposHe poctyna: Ha ypoBHe ygarneHHoro
Jocryna cybbekToB goctyna k obbekram . AOCTYNa K KINUEeHTCKUM
[OCTYNa Yepes BHELLHWe * nonb3oBaTeneu K CepBuCam | g nryannHLIM cepeepam n
MHDOPMALIMOHHO- Mnarcopmbi; knveHTckum Docker-
TENEKOMMYHUKaLMOHHbIE CeTH e aAMUHMCTPATUBHOIO KOHTEWHepam
poctyna k PU3MYEcKUM U
BUPTYaNbHLIM
CepBUCHLIM/CIYXEBHBIM
CUCTEMHBIM KOMMNOHEHTaM.
yna.14 PernameHTaums n KOHTpOnb He npumeHaeTca He npumeHseTca
Mcnonb3oBaH1sa B UHAOPMaLMOHHON
cucTeMe TexHonoruih 6ecnpoeogHoro
pocTyna
YNa.1s PernameHTauus U KOHTPONb He npumeHsieTca He npumeHseTca
MCNOsIb30BaHNA B MHCPOPMALIMOHHON
cucTeme MoBUNbHbIX TEXHUYECKUX
cpeacTs
yna.16 YnpaBneHve B3aMMOLENCTBMEM C Ha ypoBHe Mpw opraxsusaymmn Takoro
NHOPMAaLIMOHHBIMK CUCTEMaMU cepBUCHbIX/CRyKeBHbIX B3aWMOAENCTBUSA C
CTOpPOHHWX OpraHu3aumni (BHeLLHWe CUCTEMHbIX KOMMOHEHTOB. KNUEHTCKUMU
MHMOPMaLMOHHBIE CUCTEMBI) BUPTyanbHbIMU MaLlLMHamMu
1 knueHTckumu Docker-
KOHTEeHepamn
ynp.17 ObecneyeHne nOBEPEHHOI 3arpy3ku Ha yposxe He npumensieTca
CPEeACTB BbIMUCITUTENBHOW TEXHWKN cepBUCHbIX/CNyxeBHbIX
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UcTouHuk
TpeboBaHUsA

CopepxaHue mep no obecne4eHuro
6e30nacHOCTN NepcoHanbHbIX
BaHHbIX

BcTpoeHHble 3alUTHbIe
mexaHusmbl Mnatdgopmbl
«AHpekc.O6nako»

3awuTHBLIE Mepbl,

KOTOPbIe AOMKHbI
BbINOMHUATL KNWUEHTbI
ans goctTuxkeHuna ¥3 - 1

CUCTEMHBIX KOMMNOHEHTOB

MnaTcopmbi;

e CepBUCHbIX/Cy)ebHbiX
cepsepoB [Inatcdopmbl ©
npoYux
YCTPOMCTB.

onc.z YnpaBneHue ycTaHOBKOW Ha yposHe: Ha ypoBHe KIMEHTCKUX
(MHCTannsiumMen) KOMNOHEHTOB BUPTyanbHbIX MaLLWH 1
NpOrpamMMHOro obecreyeHus, B TOM * (huamdeckoro knuenTckux Docker-
YMCTe ONpeaeneHne KOMNOHEHTOB, oBopyAoBanms KOHTEHEpPOB
noanexalyux yctaHoBKe, HacTpoiika Fnarcpopmst;
NapameTpPOB YCTAHOBKM KOMOHEHTOB, o CEPBUCHBIX/CTIYKEBHBIX
KOHTPONb 38 YCTAHOBKOW KOMIMOHEHTOB cepsepos  Mnathopmbl 1
nporpaMmMHoro obecnevenmns NPOYIX BMPTYAMbHbIX

YCTPONICTB.

onc.3 YcraHoBka (MHCTannsuus) Tonbko Ha yposHe: Ha ypoBHE KITUEHTCKUX
PaspeLLEHHOrO K UCMONb30BAHNIO BUPTYarbHbLIX MALLMH 1
MPOrPaMMHOro oBecnedeHus u (unu) ero | © PUSNHECKOTO knueHTckux Docker-
KOMMOHEHTOB oBopyAosaHus

BUPTYyanbHbIX

KOHTEWHEPOB

CTOpPOHHWE OpraHM3auun ANs peMoHTa
UMK YyTUNU3aUWK, @ TaKKe KOHTPONb
YHUNTOXEHUSA (CTUpaHUA) Unv
obesnuumMBaHus

OnpepeneHune cobbiTuii 6esonacHocTy,
noanexallux perncTpaumm, u CpokoB Ux
XpaHeHus

PCB.2

OnpepeneHue coctaea U coaepXaHua
nHpopMaLmm 0 cobbITUAX
6e3onacHocTy, nognexawmx
perucTpauun

PCB.3

C6op, 3anncb 1 xpaHeHue MHopMaLmm
0 cobbiTusx 6e3onacHoOCTU B TEYEHUE
YCTaHOBNEHHOrO BPEMEHW XPaHEHWA

PCB.5

MOHUTOPUHT (NPOCMOTP, aHanus)
pesynbTaToB perncTpauum cobbiTui
6e30nacHOCTU M pearnpoBaHne Ha HUX

PCB.7

3awmTa nHhopmarmm o cobbiTuax
6esonacHocTH

Ha ypoBHe:

e CepBUCHbIX/CNYXebHbIX
CUCTEMHBIX KOMMOHEHTOB,;

e cepucoB [Inatcopmbi, B

TOM  4ucne
nencTeni

MCnonb30BaHUK CEPBUCOB.

YueT MaLuMHHbIX HocUTenen ypoBHe  cumanueckux | He npumeHumo
nepcoHanbHbIX AaHHbIX HocuTenen uHopmauuu,
NpUMEHsiEMbIX B pamMkax
Mnatcopmbl.
3HU.2 Ynpaenesue AOCTYNOM K MalUMHHbIM Ha ypoBHe cuanyeckux He npumeHumo
HOCUTENSAM NePCOHanNbHbIX AaHHbIX HocuTenein uHdopmMauuy,
NPUMEHSIEMbIX B pamKax
Mnatdopmbl.
3HWN.8 YHUYTOXKEHME (CTUpaHKe) unu Ha  ypoBHe  ¢pmsuyeckux | He npumeHumo
obe3nuurBaHne NepcoHanbHbIX AaHHbIX | HOcuTenei uHdopMaLuK,
Ha MaLUV¥HHbIX HOCUTENAX NPW UX NPUMEHSIEMbIX B paMmKax
nepeaade Mexay nonb3osBarensiMu, B Mnatdopmbl.

KIMUEHTCKUX
no

Ha ypoBHe KIMeHTCKUX
BUPTYanbHbIX CEPBEPOB U
Docker-koHTenHepos, a
TaKKe MCNornb3yeMoro Ha
HUX NPOrpamMmmHoOro
obecneyeHus n cpeacTs
3alUuUTLlI KHOpMaLUUK.
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CopaepxaHuve Mep no obecnevyeHuto

BcTpoeHHble 3alUTHbIE

3awmrHble Mepbl,

(Bupycos)

ObHapyxeHne BTOPXEHUN

CO0B.2

BbisiBneHue, aHanns ys3sumocTen

O6bHoBneHne Gasbl peLuanLmMx npasun

VUHCOPMALIMOHHON CUCTEMBI U
onepaTuBHOE YCTpaHEeHUe BHOBb
BbISIBMIEHHbBIX YA3BUMOCTEN

(aHanu3) 3alULEeHHOCT M nep COHaNbLHBIX AaHHE

AH3.2

KoHTporb ycTaHoskn 0GHOBNEHWIA
nporpammHoro obecneyeHus, Bknovas
obHoBNEHNe NPorpaMmmHoOro
obecneyeHns cpeacTs 3alUTh!
VUHopMaLun

AH3.3

KoHTponb paboTocnocoGHocTH,
napameTpoB HACTPONKMN W NPaBUNbHOCTK
(PYHKLUOHMPOBAHUA NPOrpaMMHOro
obecneyeHns u CpefCcTB 3aLUThI
nHhopmMaLmm

AH3.4

KoHTporsib cocTaBa TEXHUYECKUX
CpeacTs, NporpaMMHoOro obecrneyeHns u
CPEACTB 3aLuTbl MHopMaLmn

AH3.5

oL

KoHTpOnb Npasun reHepaunn u CMeHb!
naponew NonL3oBaTenen, 3aBeaeHns u
yAaneHus y4yeTHbIX 3anncen
nonb3oBaTteneu, pearnusauuyi npasun
pasrpaHudeHna JocTyna, NofHOMO4MIA
nonb3cBatenen B UHHOPMALUOHHON
cucteme

KOHTpOosb LIeNIoCTHOCTM NPOrpamMmmMHOro
obecneveHns, BKNIOYaNA NporpamMMHoe
obecneveHune cpeacTs 3aWmnThI
uHhopmaumm

MCIORHIK He3onacHOCTU NepcoHanbHbIX MexaHu3aMmbl MnatdopMbl Llue]; T G
TpeboBaHuA auubg( o iaars OGnaxos BbINOMHUTHL KITUEHTbI
A S ana goctmwkeHuns Y3 - 1
AB3.1 Peanuaauns aHTUBUPYCHOM 3aLLnTbl He npumeHuMO, NOTOMY HTO Ha ypoBHEe KMWEHTCKUX
3aLUMLLEHHbIA CErMEHT BUPTYyanbHbiX MalKH 1
AB3.2 O6HoBneHue 6a3b! AaHHbIX NPU3HAKOB COOEPKHUT TONbKO CEPBEPI. Knsgﬂ'cxmx Docker-
BP@AOHOCHbIX KOMMBIOTEPHBIX NPOTPaMM | (ynena) oHHas cucTema, KOHTENHEpOB

ucnonb3yemas Ha cepsepax,
NpakTU4YEeCKW He noaBepxKeHa
BUPYCHOMY 3apaeHuio. Ha
cepBsepax HeT NpAMoro
fpoctyna B UHTepHeT u
ucnonsayetcs HIDS.

Ha yposHe:

o husnyeckoro
obopyaoBaHus
Mnatrdhopmel;

e CepBUCHbIX/CNYXEOHBIX
cepsepoB [lnardopmbl K
npounx BMPTYanbHbIX
YCTPOMCTB.

Ha yposHe
CepBUCHbIX/CryxebHbIX
BUPTYanbHbIX U (PUUYECKUX
CUCTEMHbBIX KOMMOHEHTOB

Ha yposHe:

e husn4eckoro
obopyaosaHua
Mnatgopmei;

e CepBUCHBIX/CryXeBHbIX
cepeepoB TInatdopmb! 1
npoymx BUPTYanbHbIX
YCTPOWCTB.

Ha ypoBHE KNWUEHTCKUX
CErMeHTOB CeTU

Ha ypoBHe KNUeHTCKNX
BUPTYasbHbIX MalUuH U
knuenTckux Docker-
KOHTEAHEPOB

Ha ypoBHe KITMEHTCKUX
BUPTYarnbHbIX MaLUWH 1
knueHTckux Docker-
KOHTEWHEpOB

oun4

O6HapyxeHue n pearuposaHue Ha
NOCTYNNEHNe B MHPOpMaLMOHHYIO

He npumeHUMO, TaK Kak B
cocTas natgopmbl HE

Ha ypoBHE KNMUEHTCKWUX
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CogepxaHue mep no obecneveHunio BcTpoeHHbIe 3auUTHble SEULELE LR,
MCLopatt 6e30nNacHOCTU NEPCOHANbHbLIX MexaHuaMebl NMnatdopmbl KOTORLIe AgIENE!
TpeboBaHuUs .qarmbs( PR OGnaxos BbIMOSIHUTL KITMEHTbI
AL ana goctuxenus Y3 - 1
cUCTeMy HesanpallvBaeMbIX BXOAUT (pyHKLMOHAN 1o NOUTOBLIX CEPBEPOB
3MEeKTPOHHbIX coobLLeHniA (Nucem, 0BMeHy 3NeKTPOHHOM MOYTOR
OOKYMEHTOB) ¥ MHOW MHOPMALIMK, HE
OTHOCALLMXCA K (YHKLMOHNPOBAHMIO
VH(OPMaLIMOHHON CUCTEMbI (3aLuuTa oT
chama)
oar.3 KoHTponb 6e3oTkasHoro Ha yposHe: Ha ypoBHe UCT10H
hYHKLIMOHUPOBAHUSA TEXHUYECKMX KNUeHTa pe3epBHOe
CPeAcTs, ObHapyXeHue 1 nokanusauns | © PysuHeckoro KOMWUpOoBaHue
0TKa30B (DYHKLIMOHNMPOBARWS, NPUHATNE oBopyaosanus BOCCTaHOBNEHue
MEp NO BOCCTAHOBMNEHMIO OTKA3aBLLMX Mnardopmbl; NepCOHaNbHLIX AaHHBIX
CPEACTB M UX TeCTUPOBaHue o CepBUCHBIX/CTyKeBHbIX ocylecTensercs
OOT .4 MepuoanYecKkoe pe3epeHoe cepsepos [Mnatcpopmer 1 | KMEHTOM:
KOMMPOBaHNE NEePCOHANBHBIX JaHHbIX Ha npo4mx BUPTYanbHLIX | Ha ypoBHE KITMEHTCKMX
pe3epeHble MalUMHHbLIE HOCUTENN YCTPOUCTB. BUPTYaNbHbLIX MALUMH 1
nepcoHarbHbIX AaHHbIX BbINONHAETCS KoHTelHepoB Docker
oaT.5 ObecrieyeHne BO3MOXHOCTH aBTOMaTU3VMpOBAHHAs pg:i{::gg ﬁggf::::r;
BOCCTEHOBNEHNS NEPCOHAnbHbIX AaHHblx | PEMIMKALMA —  AaHHbIX B A y
y nnaTtopMeHHOM xpaHunmwe. | KIMEHTOM C NOMOLLbLIO
C pe3epBHbIX MaLWHHbIX HocUTene NNaThopMEHHbIX
NepCOHabHbIX AaHHBIX (pe3epBHbIX UHCTPYMEHTOB.
KOMWIA) B TEYEHWE YCTAaHOBNEHHOTO
BPEMEHHOTO MHTepBana

3CB.1 MAKauﬂ n ayTewuﬂ o ypOBHe: He npUuMeHUMo
cy6bekToB AoCTyna 1 06LEKTOB A0CTyNa
B BUPTYyanbHOM MHPacTpykType, B Tom | © CPEACTB yrpaBnenms
uncre aAMUHUCTPATOPOB YNPaBNeHNs cpenow BupTyanusaunu,
Cpeacreamu BUpTyanusauuv  CepPBUCHLIX/CYXeBHbIX

3CB.2 YnpaBneHue A0CTYNOM CyObLeKkToB cepsepos  [narhopMel U Mg vnoepe KNNEHTCKUX
JocTyna k obbekTam A0CTyna B npouux  BUPTYANbHLIX | gupryankHbIX MalLKH 1
BUPTYanbHON MHAPACTPYKTYpE, B TOM yCTpOMCTB, knuenTckux Docker-
unCne BHYTPW BUPTYArbHbLIX MALLKH « cepaucos MnaTdopmbi. KOHTEliHepoB

3CB.3 Pernctpauus coboituii 6esonacHoctv B
BUPTyanbHON NHMpacTpykType

3CB.6 YnpaenexHvne nepeMeLleHmem Ha ypoeHe: PeanusoBaHo Ha ypoBHe
BUPTYasnbHbIX MalWWH (KOHTEWHEPOB) U apxuTekTypbl [nartgopmbl
06pabaTbiBaeMbIX Ha HUX AaHHBIX * Cpeacrs ynpasnexns

cpenov BupTyanusauuu,

e cepBUCHbIX/CNyxebHbIX
cepsepoB [natdopmbl ©

npo4vmux BUPTYanbHbIX
YCTPOIACTB.
3CB.7 KoHTponb LenoCTHOCTM BUPTYanbHOW Ha yposHe: Ha ypoBHE KIUEHTCKUX
NHDPACTPYKTYPbI U ee koHdurypaumin BUPTYanbHbIX MaLUUH K1

e cepBUCHbIX/CNyXebHbIX

knueHtckux Docker-
cepeepoB [natdopmbl  u

KOHTEWHEpPOB
npouux BUPTYaNbHbIX
YCTPOMCTB.
3CB.8 PesepBHOE KONWPOBAHME JaHHbLIX, Ha yposHe: Ha ypoBHe KNUEHTCKUX
pe3epBnpoBaHNE TEXHNYECKNX CPeACTB, BUPTYaNbHbIX MALUWH 1
nporpamMmHoro obecnevyeHus * CepauCHbIX/CNYXebHbIX knneHTckux Docker-
BMPTYanbHOMN MHAPACTPYKTYpbI, @ Takke cepeepos  nathopmbl 1 | yoyreiinepo
KaHanoB CBS3N BHYTPU BUPTYambHOI npoumx BUPTYarbHbIX
VHGPACTPYKTYpPbI YCTPOKUCTB.
3CB.9 Peanusauus v ynpasnexue He npumeHnMO, Tak KaK B Ha ypoBHE KITMEHTCKUX
aHTVBMPYCHOM 3aLLNTON B BUPTYaNbLHOA | 3aLUMUIGEMOM KOHTYpe BUPTYanbHbLIX MaLUWH 1
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CopepxaHue Mep No o6ecneyeHuio

BcTpoeHHbie 3alUTHLIe

3awuTHbLIE Mepbl,

(BO34ENCTBUA OKPYyXKalOLLEN CPEeAbI,
HecTabunbHOCTU 3NekTpocHabxeHus,
KOHAMLMOHUPOBAHUSA 1 UHbIX BHELLHNX
cbakTopoB)

Paspenenue B MHOPMaLUOHHON
cucteme YHKUMWIA NO ynpaBneHunio
(aaAMUHUCTPUPOBaHUIO)
MHMOPMALIMOHHON CUCTEMON,
ynpaeneHuio (aaMUHNCTPUPOBAHWUIO)
CUCTEMO 3aLuTbl NEPCOHaNbHbBIX
AaHHbIX, dyHKUMA no obpaboTke
nepcoHanbHbIX AaHHbIX N UHbIX (DYHKLUA
MHOPMALIMOHHON CUCTEMBI

YCTOAHAL 6e30nNacHOCTX NEPCOHaANbHbLIX MexaHuaMmb! MnatdopMbi KoTOpLIS DOTRHE!
Tpe6oBaHUA .uaum:f;( R 06nako§ BbIMOMHUTEL KITMEHTbI
AL ANA gocTmkeHus Y3 - 1
VHMpacTpykType pacnonoXeHol knueHTckux Docker-
UCKITIOYNUTENBHO CEpBEPHbLIE KOHTEWHepoB
MOLLHOCTH, ucnonsaytotcs OC
NpaKkTU4eckn He
NoABepKeHHbIE BUPYCHOMY
3apaxeHuto, OTCYTCTBYET
NPAMOI fOCTYN B UHTEPHET, a
Takke Ha xocTax
npumeHsetcs HIDS.
3CB.10 PasbueHune supTyansHomn YnpasneHue ceTeBbiM | Ha ypoBHE CErMeHTOB
MHMPACTPYKTYPbl HA CEMMEHTbI OOCTYNOM Ha ypoBHe: CeTH KnueHTa
(cermeHTMpoBaHue BUPTYaribHON
UHAPACTPYKTYPbI) ANSt 0BpaBoTKH . cepByCHblx/cnyx(eGHblx
NEPCOHANbHBIX AAHHBIX OTAEMbHbIM ceteit [narcpopmbl;
nonb3oBaTenem u (wnu) rpynno o OrpaHuueHne poctyna
nonbsosareneu MEXay CerMeHTamu ceTei
pasnu4HbIX KIMWEHTOB
Mnatdopmsl.
PRt )
3TC.3 KoHTpone v ynpasneHue vsnyeckum Ha ypoBHe obecneuenus He npumeHuMo
OOCTYMNOM K TEXHUYECKUM CpeacTsam, husudeckon 6esonacHocTn
CpeAcTBaM 3almThl MHOPMaLuy, uoa
cpepcTBam obecneyeHuns
YHKUMOHNPOBaAHWUS, a Takxke B
NOMELLERUS U COOPYXEHMNS, B KOTOPbIX
OHW YyCTaHOBMEHbI, UCKMIoYaloWwue
HECaHKLIMOHVPOBAKHBIN DU3N4EeCcKui
pocTyn k cpeacTeam obpaboTku
wHdopmaLuuy, cpeacTsam 3awuTbl
nHcbopmaLuu 1 cpeacTeam
oGecneveHns hyHKLMOHUPOBAHMSA
MHGOPMALMOHHON CUCTEMBI, B
NOMELLEHUSI U COOPYXXEHNS, B KOTOPbIX
OHU YCTaHOBIEHbI
3TC.4 PasmeLleHune ycTporucTB BbIBOAA He npumenserca B LUOM ans He npumeHumo
(oTobpaxeHus) nicpopmauum, otoBbpaxeHus MOH
MCKNoYarLLee ee
HECaHKLMOHMPOBaHHbIW NPOCMOTP
3TC.5 3awnTa OT BHELWHMX BO3AENCTBUN Ha ypoeHe LIOJ He npumeHumo

Ha ypoBHe:

o hU3nYecKoro
obopynosaHua
Mnarcopmbl;

® cpeacTs ynpasneHus
cpenon BupTyanusauuu,

o CepBUCHBIX/CNYXebHbIX
cepeepoB [lnatdopmbl U
npounx BUPTYarnbHbIX
YCTPOWCTB;

e cepsucos MnaTgopmbl.

BWPTYanbHbIX MaLUWH U
knueHTckux Docker-
KOHTEWHEepOoB

3nC.3

O6ecneyeHne 3alnTLI NEPCOHANbHbBIX

[aHHbIX OT packpbITUs, MogndUKaLMMN 1

Ha ypoBHe kaHanos:

Ha ypOBHE KaHanoB CBA3HU,
YCTaHOBNEHHbLIM KIUEHTOM
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CopepxaHue Mep no obecnevyeHuo BcTpoeHHbie 3aulMTHbIe SEMAGED CETL,
ACEOAIK 6e30nacHOCTU NepcoHanbHbIX MexaHuaMbl fnardopmbl L L Ut
TpeboBaHUA nauubs( T 06naxo§ BbIMOSTHUATb KITMEHThI
Al ans nocTumxkerus ¥3 - 1
HaBsi3blBaHMA (BBOAA NOXHOW ¢ UCMoNb3yeMblX Afs 4OCTyNa | Ans AoCTyna K ero
nHbopmaLmu) Npu ee nepeaaye agMUHUCTPaTOpPOB K | BUPTYanbHbIM MalumHam u
(nogroToBKe K Nepeaave) no KaHanam CUCTEMHBbIM  KoMroHeHTam | Docker-koHTenHepam.
CBSI3W, UMEIOLMM BbIXOZ, 3a npeaensbl Mnatdopmbl;
KOHTPONMPYEMOW 30Hbl, B TOM Yncne
6ecnpoBOAHLIM kaHanam CBsau * ucnonb3yembix Ans AocTyna
nonb3oBaTenei ]
aaMUHUCTPaTOPOB K
KOHCON ynpasneHus
cpeaor BMpTYyanusauuum,
o mexay LOL.
31C.11 ObecneueHne NOANMHHOCTYA CETEBbLIX Ha ypoeHe kaHanos: Ha ypoBHe cermeHToB
coeanHeHun (CeaHcoB CeTu KnueHTa
B3aUMOAENCTBUS), B TOM Y1Che ANns * 1cnonb3yemblx Ans foctyna
3alLMTHI OT NOAMEHbBI CETEBbIX 8AMUHMCTPATOPOB K
YCTPOVICTB 11 CEPBUCOB CUCTEMHBLIM  KOMFMOHEHTaM
. Mnatcopmbl;
e UCNONb3yeMbIX ANA AOCTyna
nonsb3oeaTenewn "
apMUHUCTPaTOPOB K
KOHCOMNU ynpaBsneHus
cpeaor BupTyanuasauum,
o mexay LIO[.
3NC.15 3awumTa apxmBHbIX hannos, Ha yposHe: Ha ypoBHE KNUEHTCKMX
napamMeTpoB HACTPONKN CPeacTB BUPTYasnbHbIX MaLnH 1
3aLLMTbI MHOPMALMK 1 nporpaMmHoro | © Pysudeckoro knmenTckux Docker-
obecrneyermns 1 MHbIX AaHHbIX, He oBopyaoBsanma KOHTeiiHepoB
noanexalnx U3MEHEHNIO B NpoLiecce Mnatopmbr;
o6paboTku nepcoHanbHbIX AaHHbIX o CepBUCHBIX/CIYKEBHBIX
cepeepoB [lnatcopmbl U
npoYmx BUPTYanbHbIX
YCTPOWCTB.
3nC.17 PasbueHne nHdopmaumnoHHon cuctemsl | Ha yposHe Ha ypoBHe cermMeHToB
Ha CerMeHTbl (CerMeHTMpOBaHne cepBUCHbIX/CnyXeBHbIX BUPTYyanbHOn ceti
MHGOPMaLNOHHON CUCTEMBI) U CErMeHTOB CeTu. KnueHTa
obecneuerne 3aWwnTbl NEpPUMETPOB
CermMeHToB UHOPMALMOHHON CUCTEMBI
31C.20 3awuTta 6ecnpoBOAHbIX COEANHEHWH, He npumexHumMo He npymMeHUMO
NPUMEHSIEMBIX B MH(POPMaLMOKHON
cucteme
MHL.1 OnpepeneHune nuu, OTBETCTBEHHBIX 38 W3 uncna paboTHukos W3 uucne paboTHMKOB
BbISABNIEHWE VHUMUAEHTOB U Aupekc.Obnako unu ero KNUEHTCKOWN opraHn3aumu
pearnpoBaHme Ha HWUX noapsaa4mMkoB UNU ee NoAPAAYUKOB
WHL.2 Ob6HapyxeHue, uaeHTUUKaLMA 1 Ha yposHe: Ha ypoBHe KnneHTCKuX
perucrpauus MHLUMAEHTOB BUPTYarbHbIX MaLLUUH 1
* usndeckoro knueHTckux Docker-
obopypoBaHus KOHTEHEpOoB
Mnardopmsl;
e cpeacTs ynpaeneHus

cpenon BUpTyanuaauum;

e cepBUCHbIX/cnyxebHbix
cepeepos [Inatchopmbl U
npounx BUPTYanbHbIX
YCTPOWCTB;

e cepsucos [Mnatdopmel.
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CopepxaHue Mep No obecneyveHuio BcTpoeHHble 3aWuTHbIe SENTIND CERH,
JCTONEK 6e3o0nacHOCTH NEPCOHANbHbLIX mexaHu3ambl Mnardopmbl Ko P AIOIKHE
TpeboBaHMA anubs( <Snnek 06naxo§ BbINONHUATL KITUEHTbI
A DL ansa goctuxeHus Y3 - 1
nHU.3 CeoeBpeMeHHoe uHgopMupoBanue nuy, | M3 yucna paboTHnkos W3 uucne paboTHukoB
OTBETCTBEHHbIX 3a BbiiBNEHNE Anpekc.Obnako unu ero KNWEHTCKOW opraHnsauun
WHUWAEHTOB W pearpoBaHue Ha HUX, o noApPAOYUKOB Unu ee noapsioHMKoB
BO3HUKHOBEHUU UHLUMOEHTOB B
MH(OPMAaLIMOHHOW cucTeme
nonb3oBaTesIsM1 U agMUHUCTpaTopamu
MHLL.4 AHanu3 MHUMAEHTOB, B TOM YnCne Ha yposHe: Ha ypoBHe KIMeHTCKUX
onpeaeneHne UCTOMHUKOB Y MPUUUNH BUPTYarnbHbIX MaLLWH U1
BO3HMKHOBEHUS UHLMAEHTOB, @ TaKKe * cusneckoro KnueHTckux Docker-
oLieHKa WX NOCReaCTBUiA oBopyaosanms KOHTEAHEpOB
Mnatdopmbl;
UHU.5 MpnHATUE Mep NO yCTPaHEHUIO
NOCNeACTBUIA MHUNAEHTOB * cpencts ynpasnexns
Ccpeaon BUpTyanusaLuu,
MHLL.6 InaHupoBanue n npuxATHE Mep No
NpenoTBPaLLEHMIC NOBTOPHOTO * cepBUCHbIX/CTyXeBHbIX
BO3HWKHOBEHWSA VHLMAEHTOB cepsepos  [natpopmbl
npo4unx BUPTYanbHbIX
YCTPONICTB;
e cepBucos [NnaThopMbl.
1] Ol "-' H
anasnenue.xgnﬁurypauueu uud)opm!aﬁg_:l&on oM X remauugc}zﬁgbnsamﬂ?l ngpcona_n_t:uux .qarmb;x (YKO)
YKo .1 Onpegenexne nuy, KOTOPbIM Ha yposHe: Ha ypoBHe KNUEHTCKOoW
paspeLueHbl 4eACTBUA NO BHECEHUIO BUPTYanbHON
WN3MEHeHWU B KOHUrypauuio * dusudeckoro MHDPACTPYKTYpbI 1
MHDOPMALIMOHHON CUCTEMbI U CUCTEMBI o6opynosaHus KnueHTckux Docker-
3aLUMUTbI NEPCOHANBHBIX AAHHBIX Mnarpopmbi; KOHTEHepoB
YK 2 YnpaBneHue U3MeHeHNaMM * cpencre yNpasnexus
KOHCUrypaLmmn NHDOPMAaLIMOHHON cpeaow supTyanusaumi,
CUCTEeMbl U CUCTEMBI 3aLUTLI o CEPBUCHBIX/CYXEBHBIX
nepcoHanbHbIX AaHHbIX cepsepos  natdopMbl 1
YK®.3 AHanu3 NOTeHLManbHOro BO3AENCTBNS npo4mux BUpTyansHbIX
NNaHUpyeMbIX USMEHEHWI B yCTpouCTB,
KOHUrypauum nHopMaLMOHHON o MporpamMMHoro
CUCTEMbI U CUCTEMB! 3aLLUTHI oBecneyenms Mnatopmbi.
nepcoHanbHbIX AaHHbIX Ha obecneyeHne
3aLUMTHI NepPCoHanbHbIX AaHHbIX U
cornacoBaHue U3mMeHeHuin B
KOHtpurypaummn nHopmMaunoHHON
CUCTEMb! C LOMKHOCTHBIM NULIOM
(paboTHUKOM), OTBETCTBEHHbBIM 32
obecneuyeHue BesonacHocTu
nepcoHanbHbIX AaHHBIX
YKo .4 JokymeHTuposaHue nHdopmaumm
(naHHbIX) 00 n3sMeHeHnsx B
KOHGpUrypaumm nHopmaLmoHHON
CUCTEMbBI Y CUCTEMBI 3aLUNTDI
NepCcoHanbHbIX JaHHbIX
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